AHHOTAIIUS PABOYEM ITPOI'PAMMBI TIPO®ECCHUOHAJIBHOI'O MOAY.JIS

IIM.03. OBECITEYEHHE I/IH@OPMAI.[HOH!—IOPI BE3OITACHOCTHU HTHOOKOMMYHUKAIIMOHHBIX
CETEU U CUCTEM CBsI3U

1.1. leas ¥ nJIaHMpyeMble pe3yabTAThl 0CBOEHHUS PO ecCHOHATBLHOT0 MOIYJIsI

B pesynbrate wu3ydeHus MNpodheCCHOHAIBHOTO MOAYJS CTYACHT JOJIKEH OCBOHTb
OCHOBHOH BHJ Mpo(ecCuoHaIbHON JAeATeIbHOCTH «OBECHE‘{E}\[HE NMHO®OPMAILIMOHHOU
BE3OITACHOCTU MH®OKOMMYHUKAILIMOHHbLIX CETEU WU CUCTEM CBA3U» u

COOTBETCTBYIOIIHE eMy TTPO(eCCHOHATBLHBIE KOMIIETSHITUN M O0IIHEe KOMIIETEHITUH:

[TepeueHpb OOIMX KOMITETCHITUI

Konx HaumeHnoBanue 001X KOMIETEHIUH

OK 01 Bribupath criocoObl pernieHus 3a1a4 npodecCHOHAIBHON IeATeIbHOCTH, IPUMEHHUTEIBHO K
Pa3IUYHBIM KOHTEKCTAM.

OK 02 OcymiecTBiATh TMOWCK, aHAIM3 W HWHTEpHpeTanuio HHGOpMAnuu, HEOOXOTUMOW IS
BBINOJIHEHUS 3a/1a4 IPO(ECCUOHAIbHON AEATEIbHOCTH.

OK 03 [ImanupoBaTh U PeATM30BHIBATH COOCTBEHHOE MPOGECCHOHATBPHOE M JMYHOCTHOE Pa3BHUTHE.

OK 04 PabGorate B KomIekTHBE M KOoMaHjE, 3(P(EKTUBHO B3aMMOJICHCTBOBATH C KOJUICTAMH,
PYKOBOJICTBOM, KJIIMEHTAMH.

OK 05 Ocy1mecTBIATh YCTHYIO M IMUCHbMEHHYI0 KOMMYHHUKAIIMI0 Ha TOCYJapCTBEHHOM S3bIKE C
y4eTOM 0COOEHHOCTEH CONMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06 [IposBNATE TpakJaHCKO-TIATPUOTHUECKYIO MMO3MIMIO0, JEMOHCTPUPOBAaTh OCO3HAHHOE
MOBEJICHHE HAa OCHOBE 00IIEYeTI0BEYECKHIX IICHHOCTEH.

OK 07 CopelicTBOBaTh COXPAaHEHUIO OKpPYXkarolleW cpelbl, pecypcocOepexeHno, 3hPpeKTUBHO
JIe¥CTBOBATh B UPE3BbIYAIHBIX CUTYAIHSIX.

OK 08 Hcnonb3oBath cpeacTBa GU3NYECKON KyJIbTYPBI AJI1 COXPAHEHUS U YKPEIUIEHHS 310pOBbS
B mpoliecce Npo(ecCHOHANBHOM JesITeIbHOCTH U TMOAJIEpKaHUe HEOOXOIUMOI0 YPOBHS
(bu3MYeCKOil MOATOTOBIEHHOCTH.

OK 09 Mcnonp30BaTh MHPOPMALIMOHHBIE TEXHOJIOTMH B IPO(PECCHOHATBHOMN IesITETbHOCTH.

OK 10 [Tonb30BaTbes npodeccuoHaNbHON JOKYMEHTAIMed Ha rocyAapCTBEHHOM U MHOCTPAHHOM
S3BIKE.

[Tepeuenb nmpodecCHOHATBHBIX KOMIICTESHITHMA

Konx HanmenoBaHme BUIOB IEITEIBHOCTH U TPO(ECCHOHAIBHBIX KOMIETEHITUH

B 1 Obecneuenrie MHPOPMAITMOHHON 0€30MaCHOCTH MHPOKOMMYHUKAIIMOHHBIX CETEH U CUCTEM
CBA3U

IK 3.1. BbIsSBIATE yIpo3bl U YA3BUMOCTH B CETE€BOI MH(PACTPYKType C UCIOJIB30BAaHUEM CHCTEMBI
aHaJIM3a 3aIUIIEHHOCTH.

K 3.2. Pa3pabarbiBaTh  KOMIUIEKC ~ METOJOB W CPEACTB  3alllUThl  HMHpOpMauuu B
MH(POKOMMYHUKAIIMOHHBIX CETSIX U CUCTEMaXx CBSI3H.

1K 3.3. OcylecTBIATh TEKylllee aJIMUHUCTPUPOBAHUE JUIS 3alIUThl HMH(OKOMMYHUKAIIMOHHBIX
CeTE U CHUCTEM CBSI3M C MCIOJB30BAHUEM CIELHUAIU3UPOBAHHOIO IPOIPAMMHOIO
oOecnieueHus U 000pyT0BaHUSI.




B pesynbTaTe ocBOeHUs NPOPECCUOHAIBHOIO MOAYJISl CTYIEHT JOJIKEH:

Nmets - BBISIBIICHUS YTPO3 U YSA3BUMOCTEN B CETEBOM MHPPACTPYKTYPE € UCTIONb30BaHUEM
IIPAKTUYECKUM | CHCTEMBI aHAJIN3a 3alIUILEHHOCTH;
OIIBIT: - pa3pabOTKU KOMILJIEKCa METOAOB U CPEJICTB 3AIIUTHI HHPOPMALIUU B

MH()OKOMMYHUKAIMOHHBIX CETSIX M CHCTEMax CBSI3H;

- OCYHICCTBJICHUA TCKYIICTO aAMUHUCTPUPOBAHUSA JJIA 3alIIUTHL I/IH(i)OKOMMyHI/IKaL[I/IOHHBIX
CeTeil ¥ CHCTEM CBSI3U C MCIIOIb30BAHUEM CIICHUATM3HPOBAHHOTO IPOrPAaMMHOTO
o0ecrieyeHus U 000PyAOBAHMSL.

YMmeTs: KJIaCCU(UIIUPOBATH YTPO3bl HHPOPMAIIMOHHOM 0€30I1aCHOCTH B
UH(POKOMMYHHUKAITMOHHBIX CUCTEMaX U CETAX CBSI3H;

MIPOBOJIUTH aHAJIU3 YIPO3 U YSA3BUMOCTEH ceTeBoi Oe3omacHocTu [P-ceTelt, 6ecipoBOIHBIX
ceTel, KOPIIOPaTUBHBIX CETEH;

OTIpeIeIIATh BO3MOXKHBIE CETEBbIC aTaKU U CIIOCOOBI HECAHKIIMOHUPOBAHHOI'O IOCTYTIA B
KOHBEPIreHTHBIX CUCTEMaXx CBSI3U;

OCYIIECTBIISITh MEPOIPUSITHUS 10 MPOBEICHUIO aTTECTAIIMOHHBIX PA0OT U BBISIBICHUIO
KaHaJIOB YTEUKH;

BBISIBJISITH HEJJOCTATKH CUCTEM 3AIIUTHI B CHCTEMaX U CETSAX CBSI3U C UCIIOJIb30BAaHUEM
CHEHAIM3UPOBAHHBIX POTPAMMHBIX ITPOYKTHI

BBITMIOJHATH TECTUPOBAHUE CHCTEM C IIEJIbIO OMPEICICHNS YPOBHS 3alUIIEHHOCTH;
OTIPEeNIeNIATh ONTUMAIIBHBIE CIIOCOOBI 00ecTedeHrs MHPOPMALMOHHOW O€301TaCHOCTH;
MIPOBOAMTH BHIOOP CPE/ICTB 3aIIUTHI B COOTBETCTBUU C BBIABIEHHBIMU YTPO3aMH B
UH(POKOMMYHHUKAITMOHHBIX CETSIX;

MPOBOAMTH MEPOIIPUATHS 10 3alIUTe UH(OOPMALIUY Ha MPEANPUATHUSIX CBSI3H,
o0OecnieunBaTh UX OPTaHU3ALNIO, ONPEIENIATh CIOCOOBI U METObI PEATU3ALIUN;
pa3pabaThIBaTh MOJIUTUKY OE30MMACHOCTH CETEBBIX JIIEMEHTOB U JIOTHYECKUX CETEeH;
BBITNOJHATH PacyeT U YCTAaHOBKY CIIELUAIN3UPOBAHHOTO 000pYI0BaHUS 1JIsl 0OecrieueHus
MaKCHMaJIbHON 3aIIUIIIEHHOCTH CETEBBIX DJIEMEHTOB U JIOTUYECKUX CETEM;

MIPOU3BOJUTH YCTAHOBKY U HACTPOIKY CPEACTB 3aIUThI ONEPALNOHHBIX CUCTEM,
UH(POKOMMYHHUKAIIMOHHBIX CUCTEM U CETEH CBA3H;

KOH(UTYpHUpOBaTh aBTOMAaTU3UPOBAHHbIE CUCTEMbI U HH()OPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIE CETH B COOTBETCTBUU C MOJUTHUKONH MHPOPMALIMOHHON
0€30I1aCHOCTH;

3auungams 6a3vl OAHHBIX NPU NOMOWU CREYUATUSUPOBAHHBIX NPOSPAMMHBIX NPOOYKMO8;
3auuuams pecypcesbl UHGOKOMMYHUKAYUOHHBIX Cemell U CUCeM CEs3U
KpUnmozpaguuecKkumy Memooamu.

3HaTh: MPUHLIMIIBI TOCTPOEHUSI HHPOPMAIIMOHHO-KOMMYHHUKALMOHHBIX CETEH;
MEXXyHapOAHbIE CTaHIapThl HH(POPMALIMOHHOM 0€30MMacHOCTH JUIsl TPOBOIHBIX U
OECIIPOBOIHBIX CETEH;

HOPMAaTUBHO - MIPABOBbIE U 3aKOHOJATEIbHbIE aKThl B 001aCTH MH()OPMAITMOHHON
0€30I1aCHOCTH;

aKyCTUYeCKHe U BUOPOaKyCTHUYECKHE KaHaIbl yTeUKU MH(OPMAIH, 0COOEHHOCTH UX
BO3HHUKHOBEHUS, OPraHU3allU1, BBISIBICHHUS, U 3aKPBITHS;

TEXHUYECKHUE KaHAJIbl yTeUKH UH(OPMAIMH, peaIn3yeMble B OTHOIIEHUN 0OBEKTOB
MH(OpPMaTU3ALNN U TEXHUUECKUX CPEJCTB MPEIIPUITUN CBA3H, CIIOCOOBI UX
OOHapy>KEHUs U 3aKPBITHUS;

CIocoObI M METO/Ib OOHAPYKEHUSI CPEICTB ChEMa MHPOPMAIIMH B paJIMOKaHAaJE;
KJIacCU(UKALIMIO YTPO3 CETEBON OE30M1aCHOCTH;

XapaKTepHble 0COOEHHOCTH CETEBbIX aTaK;

BO3MOXHBIE CITOCOOBI HECAHKITMOHUPOBAHHOT'O JIOCTYTIa K CUCTEMaM CBSI3H;
IIpaBHJia IPOBEJACHHS BO3MOXHBIX MPOBEPOK COTTTACHO HOPMATHBHBIX JIOKYMEHTOB




OCTIK;

STarnbl onpezeneHuss KOHPUACHIINAIbHOCTH JOKYMEHTOB 00bEKTa 3alllUThI;

Ha3zHaueHHe, KJIacCu(UKAIUIO ¥ IPUHLIUIIBI Pa0OTHI CIIEHUAIN3UPOBAHHOTO
000py10BaHHUS;

METO/BI M CIOCOOBI 3alTUTHI HH(OpMAIMK OecITpOBOIHBIX Jornueckux ceteid ot HCJA
nocpenctBoM nporokosioB WEP, WPA u WPA 2;

METOJIbI U CPEJICTBA 3AIUTH HHPOPMAIUH B TEJICKOMMYHHUKAIUSIX OT BPEIOHOCHBIX
porpamm;

TEXHOJIOTHH MPUMEHEHHSI POTPAMMHBIX ITPOYKTOB;

BO3MOJKHBIE CTIOCOOBI, MECTa YCTAHOBKH M HACTPOUKH MIPOTPAMMHBIX MTPOIYKTOB;
METO/BI M CIOCOOBI 3alTUTHI HH(OPMAIHH, TIepe1aBaeMOi 10 KaOeIbHBIM HAITPABIISIOLIIM
CUCTEeMaM;

KOH(HUTypaIiy 3alUIaeMbIX CETeH;

aneopummul pabomul Mecmosblx NPOSPaAMM;

cpeocmea 3auumyl paziuidHblX ONEPayUOHHbIX CUCIEM U CpeObl nepedayu UHpopmayuu;
CnocooOwvl U Memoovl WUpposarust (KoOuposauue u 0eKkoouposarue) uHghopmayuu.

1.2. KoanuyecTBO 4acoB, 0OTBOJAMMOE HA 0CBOEHHE MPO(PECCHOHATIBLHOTO MOY sl

Bcero wacoB — 482 gaca, B TOM 4HCJIC:
- 122 yaca BapumaTMBHOM YacTH, HaINpaBICHHBIX HAa YCWJICHHE O00S3aTCIIbHOM 4YacTH
porpaMmbl MPOoHECCHOHATBHOTO MOTYJIS.



2. CTPYKTYPA U COAEPKAHUE ITPOPECCHOHAJBHOI'O MOAYJIA

Cym O0Bem npodeccroHaTBLHOTO MOJTYJIS, Yac.

Kozl MapH Obyuenue no MJIK
npodeccuon HanmenoBanus BIN B mom uucne
aJIbHbIX paszenos o0be JIaGoparo | Kypco Has
00X pOECCHOHATBHO M Bcero PHBIX U BBIX v [TpousBoact pa6ota
KOMIICTCHITH o MOAYJIst Harp npakTuue | pabor uconas BEHHAas 1
i Y3KH, CKHX (1poe
Tac. 3aHATHH | KTOB)

Ilpaxmuku Camoc
TOSITEN

[IK 3.1, 3.3 Paszgea 1.
OK 01-10 [Tpumenenne
IPOrpaMMHO-
anmapaTHBIX
CpEACTB 3aLUThHI 166 142 70 - - 14
uH(pOpMaIUK B
MH(QOKOMMYHHKAI]
MOHHBIX CHCTEMaxX
U CeTSIX CBA3U -

I1K 3.1-3.3 Paznen 2. - -
OK 01-10 [Tpumenenune
KOMIUIEKCHOM 14
CUCTEMBI 3alUThI 164 140 70
uH(pOpMaIUK B
MH(QOKOMMYHHKAI]
MOHHBIX CUCTEMax
M CETSIX CBSI3U

IK 3.1-3.3 VY4eOHast mpakTUKa -
OK 01-10 (no npogunio 72 72
cneyuanbHocmu),
yacos
(KoHyeHmpuposaH
HO)

I1K 3.1-3.3 ITponsBoacTBeHHa
OK 01-10 s IPaKTUKA (1O
npogunto 72 72
cneyuanbHocmu),
yacos
(Konyenmpupoean
Has1) NPaKmuka)

[TpomexyTouHas arrecTanys (IK3aMeH)

Bcero: | 330 | 282 | 140 | - | 72 | 72 | 28

YCamocmosmenvras paboma 6 pamxax 00pPA306aMENbHOU NPOZPAMMbL  NIAHUPYEeMCS  06pPA306AMENbHOU  Opaanusayuetl 6
coomsemcmeuu ¢ mpebosanusimu PIOC CIIO 6 npedenax ob6vema npogeccuonHarbHO20 MOOYIA 8 KOIUYECmEe 4acos, HeoOXo0o0uMoMm
O/151 BbINONIHEHUSL 3A0AHULL CAMOCMOAMENbHOU pabomyvl 00yYarWUXcsl, NPeoyCMOMPEHHbIX MEeMAMUYECKUM NIAHOM U COOePIUCAHUEM
npogeccuoHanbHO20 MOOYIA.
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3. Conep:xanue npogheccCHOHAIBHOT0 MOAYJIA
Paznen 1. IlpumeHeHMe MNPOrpaMMHO-aNNAPATHBIX CPeICTB 3alIMThl HH(OPMaLHUHU
I/lH(l)OKOMMYHPIKaIIHOHHLIX CHUCTEMAX U CETHAX CBA3H

B

M/IK 03.01TexHos10rusi NpUMeHEeHHs] MPOrPAMMHO-ANNAPATHBIX CPeACTB 3alMThl MHGOpPMALUHN B

HH(OKOMMYHUKAIIMOHHBIX CHCTEMAX M CeTAX CBSA3H
Tema 1.1.0cHOBBI Ge30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI
Tewma 1.2. O6ecneuenne 6e30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHIMA
Tema 1.3. CpencrBa 3amuTsl HHGOPMAIIUN OT HECAHKIIHOHUPOBAHHOTO JTOCTYTIA
Tewma 1.4. O6ecnieuenne 6€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM U CETEH

Paznen 2. IIpumenenne KOMILJIEKCHOM CHCTEMBbI 3alMThI uHpopmanumn
HH(OKOMMYHUKAINMOHHBIX CHCTEMAX M CeTAX CBSI3H

MIK 03.02 TexHojiorusi NPUMEHEHUS] KOMILIEKCHOW CHCTeMbl 3alUThl HH(OPpMAUUH
HHPOKOMMYHUKALHOHHBIX CHCTEMAX H CETAX CBA3M

Tema 2.1. OcHoBBI HHGOPMAITMOHHOMN O6€30MaCHOCTH

Tema 2.2. Opranu3aniOHHO-TIPABOBBIE ACTIEKTHI 3aIIUTHI HHPOPMALIUU

Tema 2.3.KomiuiekcHasi cucteMa 3aliuTbl UHGOpMauu

Tema 2.4. Un>xeHepHO-TEXHUYECKAs 3aluTa UHPOpMALIUK

Tema 2.5 Kpunrorpaduueckas 3amura HHQOpMaIH

Tema 2.6.ATTecTanus U TUIEH3UPOBAHUE OOHEKTOB 3aIUTHI

Y4eOHasi npaKkTHKA

Bunawbi pator:

- yCTaHOBKA, HACTPOWKA M 00CITY)KUBAaHHE TEXHUUECKUX CPECTB 3alIUTH HH()OPMAIH U CPEICTB OXPaHBI
00BEKTOB;

- YCTaHOBKA U HACTPOMKa TUIOBBIX MPOTrpaMMHO-aNNapaTHIX CPEJCTB 3alIUTh HHPOpMAaIIHH;

- HCIIOJIB30BAHKUE ITPOIPaMMHO-AMIAPATHBIX U NHKEHEPHO-TEXHUYECKHUX CPEJCTB.

- HaCTpOMKa, PETryJIupoBKa U PEMOHT 000pyA0BaHUs CPEJCTB 3aIUTHI;

- BEIOOp CIOCOOOB U CPEACTB  MHOTOYPOBHEBOM 3aIIUTHI TEIEKOMMYHUKAIIMOHHBIX CETEH B COOTBETCTBHUH C
HOPMaTUBHO-TIPAaBOBOM 0a30ii;

- IPOBEJICHUE TUIIOBBIX ONEpPAllMi HACTPOUKH CPEICTB 3aLUTHI ONIEPALMOHHBIX CUCTEM;

- IPOBEJICHUE aTTECTAlUU OOBEKTOB 3aIllUTHI;

- OIIPEJIEJICHNE UCTOYHUKOB HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, UCXOJs U3 MOJEIH yIpo3;

- OIIpEeJIeNIeHNE TUIIAa CUTHAJIa U TEXHUYECKOTO CPE/ICTBA B COOTBETCTBUU C aJITOPUTMOM MPOTPaMMHOTO
IIPOJYKTa;

- 0OHapy’keHue 1 00e3BpeKUBAHNE Pa3pyLIAOIINX IPOrPaMMHBIX BO3AEUCTBUN C UCIIOIb30BAaHUEM
IIPOrPaMMHBIX CPE/CTB;

- 3aIll1MTa TeIEKOMMYHHUKAIIMOHHBIX CETeH TEXHUUECKUMHU CPECTBAMHU B COOTBETCTBUH U3 HOPMATHBHBIX
nokymeHToB ®CTIK;

- 3a1KTa HTHGOPMAIMU OPraHU3allMOHHBIMU METOJJAMHU B COOTBETCTBUU C HHCTPYKLHUSAMHU Ha OOBEKTE.
Utoroseiit oT4ET

IIpon3BoacTBEHHAS IPAKTHKA
1. YuacTue B cO31aHNN KOMIIEKCHOM CHCTEMBI 3aINATHI HA IPEIITPUATHH.
2. [IpumeHeHne IporpaMMHO-aNapaTHBIX CPEACTB 3alUTHI HH(POPMAIUK Ha MIPEIIPUITHH
3. [IpuMeHeHre UHKEHEPHO-TEXHUYECKUX CPEICTB 3alllUThl HH(OPMALIUU Ha MPEATNPUSTHH.
4. ITpumeHeHHnEe KpUNTOrpahUIECKUX CPEJICTB 3AIUTHI HHPOPMALIUU HA TPEIPUATHH.

HUTOoroBeIit oTyeT
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