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1. OBIIASAA XAPAKTEPUCTHKA PABOYEN ITPOI'PAMMBI IIPO®ECCHOHAJBLHOTO
MOJYJISA

IIM.01. BeimonHenue paboT 1Mo MPOSKTUPOBAHUIO CETEBON MH(PACTPYKTYPHI
HAaumeHoearue I’lpOd)eCCUOHaJZbHOZO MO()yJZ}l

1.1. Heas ¥ niIaHMpyeMble pe3yabTAaThl 0CBOeHHS NPO(eCcCHOHAIBHOI0 MOIYJIsI

B pesynprare wusydeHus npoecCHOHATBLHOTO MOIYJA CTYACHT JODKEH OCBOUTH
OCHOBHOM  BHJ  NpOQPECCHOHATBHONW  JeATeabHOCTH  «Bplmomnenue pabor 1o
IOPOEKTUPOBAHUIO  CETEBOM  HMH(QPACTPYKTyphl» M COOTBETCTBYIOLUE  €MY
npo¢ecCUOHAIbHbIE KOMIETEHIIMU U OOIIME KOMIIETEHIIUH:

[lepeueHb 00X KOMIIETEHIINI

Kon HaumMenoBanue 00X KOMIETEHIINH

OK'1 BeiOuparh  cmocoObl  pemieHus — 3adad  NPOPECCHOHANBHOW  JIEATEIBLHOCTH,
MIPUMEHUTEIBHO K PAa3JIMUYHBIM KOHTEKCTaM

OK 2 OcylecTBIATh MOUCK, aHATU3 W HHTEPHpETaluio WHGOpMalUU, HEOOXOAUMOMN Iy
BBITIOJTHEHMS 3124 MPOPECCHOHATBHON JACSITEILHOCTH

OK 3 [InanupoBaTh W pealM30BBIBATh COOCTBEHHOE MPO(ECCHOHATBLHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4 PaGoTath B KOJUIEKTHBE M KOoMaHje, dY()PEKTUBHO B3aMMOJEHCTBOBATH C KOJIJICTAMH,
PYKOBOJACTBOM, KJIHCHTaMH.

OK 5 OcCyHIeCTBISITh YCTHYIO U TUCbMEHHYI0O KOMMYHUKAIIUIO Ha TOCYAapPCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLIMAIBLHOTO U KYJIHTYPHOT'O KOHTEKCTA.

OK 6 [IposiBAATE Tpak1aHCKO-MIATPUOTUYECKYIO TO3UIUIO, TEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHUE HA OCHOBE TPAJUIIMOHHBIX OOIIEYEIIOBEYECKUX IIEHHOCTEH.

OK7 CopeiicTBOBaTh COXpaHEHHIO OKPYKAIOIIEH Cpelibl, pecypcocOepexeHuto, 3¢ HeKTUBHO
JICHCTBOBATh B YPE3BbIYANHBIX CUTYalUsIX.

OK 8 Hcnons3oBaTh cpenactBa (pU3MYecKol KyIbTYphl ISl COXpPAHEHUS M YKPETJICHHS

310pOBbSl B Ipolecce MPOPECCHOHANbHOM  JIEATENbHOCTH U TOAJEp)KaHUe
HEO0OXOJIUMOT0 YPOBHS (PU3HUECKOHN MOATOTOBIEHHOCTH.

OK9 Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJOTUU B IPO(GECCHOHATIBHON AESITEIbHOCTH

OK 10 [Tonb30BaTbes  mpoeCCHOHAIBHOW  JOKYMEHTAallMe Ha TOCyJapCTBEHHOM U
UHOCTPAaHHOM SI3bIKE.

OK 11 [InanupoBaTh NpePUHUMATEILCKYIO NEATEILHOCTh B TpodeccoHaIbHOM chepe

[Tepeuensb npodeccuoHaIbHBIX KOMIETEHIIUMA

Kon HaunMeHoBaHMe BUAOB IeSITEJIbHOCTH M NPO(eCCHOHATBHBIX KOMITETEHIUI
B/l 1. Buinonanenue pabom no npoekmupoganuio cemesou UHGpacmpyKmypbl
K 1.1 BhInonHATE IpoeKTHpOoBaHUE KaOeIbHOM CTPYKTYPhl KOMITBIOTEPHOM CETH.
K 1.2 Ocy1miecTBIATh BEIOOpP TEXHOJIOIMH, HHCTPYMEHTAIBHBIX CPEACTB U CPEJICTB

BBIUMCIUTENFHON TEXHUKHU MPU OPTaHU3AINH MIPpoliecca pa3padOoTKU U UCCIICOBAHUS
00BEKTOB MPO(DHECCHOHATTLHOM TSI TEIIBHOCTH

K 1.3 Ob6ecneunBaTh 3alIUTY HHPOPMAIIUHU B CETU C UCIOIb30BAaHUEM ITPOTPAMMHO-
annapaTHbIX CPEJCTB.




IIK 1.4

[IpuHUMaTh ydacTue B MPUEMO-CIATOYHBIX UCTIHITAHUSIX KOMITBIOTEPHBIX CeTeH 1
CETEBOTO 000OPYAOBAHUSI PA3IMYHOTO YPOBHS M B OIICHKE Ka4eCTBA M SKOHOMHYECKOM
7 (HEKTUBHOCTH CETEBOM TOMOJIOTHH.

IIK 1.5

BrimonusaTe TpeboBaHNsS HOPMAaTUBHO-TEXHUYECKON JOKYMEHTAIH, UMETh OIBIT
0o OopMIICHHS TPOCKTHON JTOKYMEHTAIIHH.

B pesynbraTe ocBoeHUs NpodeCCHOHATBHOTO MOAYIIS CTYIEHT JOJKEH:

Nmets
MPaKTUYECKUI
OTIBIT B

MPOEKTUPOBAHUM APXHUTEKTYPhl JIOKATBHOH CETH B COOTBETCTBHH C
ITOCTaBJICHHOM 3a7a4eii;

YCTAaHOBKE U HACTPOHKE CETEBBIX MPOTOKOJIOB U CETEBOIO 00OPYJIOBaHUS B
COOTBETCTBHH C KOHKPETHOM 3a/1a4eii;

BBIOOPE TEXHOJIOTUHM, WHCTPYMEHTAIBHBIX CpPEACTB TIPU OpraHu3aIiu
npoliecca UCCiIeA0BaHus 00BEKTOB CETEBOI HHPPACTPYKTYPHI;

oOecrieueHnM 0€30MacHOT0 XpaHEHUsI U Mepeaady HHHOPMALUH B JIOKATbHON
CeTH;

UCTIOJIb30BAaHUM  CIICUATBHOTO  MPOTPAMMHOTO  OOECIICYeHUs ISt
MOJIEIIMPOBAHUS, IPOSKTUPOBAHUS M TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.
NPOEKMUPOBAHUsL U HACMPOUKU cemeli C UCNOIb308AHUEM KOMMYmayuu 3-
20 YPOBHsl.

peanuzayuu coemMecmuol pabomol 6 pamkax UHmMparnema u SKCmpanema
opeaHuzayuu.

NPOEKMUPOBAHUS U HACMPOUKYU Cemell C UCNONIb308AHUEM KOMMYmMayuy 3-
20 YPOBHsl.

HACMPOUKU Ce2MEeHMUpPOBAHHOU Cemu.

HAcmpouKu OUHAMUYLECKOL Mapupymu3ayuu.

coemecmHno2o ucnoavzosanus |\Pv4 u IPv6 aopecayuu.

nacmpouixkuDHCP, DNS.

AHANIU3A BLIXOOHBIX OAHHBIX YIMULUM MOHUMOPUH2A.

yMETh

MPOEKTUPOBATh JIOKAIbHYIO CETh, BEIOUPATh CETEBBIC TOMOJIOTHH;
UCTIOJIb30BaTh MHOTO()YHKIIHOHATIBHBIE TTPUOOPHI MOHUTOPUHTA,
MIPOrpaMMHO-aIMIMapaTHbIE CPEICTBA TEXHUIECKOTO KOHTPOJIS JIOKAITbHOU
CETH.

Hacmpausames KOMMYMamop 3-20 YPOGHsL.

NIAHUPOBAMb U Peaiu308bl8AMb COBMECHYIO pabomy.
0CYUeCmaisimy CecMeHmMayuio cenu.

paspabamuléams MONoL02U MAPUIPYMU3AYUU.

nacmpausamsDHCP, DNS.

UCNONIL3068AMb YMULUNBL MOHUNMOPUH2A.

3HaTb

00IIIMe MPUHIMITBI TOCTPOEHHS CeTel, CeTEBBIX TOMOJIOTHHA, MHOTOCIOHHOMN
mogenu OS], TpeOoBaHMUI K KOMITBIOTEPHBIM CETSIM;

apXUTEKTypy IPOTOKOJIOB, CTAaHAAPTU3ALUH CETEH, dTAllOB MPOESKTUPOBAHUS
CEeTeBOM MHPPACTPYKTYPHI;

0a30BbI€ ITPOTOKOJIBI U TEXHOJIOTUH JIOKAJIbHBIX CETEH;

MPUHIUIIBI TIOCTPOEHHSI BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaH/1apThl Kalelei, OCHOBHbIE BHJIbl KOMMYHHKAIIMOHHBIX YCTPOMCTB,
TE€PMUHOB, MIOHATUHN, CTAHAPTOB U TUIIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBaHHON KaOeIbHOM CHCTEMBI.

opeanuzayuu no cmanoapmuzayuu ISOC, IAB, IETF, IEEE, ISO.
paspabamuvléaemvie CmaHOapmyvl OpeaHU3AYUAMU NO CIMAHOAPMUZAYUL.
KOMMYMAayuio mpemve20 ypOosHs.

coepemeHHble cemesble MexHON02UU.

MeHOeHYUU pazeumust cemetl.

KOMMYMayusi mpemve20 YPOGHsi.




IPv4 u IPV6 aopecayuro.
cecmMeHmayuio cemu Ha OCHO8E MACKU NePEMEHHOU OJIUHbL.

NPOMOKOIbL OUHAMUYECKOU MAPULDYIMUAYUU.
CepBuUCHl OUHAMUYECKOU pa30ayu aopecos, OOMEHHbIX UMEH.

ymuaunvl MOHUMOPUHZA.

1.2. KonuyecTBO 4acoB, 0OTBOJAMMOE HA 0CBOEHHUE MPO(EeCCHOHATBLHOI0 MOIYJIs

Bcero yacos — 700 yacos, B TOM YHUCIJIE:
- 190 yacoB BapmaTUBHOH 4YacTH, HAIMPAaBJICHHBIX HA YCHJICHHE 0053aTCIIbHOMN

Y4acTH MPOrpaMMbl IPO(HECCUOHATEHOTO MOJTYJIS.



2. CTPYKTYPA U COAEP KAHUE TPOPECCHUOHAJBHOI'O MOAYJIsA

2.1. Ctpykrypa npo¢ecCHOHATbHOT0 MOTYJIsI

O6beM npodeccHoOHATBHOT0 MOIYJIfA, YaC

C Oo0yuenue mo MJIK IIpakTuka
MMa
Koapr };{Mﬁ P Ipousso | &
H}E);J:l:;clc,g(o HaumenoBanus pa3jie/ioB 00beM 6 BT.H. BT.Y., AcTBelHA E E
npodeccHonaILHOro Moyst Harpysk TA00pATOPHBIC kypcoBasi | CamocrosT | YueOHa 3 (1o S =
KOMHIETCHIL H, uac Bcero, padoThI 1 aGora CALHAS a npopuiawo | i Q
HH 9acoB NMPAKTUYECKHE p i crnenyvajab q;’ =
SAHSITHSL (mpoekr), padora 4acoB nocru)ua | S =
’ 94acoB ’ é‘
4acoB COB
1 2 3 4 5 6 7 8 9 10
IIK 1.1, MIK.01.01. KomneloTepHBIE CETH 2
MK 1.2, 132 124 60 6
IK 1.4
IIK 1.3, M/IK.01.02. Opranu3zanus, IpUHIUIIBI 306 280 130 12
IIK 1.5 MOCTPOCHUSI U (QYHKIIMOHUPOBAHUS 14
KOMITBIOTEPHBIX ceTei
MK 1.1-IK | YyeOHasi npakTUKa 108 108
1.5
IIK 1.1-IIK | IIpou3BoacTBeHHas NPAKTHKA (110 144 144
1.5 NnpoPmiI cnenuaJbHOCTH), YaCOB
IIpome:kyTOUHAs aTTeCTALMS 10
(3x3aMeH (KBaJIM(PUKANMOHHBIN))
Bcero: 700 404 190 20 108 144 24

“Pasznen npo)ecCHOHAILHOIO MOAYJIS — YacTh IPOrpaMMbl HPO(ECCHOHATLHOI0 MOIYI, KOTOPas XapaKTepU3yeTcs JOTMYECKON 3aBEpPLUICHHOCTHIO M HAIIPABJICHA HA OCBOCHHE OJHOI
WA HECKONBKHUX MPO(EeCCHOHANBFHBIX KOMIETEHINHA. Pa3nen mpodeccHoHaIbHOTO MOAYIIS MOXET COCTOSATh M3 MEKIHCHUIUIMHAPHOTO Kypca WM €r0 YacTH M COOTBETCTBYIOIIUX
yacTeil y4eOHON ¥ IMPOW3BOJCTBCHHON mNpakTWK. HamMeHoBaHue pasjena mpo(ecCHOHATBHOTO MOJIYJSl JOJDKHO HAYHMHATBHCS C OTIJIArOJBHOTO CYINECTBUTEIBHOTO M OTPAaXKaTh

COBOKYITHOCTb OCBaMBACMbIX KOMHCTGHHI/Iﬁ, yMeHI/Iﬁ W 3HAHUM.




2.2. TemaTu4eckuii IJIaH U copep:kaHue npodeccuonanbuoro moaysas (IIM)

HanmenoBanue pasjie/ioB u TeM Conep:kanue y4eOHOIr0o MaTepHuaJia, JJadopaTopHble pad0ThI M MPAKTHYECKHUE 3aHATHS, CAMOCTOSITEIbHAS Oovem
NPO(ecCHOHANLHOT0 MOLLYI5t pa6oTa o0yuawumxcsi, KypcoBasi padot (IIpoeKT) wacos
(IIM), MeKIUCHUIITTHHAPHBIX

kypcoB (MJK)
1 2 3

MJIK.01.01. Opranusanus, NPUHIMIBI MOCTPOEHHUA H GYHKIMOHNPOBAHUS KOMILIOTEPHBIX ceTel 132

Paznen 1. BBerenne B ceTeBble TEXHOJIOTHU 108

Tema 1.1. Komnblorepusie cetun | Conep:xxanue 2

1. | CoBmecTHas pabora, IHTEpHET 1 COBpPEMEHHBIE CETEBbIE TEXHOJIOTMU—00IaCTh IPUMEHEHHS M Ha3HAYeHNe. Buast
KOMITBIOTEPHBIX ceTell. [ 1o0anbHble 1 TokantbHble ceTH. OHOPaHTOBBIE U KIINEHT-CEPBEPHBIC apXUTEKTyphl. OCHOBHBIE
KOMIIOHEHTHI CeTeH, ceTeBast cpeia M ceTeBble ycTpoicTBa. TexHonoruu noaxmodeHus k lurepuet. KoHBepreHTHBIC cEeTH.
KagectBo u HagexxHocTh ceteil. Konnenus BYOD. OcHoOBHBIE OHSTHS CETEBOM 6€30MaCHOCTH.
JloMalHee 3alaHue. YTCHUE U aHAJIU3 JINTEPaTypPhl
CamocTosiTesibHasi padoTa 2
1. | Tenmenimu pa3utus cereit. CIpoeKTHPOBATH MOJIENB peanu3anuu TexHosoruu hyod: mprHecH Ha paboTy CBOE YCTPOHCTBO

Tema 1.2 OnepannonHast Coaep:xanue 4

CHCTEMA CeTeBOoro 1. | Onepaunonnas cucrema cereBoro B3aumozeictBusi Cisco (I0S). Untepdeiic komanauoii ctpoku (CLI). KoHconbHbli noctyr,

B3aUMO/IelCTBUS ynajaeHHeld goctyn ¢ momornpto Telnet u SSH, wucmoms3oBanume mopra AUX. Pexumbr 10S - monb3oBaTenbCKuid,

NPUBUJICTHPOBAHHBIN PEXKUM U PEKUM IJI00anbHON KoHpUrypauy. HaBuranuus Mex1y peKuMaMH.
JloMalHee 3a/laHue: 3aI0JIHUTh COIPAaBOYHUK KOMaH/
2. BbazoBas crTpykTypa Komanxa omneparuoHHONH cucteMmbl 1OS. IIpoekTupoBaHMe M HAacTpOHKa IMPOCTON KOMITBIOTEPHOM CETH.
Hacrpoiika ceteBbIx y310B. Orpannyenue gocryna K ¢ainam kondurypauuu ycrpoiicts. [IpoBepka napaMeTpoB NOAKIIOUEHHSI.
JloManiHee 3a/laHHe: 3aII0JIHUTh COIPABOYHUK KOMAaH/I
IIpakTHyeckue 3aHATHS 2
1. | PacketTracer: mapuramms molOS. HacTpoiika HCXOHBIX TAPAMETPOB KOMMYTATOPa
Tema 1.3 CeTeBble NPOTOKOJbI Conep:xanue 4
U KOMMYHHKALUH 1. | KomupoBanme u mapamerps! cooOmienus. CeTreBrle MpoTOKOsBL. B3amMoneiictBue mpotokonoB. Habop mpotokomos TCP/IP u
nporecc oomeHa naHHbpME. Oprarmsanuu no crannaprusamun [SOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBbie Mogenu OSI u
TCP/IP.
JlomamHee 3aganue: 3ano’dHuTh Tabunny «Opranusaiyy 10 cTaHJapTH3AIIN
2. | Nukancynsanus nannsix. [IpotokonbHble 65okn nannsix (PDU). loctyn k sokansHEIM pecypcam. CereBast aapecanus. MAC- n
IP - anpeca. loctyn k ynanéHubiM pecypcam. 111103 mo ymosr4aHuio.
JlomaiHee 3agaHMe:YTeHUE U aHaIM3 aureparypst [1] cp. 9-12
IIpakTHyecKue 3aHATHSA 2
2 | Wzyuenne cerebix cranpaproB.PacketTracer: paccmorpenue moaeneit TCP/IP u OSI B neiictBun. M3ydenue paboTsl cetn
Tema 1.4 CeteBoii A0cTYN Conep:xanue 8




[IpoTokonsl 1 cravaapThl pusnyeckoro yposHs. Crnoco0Osl nojakmouenus K cetu. CereBbie nHTepdeiicHbie miatol (NIC).

IlOMalHHee 3aJaHHUE:3aI10JTHCHHUC Ta6J'II/IIH)I «Croco0bl MNOJKIIOYCHUA K CCTH

2. | Cpensl nepenauu AaHHBIX U HUX XapaKTePUCTUKU: NPOMYCKHAas CIOCOOHOCTh, MPOU3BOAUTEIBHOCTb. BUABI MEIHBIX CETEBBIX
kabeneit: UTP, STP, xoakcuanbHbelii. Pa3HOBHAHOCTH, OCOOCHHOCTHM TPOKIAAKKM W TecTHpoBaHusi Kabeneil. CTpykTypa u
0c0OCHHOCTH IIPOKJIaJIKH ONITOBOJIOKOHHBIX KaOeseu.

JlomanHee 3aJaHHe:YTeHUE U aHANW3 JUTepaTypsl [1] cTp. 53-67

3. | becipoBoxnsie cpencrsa nepenaun nanaeix. Crangapt Wi-Fi IEEE 802.11. KanansHbINH ypOBEHb 1 €T0 MOJYPOBHH: Y TIpaBICHUE
normuecknM kanaioM (LLC) u Ynopasnernue noctymnom k cpexae nepenayun naHHeix MAC. CTpykrypa Kagpa KaHAIBHOTO YPOBHS H
OpUHIUIEL ero GopmupoBaHus. CTaHAAPTHI KAHAJIHHOTO YPOBHSL.

JlomaiHee 3aJaHHE:YTCHUE U aHANW3 JUTEpaTypsl [1] cTp. 68-95
4. | ®uspueckas W JOTWYECKas TOMOJOTHS CETH. TOMOJOTHMHM «TOYKA-TOUYKA», «3BE3la», «IIOJHOCBS3aHHAS», «KOJIBIEBAS.

[MomymymekcHas ¥ MOJHOMyTIIeKCHas epenava nanaeix. Ocobennoctr kaapoB LAN, WAN, Ethernet, PPP, 802.11.

JlomanHee 3aiaHAe:YTCHUE U aHaU3 Jutepatypsl [1] ctp. 40-45

HpaKTuquKne 3aAaHATHHA

3 | PacketTracer: monkiroueHIe MPOBOTHON 1 OECIIPOBOIHON ceTh. Pa3paboTka pU3HUECKOM TOMOJIOTHH CETH
Tema 1.5 Cereblie TexHosorun | Conep:xkanue
Ethernet 1. | CemeiictBo cereBbix TexHonoruii Ethernet. Ilpmammn paGotsr Ethernet. BzammoneiictBume Ha momypoBHsx LLC u MAC.
Yupasienue goctymoM K cpene nepenadu qanHeX (CSMA). MAC-anpec: nnentudukanus Ethernet. ATpuOyts! kanpa Ethernet.
IIpencraBnenuss MAC-anpecoB. OgHO- W MHOTO -aJIpeCHOM, IIMPOKOBeUIaTeNbHOM paccbuiok. CkBo3HOE nojkioueHue, MAC-
u [Panpeca.
JomaiHee 3aiaHue:YTeHHE U aHAMM3 JuTepatypsl [1] ctp. 150
2. | IIporokon paspemenus agpecoB (ARP): npuHImme! paboTel, poib B Ipoliecce yaaaeHHoro oOMeHa nanHbpMH. Tabmuust ARP Ha
ceTeBbIX ycTpoicTBax. OCHOBHBIE HEIOCTATKHU NpoToKona ARP.
JlomManHee 3aiaHUe:YTCHUE U aHau3 Jutepatypsl [1] ctp. 20-29
3. | OcHoBHast uH(poOpMaius o0 moprax kommyratopa. Tabmuma MAC-ampecoB kommyraropa. @yukims Auto-MDIX. CrocoOsr
nepechlUIKM Kajgpa Ha kommytaropax Cisco. Bydepusaums namsti Ha koMmMmyrartopax. ®DukcHpoBaHHasE ¥ MOJYJbHAs
KOH(HUTypanuu KOMMYTaTOPOB.
JlomaiiHee 3ajaHMe:uTeHUE W aHau3 gutepaTypsl [1] ctp. 102-120
4. | CpaBHeHne kKoMMyTanuu ypoBHs 2 u ypoBHA 3. TexHonorusa CiscoExpressForwarding.

Buptyaneusiii  uHTEpdeiic kommytatopa (SVI), Mapmpyrtusupyemsiit mopt, EtherChannel yposus 3. Kondurypamums
MapUIpyTU3HPYEMOro TOpTa.

JlomaiHee 3ajaHMe:uTeHUE W aHau3 JutepaTypsl [1] ctp. 102-120

HpaKTuquKne 3AHATHHA

4 Mzyaenne kanpoB Ethernet ¢ momomisro mporpammsl Wireshark.PacketTracer: onpeneneane MAC-u IP-agpecos
5 PacketTracer: ananu3 tabaunsl ARP. Hactpoiika KOMMyTaTOpPOB YPOBHS 3
Tema 1.6 CereBoii ypoBeHb Conep:kanue:
CereBoll ypOBeHb B Mpolecce Mepefayd MaHHbIX. [IpoTokosbl cereBoro ypoBHs. OCHOBHBIC xapakTepucTuku [P -mpoTokona.
Crpykrypa nakeroB IPv4 u IPv6. OcobenHocTr M mpeumylnecTBa nporokosna Pv6. Meroasl mMapiipyrusanuu y3noB. TaGnuna
MapIIpyTHU3alliX y3JI0B U MapiIpyTH3aTopa Ijs mpoTokonos IPv4 u IPv6.
1. JlomaliHee 3ajaHMe:uTeHUE W aHau3 JutepaTypsl [1] ctp. 252-255
2. VYerpoiictBo Mapmpytuzatropa — llpoueccop, mamsite, omnepanuoHHas cucrtema. lloaximroueHue K MaplIIpyTH3aTOpy uepes




pasnuuHble MOpTHL. HacTpoiika HMCXOTHBIX MapamMeTpoB, HWHTEp(deiicoB, IITI03a MO YMOTYAHUIO W APYTHX XapaKTEPHUCTHK
MapuIpyTu3aTopa.

JlomarnHee 3aJaHAE:YTCHHUE U aHAIU3 JuTepatypsl [1] ctp. 256

IlpakTHyecKue 3aHATHSA:

IIpocmotp Tabam MapmpyTtuzammn y3ioB. PacketTracer: n3y4eHne MeXCETEBBIX YCTPOUCTB

PacketTracer: HacTpoiika HCXOIHBIX MApaMETPOB MapuIpyTuzaTopa. [loAKITII0YeHne MapIIpyTH3aTopa K JIOKAIFHOH CeTn

PacketTracer: ycTpaneHue po0JieM, CBA3aHHBIX C IITI030M 10 yMomdaHHi0. OTpaboTKa KOMIUIEKCHBIX MPAKTHUECKUX HAaBBIKOB

Tema 1.7. TpancnopTHbIi
YPOBEHb

JKaHUE

HasnageHme u 3ama4u TPAaHCIIOPTHOTO YpPOBHA. MyINIBTHIUIEKCHPOBAaHHE CEaHCOB CBs3U. OmncaHne W CpaBHEHHE IPOTOKOJIOB
TCP u UDP — Ha/ie)XHOCTb U TPOM3BOAUTEIBHOCTD, 00JIaCTh IpUMeHeHust. Anpecanusi noptos U cermenranus TCP u UDP.

JlomainHee 3aiaHue:YTCHUE U aHANU3 JuTepatypsl [1] ctp. 257

O6men nmanneiMu mo TCP. IIpomeccet TCPcepBepa. YcrtanoBnenue TCP -coenmmueHuss u ero 3aBepiiueHue. [IpuHIMITBI
«rpéxcTopoHHero pykonoxatusi» TCP. Hanéxsocts u ynpaBnenue notokom TCP -IlonTBeprkeHHe HMOITy4EHHS CETMEHTOB,
MOTepsl TaHHBIX ¥ MOBTOPHAs Nepenaya, ynpasieHue norokoM. OOMeH jaHHbIMU ¢ ucnosib3oBanneM UDP. I1poueccs! u 3anpocst
UDP -cepsepa, UDP -natarpamwmel, npouieccel UDP-knuenTa. [Ipunoxkenus, ucnonssytoniue UDP u TCP

JomainHee 3aiaHue:YTCHUE U aHANU3 JuTepatypsl [1] ctp. 258

HpaKTuquKne 3aAHATHHA

Habnronenue 3a mporeccom TpéxcroponHero pykomoxkatuss TCP ¢ momoripio mporpamvbl Wireshark.M3yueHue 3axBaueHHBIX
jgaaHbix DNS UDP ¢ nomonisto nporpammel Wireshark

10.

PacketTracer: B3anmoneiicteusg TCP u UDP

Tema 1.8 IP-anpecanus

Cone

JKaHHue

Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth [P -agpeca. [IpeoOpa3oBaHue aipecoB MeXTy JBOMYHBIMU U AECATEPUIHBIM
npencrasiaenueM. Macka noaceru [Pv4. CereBolt agpec, agpec y3ia U mKUpoKoBewaTebHblil aapec cetu IPv4. IlpucBoenue y3ny
CTaTU4ecKoro u AuHamudeckoro IPv4-anpeca. MHoroanpecHas nepenada. [1yOmimaabie u

yacTHble [Pv4-anpeca. [IPv4- anpeca cnenuanpHoro HazHaueHnus. [lpucBoenue IP -anpecos.

JlomanHee 3aJaHHe:YTCHUE U aHANW3 JUTepatypsl [1] cTp. 229

CoBMecTHOE UCTIOIB30BaHUE TIPoTOKoNOB IPv4 1 [Pv6: nBoitHOI cTek, TyHHenupoBaHue, mpeodpasoBanue. [Ipencrasnerne [Pv6-
anpecoB. IlpaBuna cokpauienust 3anucu [Pv6- anpecos. UHauBuayanbHbIN, TpyNIoBOi, NMpou3BoJbHBIN TUIbl [Pv6- aapecos.
CTpyKTypHl JIOKQJIBHOTO M TI00aIbHOT0 MHANBUAYaIbHBIX IPv6-anpecos.

JomamHee 3aganue:uTeHUe U aHau3 gurepatypsl [1] crp. 230-231

Crarnueckast ¥ JUHAMHYECKasi KOHPUIYpaluy II100aIbHOr0 HHAWBHUIYalbHOTO ajipeca.
[pouecc EUI-64 u ciryyaiiHO creHepupoBaHHbIH naeHTuuKarop narepdeiica.

JlomaiHee 3aaHMe:uTeHUE W aHAJN3 JuTepaTypsl [1] cp. 232

ICMP -cepBuchl. Otimuust i npotokonoB IPv4 n IPv6. Coobmenus ICMPvI6 «3ampoc k Mmapmpytuzaropy», «OObsSBICHHE OT
MapIIpyTH3aTOpay, «3ampoc COCeTHeTo y3aa» U «OObsBIEHHE COCETHETO y31a». TecTHpOBaHNE CETU C TIOMOIIBIO 3X0-3aIIPOCOB.
TpaccupoBka Mapipyta. Bpemst mpoxoaeHust CUTHajIa B IPSIMOM U 00paTHOM

HanpasneHusX (RTT). Bpewmst xwusau (TTL) IPv4 u npenen nepexonos IPv6.

JloManHee 3aiaHUe:YTCHUE U aHau3 Jurepatypsl [1] ctp. 240-242

HpaRaneCKne 3aHATHUA:

11. Wcnonp3oBanne kampKynsTopa Windows B pabore ¢ ceteBsiMH anpecamu. Konsepramus [Pv4-ampecoB B ABOMYHYIO CHCTEMY
CUHCIICHUS
12. PacketTracer: anaim3 Tpaduka OIHOAIPECHOW Nepefadd, IMHPOKOBEUIATEIbHON M MHOTO0aApEecHOM pacchuikd. OmpeneneHue
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IPv4-anpecos

13 PacketTracer: HacTpoiika agpecanun [IPv6. Onpenenenue IPv6-anpecos
14 PacketTracer: nmposepka agpecanuu IPv4 u IPv6, oTnpaBka 5X0-3aIpOCOB M BEIIIOTHEHUE TPACCHPOBKH JUIS IPOBEPKHU IIyTH
15 PacketTracer: mouck u ycrpanenue npo6iem c agpecanuer IPv4 u [IPv6. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB
Tema 1.9 Pazouenue IP-cereii Coaepxanue: 4
Ha MoJceTH Cermenranus IP -ceteit. OOMeH qaHHBIMH MEXIy mozceTsiMH. [lnmannpoBanue agpecanun B MoAceTAX. PacueTHbie (OPMYIIBI U1
CerMeHTaluuu ceTd. Pa30OueHne Ha MojceTH Ha OCHOBE TPEOOBAaHWH y3JIOB M CETel, B COOTBETCTBHU C TPEOOBAHUSMH CETEil.
OnpezneneHyue Macku MOJICETH.
1. JlomaiHee 3aaHMe:pellIcHIE CUTYallMOHHbIX 3aa4
Pa30ueHune Ha MOJCETH C MCIIOJIb30BaHUEM Macku nepemenHoi uHbl (VLSM). basoBas Mozenps u Ha3HaYeHHE OJIOKOB aipecoB
VLSM. IlnanupoBanue aapecanuu cetd. OcoOeHHOCTH MpoekTHpoBaHus IPv6- cetn. Pa3OueHue Ha MOACETH ¢ MCIOJIb30BAHUEM
uneHtudukaropa urepdeiica.
2. JloMalHee 3aJaHue:peIIeHHE CUTYAIIMOHHbIX 33034
IIpakTHYecKne 3aHATHUS: 8
16. PacketTracer: oprann3anysi oJICETH 10 ClieHapHIo 1. opraHu3aiysi NOJACETH N0 CLEHApHIOo 2
17. Pacuér noxacereii IPv4. PazneneHue Ha oICETH TOMOJIOTHH ceTH
18. H3y4enue kanpkyasitopoB nojcereid. PacketTracer: pazpabotka u BHeIpeHHe CTPYKTYphI aapecaunu VLSM
19. PacketTracer — BHeapeHHe CXeMbl agpecaldd pa3faeaéHHON Ha nojaceTn IPv6-cetn. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX
HaBBIKOB
Tema 1.10 YpoBeHb Copep:xanue: 4
NPHJI0KCHUH YpoBeHb IPUIOKEHUN, YPOBEHD IIPEICTABIICHUS U CEAHCOBBII YpOBEHb. [IprMephl pacipoCTpaHeHHBbIX IpUiIokeHuil. IIpoTokonbl
ypoBHst mpunoxennii. OqHopanroeie cetr (P2P). Monens THIla «KIHEeHT-CepBeEpPY.
1. JlomaiHee 3a7aHMe:uTeHUE U aHaJN3 JuTepaTypsl [1] ctp. 272-306
0630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenueix uméH (DNS). @opMmaT cooOmmeHmid 1 nepapxus
DNS. Vrumura «nslookup». Ciy:x6a DHCP. Ilporokon mepemaum daiinoB (FTP). IIporokon oOMeHa Oiiokamu cepBEepHBIX
coobmennit (SMB). Konnermn «Bceodsemmomumii atreprer» BYOD. [loctaBka maHHBIX IO
KOHBEPT€HTHBIM CETSIM.
2. JomamHee 3aaHMe:uTeHUE U aHaN3 JuTepatypsl [1] ctp. 317-327
IIpakTHyeckHne 3aHATHSA: 4
20. | PacketTracer: BeO-cepBeps! 1 nourobie cepBepbl, DHCP-uDNS-cepsepa Habmronenue 3a pazpenienriem DNS
21. PacketTracer: FTP-cepeepallzyuenueFTP.Multiuser: o0y4aroiiee pyKOBOJICTBO, BHEIPEHUECTYKO
Tema 1.11 Co3znanne u Copep:xanue: 4
HACTPOiika HeGOIbIIOoH [TnanupoBanue n co3naHne HeOOJIBIION KOMIBIOTEPHON CETH: OINpEe/eIeHHE KITIOYEBBIX (PaKTOPOB, BHIOOP TOIOJIOTHH M CETEBBIX
KOMINBIOTEPHOIi ceTH YCTPOMCTB, BBIOOp M HACTPOHKA ITPOTOKOJIOB, CHCTEMBI aJipecaiii. Mephl 1o obecrieueHnIo 0e30MacHOCTH CeTH. YSI3BUMOCTH U
ceTeBble aTtakd. PasBensiBaTenbHBIC aTakd, ATaku goctyma, Otka3 B obcmyxuBanuu (DoS-atakm). PesepBHoe KommpoBaHue,
0OHOBJICHHE M YCTaHOBKA HCIPaBICHNH. Me)XceTeBbIedKpaHbl. AyTCeHTU(HKAINSA, aBTOPH3ALU U yu€T. BKITFoueHne npoTokona
SSH.
1. JlomaniHee 3aJaHHe:TIPOCKTHPOBaHNUE HEOOIBIION KOMIIBIOTEPHOH CeTH
®daittoBBIC CHCTEMBI MAPIIPYTH3ATOPOB U KOMMYTATOPOB. YTipaBieHue ¢ainamu konpurypamuu [10S. PezepBHoe KonMpoBaHUE U
BOCCTAHOBJICHHE C TIOMOINBIO TEKCTOBBIX (haitsioB, mpoTokosa TFTP, USB -nakonutens. BeTpoeHHbIe ciy:KOBI MapIipyTH3aIlnH.
TToamepskka 6ecipOBOAHBIX MOAKIIOUYeHNH. HacTpoiika BCTpOSHHOTO MapIipyTH3aTopa.
2. JlomMalliHee 3aJaHMe:TIOATOTOBKA K POBEPOYHOM pabdoTe
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IIpakTHyecKue 3aHATHUS:

22. Wzyuenne yrpo3 cereBoii 6ezomacHoctuPacketTracer: mpoBepka cBA3M ¢ HOMOIIBIO KOMaHb! «traceroutey»

23. [TpoBepka 3aep>KKH CETH C TOMOIIBIO YTHIIUT «ping» U «traceroute» PacketTracer —ucnonp3oBaHue KOMaH[ «show»
24. PacketTracer: pesepBHOe KonrpoBanue (aiios koHGurypanuu. Vizydenue npoueayp BOCCTaHOBJICHHS ITApOJICH

25. | PacketTracer: HacTpoiika mapmpytusaTopa Linksys.OTpaboTka KOMIIIEKCHBIX NIPAaKTHIECKUX HABBIKOB

Pa3znen 2. MareMaTH4YeCKHii annapar JJjisi NOCTPOEHUs] KOMIIbIOTEPHBIX ceTeil 24
Tema 2.1 Teopus rpagos Coaep:xanue 6
Uro takoe rpad? IIpumeps! rpadoB. Ykmanku rpados. Ilorstue mytu. CuiapHO cBsi3HBIE rpadbl. Llemn u nukisl. DHnepoBHI
rpadsl. ['amunsronoBhl rpadsl. Koneunsle n 0eckoHeunsle rpadel. Teopema Diinepa. Anroputm Kpackais.
1. JlomaiiHee 3ajaHMe:YTCHUE U aHAIU3 JIUTepaTypsl [2] c1p. 28-42
Jepesps. CpoiicTBa gepeBneB. [lepeuncienue 1epeBbes.
2. JlomaiHee 3aanue:uTeHUE U aHau3 gurepatypsl [2] ctp. 100-116
[TnanapHOCTh M JBOWCTBEHHOCTH. [lnmaHapHble W J1BOWCTBEHHBIE rpadbl. J[BoiicTBeHHOCTh MO YuTHHU. IIpmiiokeHus Teopuu
rpagoB. AIropuTMBI IOMCKa KpaTtyaiiniero nmytu. OcHOBHbIE MpoOiieMbl CHHTE3a rpadoB aTak.
3. JlomaiHee 3a1aHMe:uTeHUE U aHau3 gurepatypsl [2] ctp. 170-209
IIpakTHYecKkue 3aHATHS 6
26. Pernrenue 3amad o Teopuu rpados. [locTpoeHre MaTpuil CMeXHOCTEH U HHIUACHIUH. [TocTpoeHHEe MATPHUITBI TOCTHKHUMOCTEH.
Pemenue 3aja4d 1o Teopuu Fpa(bOB. BI)I[[GJ'ICHI/IC CBA3HBIX KOMIIOHCHTOB. HaXO)KI[eHI/Ie MAaKCHMAaJIbHOI'O IOTOKAa U MUHUMAJIBHOTO
27. paspesa.
28. | Pemenue 3anau no reopuu rpados. Haxoxaenue nyreil B rpade. Haxoxaenue kpaTyaiiiero nyTu.
CamocTosiTe1bHasi padora 4
1. CaMocTosITebHOE pPelIeHHE 33124 Ha HaX0X/IeHHe MaKCHMAJIbHOTO IOTOKAa 1 MMHUMAJIBHOTO pa3pesa.
2. CaMocCTOosATeIbHOE PellIeHUe 3a1a4 Ha HAXOXKICHHE KpaTYalIlero myTH.
Tema 2.2 Teopust KOHEYHBIX Coaep:xanue 4
aBTOMATOB Omnpenenenue KoHeyHoro aBromara. CrocoOwl 3amaHus aBTOoMara. HekoTopele mpuMepsl aBTOMaToB. JleMMa 0 pa3pacTaHHH.
ABToMaTtel Mwunst u Mypa N HX DKBUBAJICHTHOCTH. PaCl’[O3HaIOH_[I/IG aBTOMAaThl. ABTOMATEI JJIA  pacrio3HaBaHUSA A3BIKOB.
He,[[eTepMI/IHI/IpOBaHHBIC aBTOMATHI. HpI/IBeI[eHI/Ie ABTOMATOB K JAC€TCPMHUHUPOBAHHOMY BHIY. DKBUBAJIEHTHBIE COCTOSHHS.
MuHIMH3aIMS] KOHEYHBIX aBTOMATOB.
1. JlomamHee 3aaHMe:uTeHUE U aHaJN3 JuTepaTypsl [2] ctp. 120-150
MuoromnomntocHsld uépHbIi AumK. KoneuHocTs andasura. OnpenenieHne OCHOBHOM Mojenu. IIpuMepbl KOHEYHBIX aBTOMAToOB.
Tabsmua nepexonos. I'pad nepexonos. DiemenTapHble nyTH. OnpeieneHre MUHIMAIBHBIX TyTeH M HOJHBIX KOHTYPOB.
2. JlomamHee 3aaHMe:uTeHUE U aHAJN3 JuTepaTypsl [2] ctp. 151-159
IIpakTHyecKkue 3aHATHSA 4
Permenue 3aa4 1o TeOpUM KOHEYHBIX aBTOMATOB. AJreOpanueckas TEOpHUst KOHEUHBIX aBTOMAaTOB. CTPYKTypHast TEOpHS
29. KOHEUYHbIX aBTOMATOB.
30. | Pemenue 3a1a4 0o TeOpuM KOHEUHBIX aBToMaToB. OcHOBHAs Mozenb. Tabauipl, rpadbl 1 MaTPUIILl IEPEXOJIOB.
IIpomeskyTouHnasi arrecranus (i gepeHINPOBAHHBIN 324eT) 2
MJIK.01.02. Oprann3anusi, IPHHIMIBI NOCTPOeHNs M (YHKIMOHUPOBAHHSI KOMIILIOTEPHBIX ceTeil 306
Pazgenl. TIpuHIUNBI MAPIIPYTH3AINHA H KOMMYTAIIUH 148
Tema 1.1 Beegenne B Conepxanue: 4

KOMMYTHpPYeMBbIe CeTH

1.

OObenuuénnsle cetu. Mepapxus B KoMMyTHpyeMoi ceTr. Poib kommyTupyemsbix cereil. Kommytupyemast cpena. Iunamudeckoe
3anosaHeHue Tadbauusl MAC-aipecoB KOMMyTaTopa
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JlomaniHee 3aJaHHe:dTeHUE U aHANW3 JuTepatypsl [3] crp. 10-15

Mertos!l nepechbTKH Ha KoMMyTaTtope. KomMMyTamus ¢ mpoMexyTodHbIM XpaHeHneM. CkBo3Hast KomMyTanus. KoMMyTannoHHbIe
JoMeHbl. CHIDKEHHE eperpy30K CeTu.

2. JlomaiHee 3aaHme:uTeHUE U aHau3 Jurepatypsl [3] cTp. 16-19
IIpakTHyecKne 3aHATHS: 2
1. | PacketTracer. OTpaboTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB
Tema 1.2 OcHoBHBIE Conepxanue: 8
KOHLENINU U HACTPOHKA OCHOBHBIE KOHIENIIMM U HacTpoiika kommyTanuu. IlepBoHauanbHas HacTpoiika KOMMYTaTOpa M BOCCTAHOBJIEHHE IIOCIIE
KOMMYTaIHH cucteMHoOro coos. CBeronmonnele mHIuKaropsl kommyraropa CiscoCatalyst. Hactpoiika noctyma st 6a30BOTO yHpaBiieHHUs
KoMmyTaTtopoM ¢ IPv4.
1. JlomanHee 3alaHAe:YTCHUE U aHAIN3 JuTepatypsl [3] ctp. 4-8
JynnexcHas cBsi3b. HacTpoiika nopToB koMMyTaropa Ha (usndeckoM ypoBHe. OyHKIMs
aBTOMaTHYecKoro ompenaeneHus tumna kabens (Auto-MDIX). IIpoBepka HacTpoek mopra kommyTaropa. Ilouck u ycrpaHeHue
po6JeM Ha YpOBHE JOCTYIA K CETH.
2. JlomanHee 3aiaHAe:YTCHUE U aHaU3 Jutepatypsl [3] ctp. 54-59
bezonacHocTs koMMyTaTopa. 3anMIEHHBIN yaanéHueiii noctyn. Hactpoiika SSH. Pac mpoctpanéHHBIe yrpo3bl 6€30MacHOCTH:
nepenoxaenue Tadbmunsl MACanpecoB, DHCP-ciiydunr, ncnionezoBanue ys3Bumocter npotokosna CDP, Araku Telnet u np.
3. JlomMaiHee 3aJaHMe:dTCHUE U aHAIN3 JuTepaTypsl [3] cTp. 60-63
AyIuT W TpaKTHYECKHE PEKOMEHIAIMH 110 OO0ecHedeHHIo O€30MacHOCTH CeTH. be3omacHoCTh mopTa KOMMYTaropa.
OtcnexuBanne DHCPcooOmienunit. @ynkius 6e3omacHocTH mopTa. Buabel 3ammutet MAC-anpecoB. PexuMbl pearnpoBaHust Ha
HapymieHue 6ezonacHocTy. [IpoBepka M HacTpOWKa OPTOB.
4. JlomaiHee 3a1aHHe:3aM0JHAT CIPABOYHUK KOMaH
IIpakTHYyecKkue 3aHATHS: 8
2. PacketTracer. Hactpotiika nmporokoxa SSH
3. Packet Tracer. Hacrpoiika ¢pynkumu Switch Port Security
4. PacketTracer. ITovck 1 ycTpaHEeHHE HETIOJIaIOK B CHCTEME 0€30MacCHOCTH IIOPTOB KOMMYTaTopa
5. PacketTracer. OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKHX HABBIKOB
CamocTosiTeTpbHasi padoTa 2
1. | IIpotokoun cereBoro Bpemenu (NTP).
Tema 1.3 BupryaabHbie Copep:xanue: 4

JokanbHble ceTH (VLAN)

Bupryanbusie nokanbhbsle cetn (VLAN) —  knaccupukanuss ¥ OCHOBHBIE XapaKTEPUCTHKH. TpaHKH BHUPTYalbHBIX CeTeHl.
KonTpons mmpoxoBematensHeix qoMeHoB B ceTsix VLAN. Teruposanme kanpos Ethernet mams mnentudumkamum cetn VLAN.
Cetu native VLAN u TerupoBanue crangapra 802.1Q. TerupoBanue rosnocosoit VLAN.

Peanuzanuu BUpTYyanbHOM JIOKaJILHOM CETH.

JomarinHee 3aaHne:pa3paboTaTh JOTHIESCKYIO TOMOJIOTHIO BUPTYaIbHON HEOONBIION CETH

Haznauenue moproB cetssim VLAN. Hacrpolika TpaHKOBBIX KaHaJIOB. [IpOTOKOJI THMHAMHUYECKOTO CO3JaHUS TPAHKOBOT'O KaHaia
(DTP). Ilouck u ycTpaHeHHE HETONAJ0K B BUPTYAIBHBIX JIOKAIBHBIX CETSIX W TPAHKOBBIX KaHamax. [IpoGmemsr ¢ IP -aapecarmeit
ceth VLAN. HecoBmazenusi pexkUMOB TpaHKOBOU cBs3u. [IpoekTmpoBaHue n obecnedenne Oe3omacHocth VLAN: hopping,
crryuHT

KOMMYTAaTopa, aTaka ¢ JBOWHBIM TerupoBanueM, Cetb PVLAN nepumerpa. [Ipaktudeckue peKkoOMeHIAUN 110 IPOEKTHPOBAHUIO
BHPTYaJIbHOM JIOKAJIbHOM CETH.

I[0Maumee 3aJaHUE:3AITI0JTHUTE CITPABOYHUK KOMAaH T
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IIpakTHUyecKue 3aHATHUS:

6. PacketTracer. IlosryqaTeny nimpoKoBeIaTeNbHBIX coobmennit MecnenoBanne Meto0B peanusanuu cetu VLAN
7. PacketTracer. Hactpoiika cereit VLAN Hactpoiika TpaHKOBBIX KaHAJIOB
8. PacketTracer. ITouck u ycrpanenue Hemonanok B peanusanun cetd VLAN. Cuenapuii 1 Cuenapuii 2
9. PacketTracer. OtpaboTka KOMILUTEKCHBIX IIPAKTHIECKUX HABBIKOB
CamocTosiTeJibHasi padoTa 4
1. Pa3paboTka cXeMbl BUPTyalbHBIX CETEH AJIsl TOMOIOTHH OPTaHHU3AIHH.
2. ITocTpoeHne U HaCTPOWKa, CIPOEKTHPOBAHHON CXEMbI BUPTYAJIbHBIX CETEH.
Tema 1.4 Konuenuus Coaepxanue: | 4
MapLIPyTH3ALHHA Hacrpoiika mapmpyTtuzatopa. MexaHU3MBI TepechbUIKM makeToB. IloakmroueHne W HAcTpoiika ycTpoiicTB. CBeTomMOmHBIE
WHIUKATOPhl HAa MaplipyTu3aTope. AKTUBanus W HacTpoiika [P - anpecanuu. [IpoBepka CBSI3BHOCTH CeTe€ C TPSIMBIM
noakimoueHueM. [IpoBepka HacTpoek uHTepdelica. PuubTpauus BHIXOJHBIX JaHHBIX KoMaHz «showy». KommyTtanus makeToB
MEXIy ceTsMu. DYHKIUS KOMMYyTallud MapIiupyTusaropa. Mapmpyrtusanus naketoB. Omnpenenenue myTH. Ilpounecc npuHATHS
pelIeHns 0 MepechlIKe nake ToB. BrIOOp onTUMaNbHOrO MyTH.
1. JomaniHee 3a1aHue:3a10JHUTH CIPABOYHUK KOMAaH]I
ITpotokoner RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMUHUCTpUpOBaHUE paccTosHUe (AD) M HafeKHOCTh MapIIpyTa.
AHanu3 TaOJUI MapIIpyTU3alUUd — HCTOYHUK JaHHBIX, MPUHIUIB (POPMHUPOBAHUE BO3MOKHOCTH HACTPOMKH. 3alicH TaOIHIIbI
MapIIpyTU3aluyd U CeTedl ¢ MpAMBIM NOAKIIOUCHHWEM. 3aJaHHWe CTAaTHYECKHX MapmpyToB. [IpoTOKonbl AnHaMHUYECKOi
Mapiupyrtuzauuu cetei [IPv4 u IPv6.
2. JlomainHee 3a1aHHe:3aM0JHAT CIIPABOYHUK KOMaH
IIpakTHyeckue 3aHATHS: 6
10. PacketTracer. Mcnonp3oBanne KoMaHbl traceroute 1uist oOHapyxenust cetu. CocraieHue cxeMsl cetu MHTepHeT
11. PacketTracer. [lokymenTupoBanue cetu Hactpoiika nunrepgeiicos IPv4 u IPv6
12. PacketTracer. HacTpotiika n npoBepka Hebobmoi cetn MccnegoBanne MappyToB ¢ IPSIMBIM MOKIIOUEHHEM
Tema 1.5 MapmpyTuzanus Conep:xanue: | 8
mexay VLAN [puanuner padotel MapmpyTu3anuu Mexny VLAN. Hacrpoiika mMapmpyruzanui Ha 0aze MapIIpyTH3aTOPOB C HECKOJIBKHMU
¢usmueckumu naTepdeiicamu, ¢ NCIoIb30BaHNEM KOH(HTyparmu router-on-a-stick, uepe3 MHOrOypoBHEBbI KOMMYTATOpP.
1. JomaimHee 3aaHMe:uTeHUE U aHau3 JurepaTypsl [3] crp. 108-110
[Ipobnems! mapmpytuzannu Mexay VLAN. [IpoBepka koHpHUrypamiu KOMMyTaTopa 1 HacTpoeK MaplipyrusaTopa. Hemonanku B
pabore mHTepdeiica. OmmnbOku B IP -agpecax u Mackax MOJCETH.
2. JlomamHee 3aganue:uTeHue U aHanu3 gurepatypsl [3] ctp. 120-124
Hacrpoiika u pabora koMmyranmu Ha 3-M ypoBHe. Mapmpyrtusauuss mexay VLAN uepe3 BupryanbHble HHTEp(deEiich
KOMMYTATOpa, MapIIpyTU3UPYEMBbIE OPTHIL.
3. JloMalHee 3alaHHe:3aI0JHUTh CIPABOYHUK KOMAH]
Hacrpoiika cratnyeckux MapimpyroB Ha kommyrarope Catalyst 2960. Henonanku B HacTpoikax KOMMYTaTopa 3-ro YpOBHSI.
4. JloMalHee 3alaHHe:3aI0JHUTh CIPABOYHUK KOMAH]
IIpakTHyeckue 3aHATHS: 6
13. PacketTracer. Hactpoiika mapupyrusaunu mexay cetssmu VLAN ¢ ucnonp3oBanueM koHpurypauun ROS (Router-on-a-Stick)
14. | PacketTracer. ITouck u ycrpaHeHHe HenoJaloK B Mapipyrusaimu Mexay VLAN
15. | PacketTracer. OTpaOoTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
Tema 1.6 CtaTnueckas Copep:xanue: 8
MapuIpyTH3alus 1. | HpeumymecrBa M 3a1auM CTATHYECKOH MAapIpyTH3aumd. THIBI CTATHYECKHX MAPUIPYTOB: CTAHAAPTHBINA, 10 yMOTYAHHIO,
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CYMMApHBIH, JIaBAOIINN.

JlomaiiHee 3aaHMe:3a0IHATH Ta0uiy «THITBI CTATHIECKUX MAPIIPYTOB»

Hactpoiika cratugeckux wmapuipytoB [IPv4 m IPv6. Komanma «iproute». Mapmpyt crnepytomero mepexoma. Hampsmyro
MOAKJIIOYEHHBIN cTaThueckuil MapupyT. [lonHOCThIO 3aAaHHBIN cTaThyeckuil MapmpyT. HacTpolika cratuueckoro Mapupyrta mno
YMOJIYaHHUIO.

}:lOMal[[Hee 3aJaHUE:3ATNTIOJITHUTD CITPABOYHUK KOMAaH

KnaccoBas anpecanust. KnaccoBele macku mnozcetn. beckiaccoBas MmexxpomeHHas Mapuipyrusamus CIDR. OOwvenunenue
MmapupyroB. Opranuzanusi cymnepcereil. Vcmonp3oBanue Macok moxacetu ¢ukcupoBanHoit mmmabl (FLSM). Macka nmoaceru
nepemenHoi sl (VLSM)

JlomaniHee 3aiaHAe:YTCHUE U aHanU3 Jutepatypsl [3] ctp. 93-95

Hacrpoiika cyMMapHBIX W IUIQBAaIOLIMX CTATHYECKUX MapuipyToB. Pacyér cymmapnoro mapuipyra. OObeIMHEHHE CETEeBBIX
aapecoB IPv4 u IPv6. Ilouck u ycTpaHeHHE HEMOJa0K B HACTPOMKAX CTATHUECKOI0 MapUIpyTa M MapIIpyTa 0 YMOIYAHHUIO.

IlOMal]IHee 3aJaHUE:3ATNTIOJITHUTE CITPABOYHUK KOMAaH [

IIpak

TUYICCKHUC 3AHATHSA

16.

PacketTracer. Hactpolika craTH4ecKnx MapHIpyToOB M MapLIpyToB 1o ymosdanuto st IPv4.Hacrpoiika cTaTHueckux MapuipyToB
Y MapLIpyToB 10 yMosgaHuwo st [Pvo

17.

PacketTracer. Paspabotka n peanmzamus cxemsl anpecanun VLSM. Hactpoiika cymmupoBanus MapmpytoB [Pv4. Cuenapmii 1.
Cuenapwmii 2

18.

PacketTracer. Pacuér u HacTpoiika o0beauHeHNs MapmpyToB [Pv6 HacTpoiika mimaBaromero cTaTHuecKoro Mapipyra

19.

PacketTracer. Ilouck u ycTpaHeHHe HEMONAIOK B pabOTe CTaTHUYSCKUX MapmipyToB. Ilomck u yctpaneHune Hemonagok VLSM u
00beANHEHNS] MapIIPYTOB

20.

PacketTracer. OTpaboTka KOMIUICKCHBIX MPaKTHYECKHX HABBIKOB

10

Tema 1.7 lunamMu4vecKasi
MapUIpyTH3ALUS

Cope

JKaHUue:

[TpoToKONBI TUHAMUYECKOH MapIIpyTHU3allii — Ha3HauYeHHE, IPUHINIBI paboTh M NCTOPHS pa3BUTHs. CpaBHEHNE TMHAMHYECKOH
M CTaTUYeCKON MapupyTu3anuy. [IpHHIUIEI paboTHl MPOTOKOJIOB MAapIIPYTH3alWH: ITyCK MOCHEe BKJIIOUYEHHs nuTanus, CereBoe
obHapyxenne, OOMeH TaHHBIMH MapiupyTusanun, ObecreyeHne CX0MMOCTH.

JomamHee 3aJaHHe:YTeHUE U aHAIW3 JuTepatypsl [3] ctp. 125

Knaccudukanus nporokono mapmpytm3anud. [Ipotokonsr IGP u EGP. JucranmmonHo-BekTopHBIe TpoTokoisl RIP, IGRP,
EIGRP. IIpotokomsr mapmipytuzammu 1o coctosHuo kaHama OSPF u IS-IS. KiaccoBeie u OeckiaccoBBIE MPOTOKOJIBI
MapuIpyTH3aIii. XapakKTepUCTHKH U METPHKH TPOTOKOJIOB.

JlomaninHee 3aiaHne:uTeHre U aHanm3 sureparypsl [3] 126

JluHamuueckass MUCTAHIIMOHHO-BEKTOPHAs MapiipyTu3amus. J[MCTaHIIMOHHO-BEKTOPHBIA alropuT™M. MexXaHu3Mbl OTIPABKH U
MOJIy4eHHUsl JTAHHBIX MaplIpyTU3alid, pacuéTa ONTHUMAIbHBIX MyTed W J00ABJIICHUS MApHIPyTOB B TAOIHUIly MapHIpyTH3AIUH,
OoOHapy)XeHHUsI W peardpoBaHUS Ha M3MEHeHUs B Tomojoruu. Hactpoiika mpotokona RIP: Bkmiouenme RIPvV2, oTkmoueHue
aBTOMATHYECKOTO OOBEIMHEHHMS, HACTPOWKA TTAaCCHBHBIX MHTEp(EHCOB, epeaada MapuipyTa o YMOJYaHuo o cetn. Hactpoiika
nporokoJa RIPng.

JIOMalllHee 3aJaHUE:3ATITI0JTHUTE CITPABOYHUK KOMAaH T

IIponecc maprmpyTuzanuu 1Mo cocTossHrto kaHana. HellompoTtokon. makeT cocrosiaus kanana (LSP). JlaBuaHas pacchuika makeToB
COCTOsIHUS KaHama. JIaBuHHAs pacchlUIKa IAKeTOB coCTOsiHMS KaHana. Co3naHue aepeBa kpaTuaiimux myrteit SPF. JlobaBnenue
mapipyroe OSPF B Tabnuity mapuipyrusanuu. HegocTaTku MPOTOKOJIOB MapIIpPyTH3AIMK IO COCTOSHUIO KaHama. Tabimuma
MapIIpyTU3alMU. 3auCH C MPSIMBIM TOAKJIIOUCHUEM U YAaJIEHHOH ceTH. JJuHamudeckn nomyyaemsle Mmapmpytsl IPv4/6. IIponecc
MOKCKa MapHIpyTa.
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| JlomalHee 3aJaHHe:YTCHUE U aHANW3 JUTepaTypsl [3] cTp. 127-129

IIpakTHYecKHue 3aHIATHUS: 6
21. PacketTracer. HcciaegoBanue cXoaMMOCTH
22. | PacketTracer. CpaBHeHHE MeTOROB BbIOOpa myTH B mpoTokonax RIP u EIGRP
23. | Packet Tracer. Hactpotika mporoxonaRIPv2PacketTracer. Hacrpoiika mporokosna RIPng
Tema 1.8 OSPF nja oanoii Coaepxanue: | 8
obJjacTu CemeiictBo mporokonoB OSPF. Xapakrepuctrku, mpuHuumsl padotel u komrmoHeHTE OSPF. Ocobennoctn OSPF ms omHoOl 1
HECKOJIbKUX ob0nacteil. MarucrpanbHast o6nacte. Mukancymsiuus coodmenuii OSP F.
1. JomannHee 3aianne:uTeHre U aHanu3 gureparypsl [3] crp. 111-113
Tumner naketoB OSPF: naker npusetctBust (hello), maker onmcanus 0a3el ganHbix (DBD), makeT 3ampoca cOCTOSIHUSI KaHala
(LSR), maket o6HOBIeHUs cocTosinus kanana (LSU). maker moarsepskacHus coctosuust kanana (LSAck). OOHOBICHUS COCTOSHHUS
kanana. Paboune coctosiust OSPF. Brinenennsiii (DR) u pe3epBHbIil BeiAeacHHbIH MapinpyTu3atop (BDR). Cunxponusanus 6a3
nanHbix OSPF.
2. JomalnHee 3aianne:uTeHre U aHanu3 gureparypst [3] crp. 111-113
Hactpoiika OSPFv2 mis onHoit oOmactu. Pexxum  KoHUrypanuu HICHTH(GUKATOPHI MapiipyTuzatopa. lcmonb3oBaHue
untepdeiica loopback. Brimouenue OSPF Ha unrtepdeiicax. [lladbmon nas macka. Komanaa «network». HacTpoiika macCHMBHBIX
uaTepdeiicoB. Popmyna pacuéra merpuku ctoumoctat OSPF. HacTpoiika 3HaueHHH MpoITycK HOM cioc0OHOCTH HHTEepdefica.
3. JlomMalHee 3aJaHHe:3aMI0JHATh CIPABOYHUK KOMAaH
IIpoBepka coceqHUX YCTPOMCTB, HACTPOEK MPOTOKOJIA, TaHHBIX Ipouecca U Apyrux xapakrepuctuk OSPF. CpaBaenune OSPFv2 u
OSPFv3. Anpeca tuma link-local. Tomomormst cerm OSPFv3. Hacrpoiika wupeHTH(HKaTopa Mapmpytuzatopa OSPFv3.
Brxmouerne OSPFv3 Ha nHTepdeticax.
4. JlomaiHee 3a1aHHe:3aM0JHAT CIPABOYHUK KOMaH
IIpakTHyeckHne 3aHATHSA: 4
24. PacketTracer. Hactpoiika mporokxona OSPFv2 mnst omHoit o6iacti Hacrpoiika 6a3zoBoro nporokona OSPFv3 mist omHO#M 00acTi
25. PacketTracer. OTpaboTka KOMIUICKCHBIX IPaKTHYECKHX HABBIKOB
Tema 1.9 Cnucku Coaepxanue: 8
KkoHTpos gocryna (ACL) Crmucku xouTposst pocryna (ACL). Ilpuamun pa6otst ACLcruckoB. Tumbt ACL-cruckoB Cisco must [Pv4. [pucBanBanme
HOMepoB U MMEH ACL-crmckam. Pacuér mabnonnoit macku B ACL-cimckax. Pekomergammu o co3mpanuto u pasMerieHuio ACL-
cnuckoB. Pasmenienue cranaapTHbeIX U pacipeHHbix ACL-cnuckos
1. JlomamHee 3aganue:3anogHUTh Tabnuiy «THITBI CIMCKOB KOHTPOJISL OCTYTIA)
Hacrpoiika crannapraoro ACL-crincka. Ilpumenenune crannaptHeix ACL-crinckoB Ha uHTepdeiicax. KommeHrapuu
Kk ACL-cimckam. IlpoBepka u pemakTupoBaHne cTaHAapTHBIX HymepoBaHHBIX ACLcmuckoB. ACL-cTatucTka. 3amuTa mopTOB
VTY ¢ nomouipto cranpaptHoro ACL-crmcka IPv4.
2. JloMalHee 3a/1aHHE:3aTI0THUTH CIIPABOYHHUK KOMaH]
CtpykTypa u HacTpoiika pacmupeHHbx ACL-cickoB mist [Pv4. @unbtpanus tpaduka ¢ ucnonb3oBanueM pacmipeHHbx ACL-
CIIFICKOB.
3. JloMalHee 3a/1aHHEe:3aTI0THUTH CIIPABOYHHUK KOMaH]
ITouck n ycrpanenue Hernonanok ACL-criuckoB. Pacnipoctpanénnsie ommbku ACL-crimckoB. CpaBHenne ACL-criuckoB mist [Pv4
n IPv6. Hactpotika n nposepka ACL-cimickoB 1ist IPv6.
4. JlomMalHee 3aJaHHEe:3aII0JHATh CITPABOYHHUK KOMAH[
IIpakTHUecKUe 3aHATHS: 10

26.

| PacketTracer. Harnmsimaoe npeacraBnenue padotsl ACL-crimcka Hactpotika crangaptasix ACL-crirckoB
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27. PacketTracer. Hactpoiika crangaptabix nmesoBanHbix ACL-cinckoB Hactpoiika ACL-criucka st suanit VIY
28. PacketTracer. Hactpoiika pacumpenubix ACL-cruckoB. Cuenapuii | Cuenapuii 2 Cuenapuii 3
29. PacketTracer. ITouck u ycrpanenue Hemonagok B pabore ACL-crckoB. Hactpoiika ACL-ciiuckos IPv6
30. PacketTracer. OtpaboTka KOMIUICKCHBIX IIPAKTUYSCKUX HAaBBIKOB ipv4
CamocTosiTeJibHasi padoTa 4
1. Pa3paboTka cXeMbl CIIICKOB KOHTPOJISL IOCTYIA OPTaHU3AIHH.
2. HacTtpolika, CIpOeKTUPOBaHHBIXCITUCKOB KOHTPOJIS JOCTYIa
Tema 1.10 IIpoToxon DHCP Coaepxanue: 4
IIporokon DHCP . DHCPv4: 6a3oBast onepanus, ¢popMmar cooOmeHni, coo0mmeHmst oOHapyKeHUs U mpeiokeHus. HacTtpoiika,
npoBepka u perpancisiust npocroro DHCPv4-cepsepa. Hactpoiika mapuipytusatopa B kauectBe DHCPv4-xnnenta. Hactpoiika
Mapupytuzaropa kiacca SOHO. [Touck u yctpaneHue Henoaaaok B pabote Mapupytuzatopa DHCPv4.
1. JlomaniHee 3aJaHHE:COCTABUTh CXEMY apeH/bl CETEBBIX IAPAMETPOB
[Tporokon DHCPv6. ABromarnueckasi HacTpolika aapeca 6e3 orcnexuanust coctosiuust (SLAAC). [punuun padotst SLAAC ¢
DHCPv6. DHCPvV6 ¢ u 6e3 orcnexuBanus cocrosiaus. [Ipomeccst DHCPv6. Hactpoiika mapmipyru3atopa B kauectee DHCPVO -
cepBepa 1 DHCPv6-knuenra. [lowck u ycTpaHeHue H enosiagok B pabote DHCPv6.
2. JlomainHee 3a1aHMe:3aM0JHUTD CIIPABOYHUK KOMaH/
IIpakTHyecKue 3aHATHS: 2
31. | Hacrpoiika npotokosa DHCP ¢ nomomrsio komana Cisco 10S.PacketTracer. OtpaboTka KOMILIEKCHBIX NPAaKTHYECKUX HABBIKOB
Tema 1.11 IIpeoOpa3oBanne Copep:xanue: 4
ceTeBbIX aapecos IPv4 IIpeobpasoBanue cereBblx anpecoB IPv4. KonuentyansHoe mpeobpasoBanue cereBelx anpecoB (NAT). Tepmunomoruss u
npuHIunel pabotsl NAT. IlpoctpancTBo wacTHbIX [Pv4-ampecoB. CraTHueckoe M AWHAMHYECKOoe NpeoOpa3oBaHHE CETEBBIX
anpecoB (NAT). [IpeobpaszoBanue anpecos moptos (PAT).
1. JomamHee 3aganue:3an0HAT Ta0IUIy «Tumet NAT»
Cpasrenne NAT u PAT. [IpeumymectBa u Henoctatku NAT. AHamm3 cratmdeckoro npeodpaszoBanust NAT. TpuHmum paGoTst
nuHamuueckoro NAT Hacrtpoiika u npoBepka NAT, PAT. Ilepeagpecauuss noptoB. HacTpoiika nepeaapecanuud HOPTOB €
nomomnsio I0S. Hacrpoiika NAT u nporokona IPv6. [lowck u ycTpaHeHHe Hemonaaok B padote NAT
2. JlomaiHee 3a1aHHe:3aM0JHAT CIPABOYHUK KOMaH
IIpakTHyeckue 3aHATHS: 8
32. PacketTracer. M3yuenne npunnmna padorsl NAT. Hacrpoiika cratnaeckoro NAT
33. PacketTracer. Hactpoiika auHamudeckoro NAT. Peanu3anust craTuyeckoro u quHamudeckoro NAT
PacketTracer. Hactpoiika nepeampecaiuy moptoB Ha Mapuipyrtusarope Linksys. IIpoBepka, MOMCK W yCTpaHEHHE HEMOJagOK
34. | xondurypammii NAT
35. | PacketTracer. OTpaboTka KOMIUICKCHBIX IPAKTHYCCKHX HABBIKOB
Pa3gen 2. Mapmpyrusanus 1 koMmyTanus. MacimradbupoBanue cerei 76
Tema 2.1 Beenenue B Copep:xanue: 4
MacmTa0upoOBaHHe ceTei Peanusanus npoekra cetu. [Ipoekt uepapxudeckoil cetu. Pacmupenue cetu.
1. JomannHee 3aiaHne:uTeHre U aHanu3 guteparypsl [3] cp. 84-85
Br10op ceteBbix yerpoiicTB. KoMmyTanmonHoe o6opyoBanie. MapiipyTu3aTopbl. Y IpaBIsiiOIINe yCTPONUCTBA.
2. JomannHee 3aiaHue:uTeHNE U aHanu3 auteparypsl [3] cp. 64-83
IIpakTHyeckue 3aHATHS: 2
36. | PacketTracer. OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
Tema 2.2 M3obiTounocts LAN | Conep:kanue: 2
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IMonsrus nporokomna spanning-tree. [IpeqHasHauerne nporokona spanning -tree. Ipuanun padotsr STP. Tumsl mporoxoios STP.
Hacrpoiika nporokosna STP. Hacrtpoiika PVST+. Hactpoiika Rapid PVST+. Ilpo6nemsr Hactpoiiku STP. IIpotoxon
pesepBupoBanus nepsoro nepexoxaa (FHRP).

1. JlomaiiHee 3a1aHMe:3aM0JHUTD CIIPABOYHUK KOMaH/
IIpakTHyecKne 3aHATHS: 2
37. | PacketTracer. MccienoBanue OpoeKTHPOBAHHS ¢ pesepupoBanneM. HactpoiikaPVST+ PacketTracer. HactpoiikaRapidPVST+
Tema 2.3 ArperupoBanue Copnep:xanue: 4
KaHAJI0B OCHOBHBIC TIOHATHS arperupoBaHusl KaHaloB. ArperupoBaHue KaHainoB. [lpunimn paboter EtherChannel. Hacrpoiika
arpernpoBaHus KaHAJIOB.
1. JlomaiHee 3a1aHMe:3aM0JHAT CIIPABOYHUK KOMaH/
Hacrpoiika EtherChannel. [IpoBepka, nouck u ycrpanenue Henosiagok B padore EtherChannel
2. JomaninHee 3aiaHne:uTeHne U aHanu3 guteparypsl [3] cp. 86-92
IIpakTHyecKue 3aHATHS: 4
38. PacketTracer. Hactpoiika EtherChannel. ITouck u ycrpanenue Henosaaok B pabore EtherChanne
39. PacketTracer. OTpaboTka KOMIUICKCHBIX IPAKTHICCKHX HABBIKOB
Tema 2.4 becnpoBoaHbIe Copep:xanue: 8
JIOKAJIbHBIE CETH Konnenuuu GecripoBogHol cBsizu. Beenenue B OecripoBognyto cBsizb. Kommnonentsl ceteii WLAN. Tononorun cereit WLAN
802.11.
1. JomalnHee 3aiaHne:uTeHre U aHanu3 guteparypsl [3] cp. 75-77
ITpuniumer pabotsl GecripoBoaHON JokanbHOW cet. Ctpykrypa kazapa 802.11. DyHKIHOHMpOBaHHE OECIPOBOJHON CBA3M.
YnpaBiieHUe KaHajlamu.
2. JlomainHee 3ajanue:uTeHne U ananus gurepatypsi [3] crp. 78-80
besomacHOCTh GECTIPOBOIHBIX JOKANBHBIX ceTeid. YTpo3sl g ceteit WLAN. O6ecneuenne 6e3omacHocTt WLAN.
3. JlomainHee 3ajanue:uTeHne U ananus gurepatypsi [3] ctp. 81-83
Hactpoiika OecnpoBOAHBIX JIOKaJbHBIX ceTed. HacTpoiika OGecmpoBogHOro Mapmpyrtusaropa. HacTpoiika OecrpoBOIHBIX
kireHToB. [1oMCK U ycTpaHeHHe Hemonanok B pabore cereit WLAN
4. JlomaiHee 3a1aHHe:3aMI0JHAT CIIPAaBOYHUK KOMaH
IIpakTHyeckue 3aHATHS: 2
40. | PacketTracer. Hactpotiika nocryna x 6ecripoBogaoii LAN. OTpaboTka KOMIIEKCHBIX NPAKTHYECKUX HABBIKOB
Tema 2.5 Hacrpoiika u Copep:xanue: 8
yYCTpPaHeHHe HeloJIa/I0K B Pacmmpennsie mapamerpsl nporokosna OSPF st ognoit o6nactu. MapmpyTusanus Ha ypoBHsX pactpezenenus u sapa. OSPF B
padore OSPF s ognoit CETSIX C MHOXKECTBEHHBIM JIOCTYIIOM.
obJaacTu 1. JomannHee 3aiaHne:uTeHre U aHanu3 guteparypsl [3] crp. 93-95
PacnpocTpanenue MapuipyTa no ymonyanuto. Tounast Hactpoiika naTepdeiicoB OSPF.
2. JlomaiHee 3a1aHMe:3aM0JHAT CIIPAaBOYHUK KOMaH
3amuTa OSPF. Ycrpanenue Henonanok peanusanuu nporokosna OSPF s ogHoili obmactu.
3. JlomaiiHee 3agaHMe:3aM0JHATh CIIPAaBOYHUK KOMaH
CocraBusromue Oporeaypsl MOMCKa M ycTpaHeHHs Hemonagok B padore OSPF mus onmuol obOnactu. Ilouck m ycTpaHeHue
HeroJiaiok B Mapupyruzaunu OSPFv2 nist onHoit o6nactu. [louck u ycrpanenue Herona ok B OSPFv3 st oxHol obnactu
4. JlomaiiHee 3aaHMe:3aM0JHUT CIIPAaBOYHUK KOMaH
IIpakTHyeckue 3aHATHS: 6

41. | PacketTracer. Onpenenenne DR u BDR. Pactipoctpanenne Mapuipyra no ymondanuio B OSPFv2
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PacketTracer. Hacrpoiika pacumpennsix ¢ynkmuii OSPF. Tlowuck u yctpanenne Hemonanok B padore OSPFv2 mis ommoi
42. obnactu
43. PacketTracer. OTpaboTka KOMILUICKCHBIX MPAKTHYCCKHX HABBIKOB
Tema 2.6 OSPF must Copep:xanue: 4
HECKOJIBKHUX o0JacTeil [puanun padorsr OSPF st Heckonbkux obnacreit. Haznauenne OSPF nnst Heckonbkux obnactedd. [IpuHImn paboTsl nmakeTos
LSA B OSPF nuist Heckonbkux obsacteil. Tabnuia mapmpyrusaunu ¥ Tvnsl MapuipytoB OSPFE.
1. JomannHee 3aiaHne:uTeHre U aHanu3 gureparypsl [3] crp. 120-124
Hacrpoiika OSPF nns Heckonbkux obnacteid. Hactpoiika OSPF mns Heckonbkux obnacreit. O6benunenune mapipyros OSPE.
[TpoBepka OSPF st HeckonbKuX obnacTeit
2. JloMalHee 3alaHUe:3aI0THUTh CIPABOYHUK KOMAH]
IIpakTHyecKue 3aHATHS: 2
44, | PacketTracer. Hactpotika OSPFv2 s Heckonbkux obnacteii. Hactpoiika OSPFv3 aiis Heckosbkux o0aacteit
Tema 2.7 EIGRP Copep:xanue: 8
Xapakrepuctuku nporokosia EIGRP. Ocuosubie Gpyukiun EIGRP. Tunsr naketoB EIGRP. Coo6mienns EIGRP.
1. JomaiHee 3aianne:uTeHne u anamm3 guteparypsi [3] cp. 101
Hactpoiika EIGRP ans IPv4. Hactpoiixa npotokosia EIGRP c IPv4. IIposepka EIGRP ¢ IPv4.
2. JloMalHee 3alaHHe:3aI0THUTH CIIPABOYHUK KOMAH]
[Mpunnun padorsr EIGRP. EIGRP: nepssiii atan —otkpbiTie Mapuipyta. Merpuku. Anroputv DUAL u Tabnuna TOMOJNOTHH.
Anroputm DUAL u cX0auMOCTb.
3. JlomaniHee 3aiaHne:uTeHne u anamm3 gureparypsi [3] crp. 102
Hacrpoiika EIGRP mnst IPv6. CpaBuenue EIGRP st IPv4 u s [Pv6. Hactpoiika EIGRP st IPv6. ITposepka EIGRP st IPV6.
4, JomaniHee 3aaHue:3a0JHUTH CIPABOYHUK KOMAaH/]I
IIpakTHyecKue 3aHATHUS: 4
PacketTracer. ba3zoBas HacTpoiixa nporokona EIGRP c¢ IPv4. HccnenoBanue koHeuHoro aBromara anroputmMa DUAL (DUAL
45. FSM)
46. PacketTracer. basosast HacTpoiika npotokosia EIGRP ¢ IPv6
Tema 2.8 Paciimpennsbie Copep:xaHnue: 4
HACTPOMKHU M YCTPAHEHUE Pacmiupennsie Hactpoiiku EIGRP. ABromaTtnueckoe oO0benuHeHune. OO0bequHEHNE BPYUYHYI0. PacmpocTpaHneHne mapuipyTa Mo
Henonagoxk EIGRP ymouryanuio. Tounas nactpoiika uatepdericoB EIGRP. 3ammménnsiii EIGRP.
1. JloMalHee 3alaHUe:3aI0JHUTh CIPABOYHUK KOMAH]
Iouck u ycrpanenue Hemonanok B pabore EIGRP. CocraBnstomue nponenaypsl moucka M ycrpaneHus: Hemoisagok EIGRP.
Otnomenust cmexxHocTH EIGRP: nonck n ycrpanenue Hernonaiok. [Ionck u ycTpaneHne Herosalok B TabJIHIe MapIpyTH3auu
EIGRP
2. JloMalHee 3alaHHe:3aI0JHUTh CIPABOYHUK KOMAH]
IIpakTHyeckue 3aHATHS: 4
PacketTracer. Py4ynas nactpoiika cymmapusix MapiipyToB EIGRP s [Pv4 u [Pv6.Pacnipoctpanenue MapuipyTa o yMOJ4aHHIO
47 B EIGRP nns IPv4 u IPv6
48 [Touck u ycrpanenue Henosnanok B pabore EIGRP st IPv4. OtpaboTka KOMIUIEKCHBIX ITPAKTHYECKUX HABBIKOB
Tema 2.9 Oopa3sl 10S n Copep:xanue: 2
JIMLIeH3UPOBaHHe VYupasnenue cucreMHbiMu (aitnamu 10S. CrangapTsl npucBoeHus: uMEH. YmpasneHue obpasamu Cisco 10S. JlunensupoBanue
10S
1. JloMalHee 3aiaHHe:3aI0JHUTh CIPABOYHUK KOMAH]
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IIpakTHUyecKue 3aHATHUS:

49. Pacmmdposka nmén o6pazos I0S Mcnons3oBanne TFTP-cepsepa aist oOHOBieHHs o6pasza Cisco 10S
50-
51. 3axounrtensHblii npoekT EIGRP. 3axmounrensssiil npoext OSPF
52. OTtpaboTKa KOMIIEKCHBIX IPAKTHYECKUX HABBIKOB
Pazpnen 3. Coennnenne cerei 70
Tema 3.1 [IpoexTupoBanue Copep:xanue: 4
Hepapxuveckoii cern O030p METO/I0OB TPOEKTHPOBAHUSI HepapXuueckux cereil. I[IpoekT KopropaTMBHOM ceTH /Ui KOMIUIEKCa 3/IaHHH.
[IpoextupoBanue nepapxuueckoit cetn. Kopnoparusnas apxurekrypa Cisco.
1. JomaiinHee 3aianne:uTeHre U aHanu3 gureparypsl [3] crp. 106-107
MopnynbHOoe mnpoekTupoBaHHe cereil. Mogens koprnopatuBHO#t apxutekTypel Cisco. HoBble ceTeBble apXHUTEKTYypBHI.
KopnopatusHubie apxutekTypbl Cisco. Pa3BuBaroiuecs: ceTeBble apXUTEKTYPBI.
2. JomalinHee 3aianne:yTeHre U aHanu3 gureparypsl [3] crp. 125-127
IIpakTHyecKue 3aHATHS: 4
53. OtpaboTKa KOMIUIEKCHBIX IpakTHYecKuX HaBblkoB. OSPF
54. OtpaboTKa KOMIUIEKCHBIX IpakTHYecKux HaBblkoB. EIGRP
Tema 3.2 [loakaw4ueHne K Conep:xkanue: 4
rJ100aJbHOI ceTH O030p TexHoJsorui rnobansHOUW cetu. Llenb cosmaHus roOanbHBIX ceTei. [IpuHnun paboTel Io0anbpHO# ceTH. Bwibop
TEXHOJIOTHH TJI00aIbHON CETH.
1. JlomainHee 3ajanue:uTeHNe U aHanu3 aurepatypsl [3] ctp. 64-65
CepBuchl T100ampHON ceTH. VHQPaCTpyKTyphl YacTHBIX TII0OanbHBIX ceTei. MHdpacTpykTypa 0o0menocTymHou riodanbHOH
ceTH. BeIGOp cepBHCOB I1100aIbHOI CETH.
2. JlomainHee 3ajanue:uTeHNe U aHanu3 gurepatypsl [3] ctp. 66-83
Tema 3.3 CoemnHeHusi «touka- | Conepkanue: 4
TOYKAa» O0630p mOCIEIOBaTENFHOIO COEIMHEHUS «TOYKa-Touka». CBs3p 10 mociefoBaTensHOMy KaHaimy. Wukancymsmms HDLC.
[puanun padotsl mpotokona PPP. TIpemmymectsa npotokosia PPP. LCP u NCP. Ceancer PPP.
1. JomannHee 3aiaHne:uTeHUE M aHauu3 utepatypsl [3] cp. 102
Hactpoiika npotokona PPP. Hactpoiika mporokona PPP. Ayrerrudukarmst PPP. Otnanka coequaenuit WAN. Otianka PPP.
2. JlomaiiHee 3a7aHMe:3aM0JHAT CIIPABOYHUK KOMaH
IIpakTHyeckue 3aHATHS: 4
[onck m ycrpaHeHHe HenoJaJloK B padoTe mocieoBaTeNbHBIX HHTEepdericoB. HacTpolika ayreHTnduKanuu npotokoioB PAP u
55. CHAP
56. Otnanka PPP c ayrentndukanueii. OTpaboTka KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB
Tema 3.4FrameRelay Conepixanue: 6
FrameRelayBeenenueBoFrameRelay. IlpeumymiectsaFrameRelay. IlpunuunpatotsiFrameRelay. JlononHuTtenbHble MOHATHSA
FrameRelay.
1. JomamnHee 3axanne:3anoiHuts tabmuny «I[Ipeumymecrsa FrameRelay»
Hacrpoiika FrameRelay. Hacrpoiika 6a3oBoro nporokosia FrameRelay. Hactpoiika nonsiarepdeiicos.
2. JloMalHee 3aiaHHe:3aI0JHUTh CIPABOYHUK KOMAH]
Otnazaka coequaenuii. Otnaaka FrameRelay.
3. JloMalHee 3ailaHHe:3aII0JHUTh CIPABOYHUK KOMAH]
IIpakTHyeckue 3aHATHS: 4
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57. Hactpoiika cratudeckux conoctaBieHu# agpecoB FrameRelay. Hactpoiika nogsiaTepdeiicoB «Touka-Touka» FrameRelay
58. Hactpoiika craTtindecknx conoctaBieHu# agpecoB FrameRelay. OtpaboTka KOMIIEKCHBIX TPAKTHUECKUX HABBIKOB
Tema 3.5 Pemnenus Coaep:xkanue: | 4
HIHMPOKONOJIOCHOT0 J0CTYyNA VYnanéunas pabora. [IpemmymectBa ymanéHHoW paboTel. busnec- TpeOoBanms i ynan€éHHBIX paboTHHKOB. CpaBHEHHE
PELICHUH IHUPOKOMOJIOCHOTO JIOCTYNA.
1. JomannHee 3aianne:uTeHre U aHanu3 gureparypsl [3] crp. 130-136
Kabens. DSL. BecripoBoaHbIe MIMPOKOIOIOCHBIE ceTH. BbIOOp pemenuii mupokonosocHoro gocryna. Hacrpoiika noakimoueHui
xDSL. O630p PPPoE. Hactpoiika PPPoE.
2. JlomaiiHee 3a1aHMe:3aM0JHUTD CIIPABOYHUK KOMaH/
IIpakTHYecKHne 3aHATHUS: 2
59. | Hactpoiika mapupytuzatopa B kadecte kinenta PPPoE mist moakmouenus DSL
Tema 3.6 3ammura Conep:xanue: 8
MeK(PUIHAILHON CBA3H Cetu VPN. Ochossl! cereit VPN. Tuns! cereit VPN.
1. JomalinHee 3aianne:uTeHre U aHanu3 gureparypsi [3] crp. 162-163
Tynnenu GRE mexny o6pektamu. OcHoBel GRE. HacTpoiika TynHeneit GRE.
2. JlomainHee 3aJaHMe:3aM0JHUTD CIIPABOYHUK KOMaH/
Oo6mwme ceenenus 06 [Psec. 3ammra nporokona IP. Ctpykrypa nporokoa IPsec.
3. JomainHee 3aianne:uTeHre U aHanu3 gureparypsl [3] crp. 163-166
Y nanéunsiii noctyn. Pemenuss VPN mns ynanénnoro poctyna. Cetu VPN ynanéHHoro goctymna ¢ ucnojib3oBanuem [Psec.
4, JomaniHee 3ajaHue:3a0JHUTH CIPABOYHUK KOMAaH]I
IMpakTHyecKne 3aHATHUS: 6
60. Hactpoiika ceteit VPN. Hactpoiika nporokosa GRE
61. Otnaakxa GRE. Hactpoiixa GRE mosepx [Psec
62. OTtpaboTKa KOMIIEKCHBIX IPAaKTHYECKUX HABBIKOB
Tema 3.7 MOHUTOPHHT CETH Conep:xkanue: 4
Syslog. ITpuniun pabotsr Syslog. Hactpotika Syslog. SNMP. Ipunuun padotst SNMP. Hactpoiika SNMP.
1. JomaniHee 3aaHue:3a0JHUTH CIPABOYHUK KOMAaH/]I
NetFlow. [Tpunuun padotsl NetFlow. Hactpoiika NetFlow. I[IpoBepka moneneii Tpaduka.
2. JlomallHee 3a1aHMe:3aM0JHNATh CIIPABOYHUK KOMaH/
IpakTHYecKUe 3aHATHSI: 2
63. | Hacrpoiika nporokosnos Syslog u NTP
CamocTosiTe1bHasi padora 4
1. W3yunth nHTEpdEHC M BO3ZMOKHOCTH IporpaMmal Wireshark.
2. I/I3qu/ITB JOTTOJIHUTCIIBHBIC ITPOTOKOJIBI MOHUTOPHUHI'A CETH.
Tema 3.8 OTi1agka ceTu Conep:xanue: 8
IMouck ¥ ycTpaHeHHe HeMoJIa0K C UCTIOIb30BAHHEM CUCTEMHOr0 Noaxoa. JIoKyMeHTalHs 10 CETH.
1. JomarinHee 3aiaHne:uTeHre U aHanu3 sureparypsl [3] crp. 156-157
[Tpouenypa moucka ¥ yCTpaHEHHs HETIONAJO0K. M30Is11s Ipo6IeMBl ¢ TOMOIIHI0 MHOTOYPOBHEBBIX MOZICTICH.
2. JlomaniHee 3aiaHne:uTeHre U aHaam3 jureparypsl [3] cp. 158
Otnanka cetu. CpencTsa MovMcKa M yCTpaHEeHHsI HermoaagoK. CHMITOMBI M IPUYHHBI OTJIAAKH CETH.
3.
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Ilouck u ycTpaHeHHe HENOJaA0K CBs3U B ceTax IP.
4. JdomainHee 3ajaHHe: dTeHUC U aHanu3 suteparypsl [3] crp. 159-161
IIpakTHYecKHue 3aHIATHUS: 4
64- Ycrpanenne mnpobieMm. JlokymeHTHpoBaHme ceTH.OTiagka KOpmopaTuBHBIX ceTei. Ilomck ®  ycTpaHeHHE HETOJaIoK.
65 Vcnonp3oBanye JOKYMEHTAIMH JUIsl pEIICHHUs] TPo0IeM
ITpomexkyTOYHAs aTTecTalusl (AK3aMeH) 12
YyeGHasi IpaKTHKa 108

Bunet padot:

Co3anne KOHCOJIBHOHU cecCHH ¢ IoMolbio TeraTerm

Co3znanue NpocToi ceTu

Kondurypauus agpeca ynpaBiieHHss KOMMYTaTopaMu

IMocTpoenue nepexpéctaoro kabdens Ethernet

ITpocmoTp uH(pOpMaIMHK O ceTeBOi nHTEpdEicHO! MIaTe MPOBOAHBIX U OECIIPOBOIHBIX CETEH

00630p MAC-anpecoB ceTeBBIX YCTPOHCTB

Paccmotpenne ARP ¢ momonsro Windows CLI, 10S CLI uWireshark

Hcnonp3oBanue naTepdeiica komangHoi crpoku [0S ¢ radmunamu MAC-agpecoB KoMMyTaTopa
N3zydyenne Hpu3MUECKUX XapaKTEPUCTUK MapLIpyTH3aTOpa

Co3znaHue ceTu, COCTOsIIEH U3 KOMMYTaTopa ¥ MapuIpyTu3aTopa

Hcnonp3oBanue nporpammel Wireshark mist ananmu3sa 3axsarta ceancoB FTP u TETP

Hactpoiika IPv6-aapecoB Ha ceTeBBIX ycTpoiicTBax

TecTupoBaHKe CETEBOro NOAKIIIOUEHHS C TOMOIIBI0O KOMaH]I «ping» U «traceroute»

Pa3paboTtka u BHEpEeHUE CTPYKTYpHI afapecanun [Pv4-cetn, pa3aenéHHON Ha TIOJCETH

Pa3paboTka u BHeIpeHUe CTPYKTYypHI agpecanun VLSM

Hoctyn x ceTeBbIM ycTpoiicTBaM dyepe3 npotokos SSH

ObecnieueHne 6€301MaCHOCTH CETEBBIX YCTPOHCTB

Hcnonp3oBanue uaTepdeiica komangHoi crpoku (CLI) mist cOopa cBeeHmiA 0 CETEBBIX YCTPOCTBAX
VYupasnenue ¢aitnaMn KOHQUTypary MapIIpyTH3aTOpa ¢ IOMOIIBIO TPOTPAMMHOTO 00ECIIEUSHNS SMYIIALUH TePMHUHAIIA
VYnpasnernue dairaMu KOHQUTYpaUH yCTPOUCTB ¢ uctonb3oBanneM TFTP-cepsepa, (e mamsta u USB-Hakonmrens
Bba3oBas HacTpoiika KOMMyTaTopa

Hactpotiika mapameTpoB 6€3011aCHOCTH KOMMYTaTopa

Kondurypamms cereit VLAN u TpaHKOBBIX KaHAJIOB

[Touck u ycTpaneHne Henonaaok B KoHpurypammn VLAN

Peanusanust cucrems! 6e3onacHoct cetd VLAN

Hactpoiika 6a30BbIX mapaMeTpoOB MapIpyTH3aTOpa ¢ MOMOIIbI0 HHTepdeiica komanauoi crpoku (CLI) cuctemsr Cisco 10S
Hacrpoiika 6a30BbIX mapamMeTpoB MapuipyTuzatopa ¢ momomipto CCP

Hacrpoiika mapmpyrusannu Mexay VLAN i kaxxaoro narepgeiica

Hactpoiika mapmpyruzanuu mexgy VLAN Ha ocHoBe cTangapra 802.1Q u TpaHKOBOro KaHaja
Ilouck u ycTpaHeHHE HEMOIaA0K B MapIIpyTU3aLuu Mexay cetsmMu VLAN

Hactpoiika cratuueckux MapuipyToB 1 Mapipytos IPv4 no ymonauanuro

Hactpoiika cratuueckux mapuipytos IPv6 u mapmpyros IPv6 o ymomdanuto

Pa3pabotka u peanuzanus cxemsl aapecarnun [IPv4 ¢ ucrionp3oBannem VLSM

Pacuér cymmapubix MapupytoB I[Pv4 u IPv6

ITouck u ycTpaHeHHe HETOIAIOK CTaTHIECKUX MapipyToB IPv4 u IPv6
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https://static-course-assets.s3.amazonaws.com/ITN50RU/files/6.4.3.5%20Lab%20-%20Building%20a%20Switch%20and%20Router%20Network.pdf
https://static-course-assets.s3.amazonaws.com/ITN50RU/files/11.4.2.7%20Lab%20-%20Managing%20Device%20Configuration%20Files%20Using%20TFTP,%20Flash,%20and%20USB.pdf

Hacrpoiika npotokosoB RIPv2 u RIPng

Hacrpoiika 6a3zoBoro nporokosia OSPFv2 nns onHo# o6nactu

BasoBas HacTpoiika npotokona OSPFv3 nns onHolt obnactu

Hactpoiika u npoBepka cranaaptHsix ACL-cniuckoB

Hacrpolika u nposepka orpanuyenuii VI'Y

Hactpoiika u npoBepka pacuipeHHsx ACL-criuckos

ITouck u ycTpaHeHHe HENOIaA0K B HacTpoiike u pasMerieHun ACL-ciuckoB
Hactpotika u mpoBepka ACL-cimckoB mist [Pvo

BazoBas mactpoiika DHCPv4 Ha Mmapmpytuzatope

BazoBas mactpoiika DHCPv4 Ha komMmyTaTOpe

[Nowuck u ycTpanenne Hemonanok B padore DHCPv4

Hactpotika cepsepa DHCPv6 0e3 oTCIIeKMBaHUS COCTOSHUS U C OTCIIC)KUBAHIEM COCTOSHUS
IMouck u ycrpanenue Henonanok B pabore DHCPv6

Hactpoiika guHamMmuueckoro u cratuueckoro NAT

Hactpoiika NAT-myna ¢ neperpyskoit u PAT

[Touck u ycrpaneHue Henonagok koHpurypanuii NAT

IIpousBoacTBeHHasl NPAKTHKA (110 NPOQUIIIO CIIENHATBHOCTH) 144
Bunst paboT:

—  ydacTHe B POCKTUPOBAHUH CETEBON HHPPACTPYKTYPHI;

—  ydJacTue B OpraHH3allH CETEeBOTO aJIMHHUCTPUPOBAHHMS;

—  3KCIuTyaTalus 0ObEKTOB CETEBOH MH(PPACTPYKTYPHI;

—  yYacTHe B yNpaBJIEHUH CETEBBIMH CEPBHCAMM;

—  yYacTHe B MOJICPHM3AIMU CETEBOI MH(PACTPYKTYpHI;

—  c0op AaHHBIX [UIs aHAJIN3a UCTIOJIB30BAaHMS U (PYHKIIMOHHPOBAHMS TPOrPAMMHO-TEXHUYECKUX CPE/ICTB KOMIIBIOTEPHBIX CETEH;

—  ydacTHe B pa3pabOTKe METOJIOB, CPEJICTB U TEXHOJIOTHI IPUMEHEHHs 00BEKTOB IPO(ECCHOHANBHOM ASSATEILHOCTH;

—  IpoBeJeHHE MPOPUIAKTHUECKHX Pa0OT Ha 0OBEKTaX CETEBON MHPPACTPYKTYPBI U Pa0OUHX CTAHIIMSX;

—  ydacTue B MHBEHTApU3aLUM TEXHHUYECKHX CPEIICTB CETEBOM MH(PACTPYKTYPbI, OCYIIECTBICHHE KOHTPOJII HOCTYIHUBIIET0 U3 PEMOHTa 000PYA0BaHHUS;

— 3aMeHa PacXOJHbIX MaTepUaJOB U MEJIKUH PEeMOHT nepudepuiiHoro o0opya0BaHus, ONPENeNiTh ycTapeBlliee 000pyaOBaHHE U IPOrPAMMHBIE CPEICTBA CETEBOH
HHPPACTPYKTYPHL.
IIpome:xxyTouHasi arTecTanus (3k3aMeH (KBaIHu(PUMKANUOHHBIH)) 10

Bcezo 700
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3. YCJIOBMS PEAJIU3ALIMUA TPOTPAMMBI IPO®ECCUOHAJILHOTO
MOJYJIS

3.1. TpeboBaHUSI K MUHMMAJIBLHOMY MATEPHAIBLHO-TEXHHYECKOMY O0ecredyeHuIo

Peanuzanmst mporpaMmbl  MOIYJSL TpeAnojaraeT Haluyue JiabopaTopuu
«Opranuzanysi ¥ TOPUHIUIBL TOCTPOCHUS KOMIIBIOTEPHBIX CHUCTEM», CTYJUU
NPOCKTUPOBAHUSI M JIM3ailHA CETEeBBIX AapXUTEKTYp M HHXKEHEpHOU Trpaduku, u
OCHAILIEHHBIX 0a3 MPaKTHUKHU.

O6opynoBanue 1ab0paTOPUU:

1. 13 pa6ounx wmect (IIK, MoHuTOp, MBIIIb, KiIaBHaTypa) (ammapaTHOE
o0ecrniedueHre: He MeHee 2 CeTeBBIX IIaT, mpoieccop He Hmxe Core 15, omepaTUBHAs
maMaTh 00beMoM He MeHee 16 1'0; HD 10000 Gb

2. TumoBoit cocTaB Ijisi MOHTaKa U HAJAJAKU KOMITBIOTEPHOHN CETH:

Ka0enu pa3IMyHOTO THUMA, MHCTPYMEHT OOXHUMHOW MpOoQecCHOHaNbHbIN, 3 THE3Aa,
TOPLIEBOM, C XpaloOBUKOM, COBMECTHMM C KoHHekTopamu: RJ45/8P8C, RJ12/6P6C,
RJ11/6PAC, 4P4C, 4P2C, DEC/6P6C, Tectep aeKTprUecKuii KaOeTbHBIH.

3.2. Undopmannonnoe odecneyenue 00yueHust

OCHOBHBIE HICTOYHUKH:

1. H.B. Makcumos, N.1. Ilomos. KoMnbioTepHble ceTH [DIEeKTpOHHBIA pecypc]:
yue06. [Tocobue -M.: DOPYM: UHOPA-M 2017.

2.Kannenan C.A.. JluckperHas matemartuka: y4eOH. mocobue / C.A. Kanmenan.
MockBa: WU «DPOPYM» : HHOPA-M, 2019. 222c.Pexum  poctyma
URL.:http://znanium.com/bookread2.php?book=978416

3. Kysun A.B., Ky3un. J[.A.. Komnsrotepusie cetu: yue6. mocobue / A.B. Ky3uH,
J.A. Ky3un. — 4-e u3n., nepepad. u gon. Mocksa: DOPYM: MHDOPA-M, 2019. 190
C. Pexxum noctyna URL:http://znanium.com/bookread2.php?book=983172

4. Hoeoxwunos E.O. Komnetotepusie cetu.—M.: OUL] «Akanemus, 2017

JloOTHUTENbHBIE UCTOUYHUKHU:

1.Boponuna JI.A., Patnep C.B. HayuyHo-uHHOBalMOHHBbIE ceTH B Poccuu: OmBbIT,
npoOiemsl, iepcnektuBbl: Monorpadus / JI.A.Boponuna, C.B. PatrnepMocksa.:HUL]
NHOPA-M, 2016. 254 C. Pexum JoCTyma URL:
http://znanium.com/bookread2.php?book=559015

2. I'ycea A.U., Kupee B.C., TuxomupoBa A.H.. JluckpetHass maTemaTuka :
yueonuk / A.W. I'yceBa, B.C. Kupee, A.H. Tuxomupora. Mockpa: KYPC: UHOPA-M,
2019. 208 c. Pexxum moctyma URL: http://znanium.com/bookread2.php?book=978936

3. I'ycea A.M., Kupee B.C., TuxomupoBa A.H.. JluckperHas maremaruka:
coopnuk 3amau / A.M. I'yceBa, B.C. Kupee, A.H. Tuxomupora. Mocksa: KYPC:
NMHOPA-M, 2018. 224 C. Pexum JoCTyma URL:
http://znanium.com/bookread2.php?book=929964

4 MakcumoB H.B., IlonmoB N.N.. KommbroTepHsie cetu: YdeOHOe mocobOue s
ctyn. yupexxnenui CI1O/ H.B. Makcumos, M.1. Tlonos. - 6-e u3a., nepepad. u Jaorm.
Mocksa: ®opym: HUI[ HMHOPA-M, 2019. 464 c. Pexwumm pnoctyma URL:
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http://znanium.com/bookread2.php?book=559015

http://znanium.com/bookread2.php?book=983166

HuTepHeT pecypchi:

1. Marepuansl MexayHapogHoit cereBoit akaaemun CISCO// Kypc CCNA:
AJIEKTPOHHAsI CUCTEMa JMCTAHIIMOHHOTrO oOydenus. Pexum poctyna URL:
http://netacad.com
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4. KOHTPOJIb 1 OIIEHKA PE3YJIbBTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIS (ITO PA3JIEJIAM)

Kona u nammeHnoBaunue

npo¢eCCHOHATIBHBIX U

00X KOMITETCHITHIA,
(hopMHPYEMBIX B paMKax

Kpurepuu onenku

MeTobl O11eHKH!

MOJYJISI
IIK 1.1. BemnonHsTh OI1lcHKa «OTJIMYHOY - TSXHUUCCKOE 3aJ]aHne | DK3aMeH/3a4eT B popMme
MIPOEKTUPOBAHUE MPOAHATU3UPOBAHO, AITOPUTM Pa3paboTaH, | coOecelnOBaHUS:

Ka0eJIbHOU CTPYKTYPHI
KOMITBIOTEPHOU CETH.

COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
0(hOPMIICH B COOTBETCTBHH CO CTaHIAPTAMH,
MIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBL.
Or1eHKa «XOPOII0Y -aITOPUTM pa3paboTaH,
0(hOpPMIICH B COOTBETCTBUH CO CTaHAAPTaMH
U COOTBETCTBYET 33/IaHHUIO, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

OueHKa «y10BJETBOPHTEILHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 33/IaHUIO.

MPaKTHYECKOE 3aJaHuE 110
HOCTPOCHHIO aJITOPUTMa B
COOTBETCTBHH C TEXHHYESCKHM
3alaHAeM

3ammra OT4ETOB 110
MPAaKTUICCKUM U
71a60paTOPHBIM paboTam

IIK 1. 2. OcymiecTBisTh
BBIOOp TEXHOJIOTHUH,
HHCTPYMEHTAIbHBIX
CPEJICTB U CPEACTB
BBIYHCIIUTEILHON TEXHUKA
TIPU OpraHU3aINuN
mporecca pa3paboTKu U
HCCIIEIOBAaHNS OOBEKTOB
npodeccHOHANTBEHOM
JCATETLHOCTH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE 3a/laHNe
[IPOAaHATU3UPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
oopMIIeH B COOTBETCTBUH CO CTaH/IAPTaMHU,
TIOSICHEHBI €TO OCHOBHBIE CTPYKTYPBI.
OmueHKa «X0poI0» -aNrOpUTM pa3paboTaH,
0(hopMIICH B COOTBETCTBUH CO CTaHAAPTaMHU
U COOTBETCTBYET 3a/IaHUIO, TOSCHEHBI €TO
OCHOBHBIE CTPYKTYPBHI.

OueHka «y10BJEeTBOPHUTEIbLHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ok3ameH/3a4eT B hopme
cobece1oBaHusL:
MPaKTHYECKOE 3aJaHue 110
MOCTPOCHHIO aJrOPUTMa B
COOTBETCTBHH C TEXHHIECKUM
3alaHAEM

3amuTa OT4ETOB 110
MPaKTHYECKUM U
nabopaTopHBIM paboTam

TIK 1. 3. OGecnieunBaTh
3amuTy uHpOPMAIH B
CETHU € UCIIOJIB30BaHUEM
MPOrPaMMHO-AMMaPaTHBIX
CPE/CTB.

OueHKa «OTJIMYHO)Y - TEXHUYECKOE 3a/laHNe
MIPOAHAIM3HUPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUIECKOMY 33TaHHIO U
0(hopMIICH B COOTBETCTBUH CO CTaHIAPTaMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
OmueHka «X0poII0» -aIropUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBUH CO CTaHIAPTaMU
U COOTBETCTBYET 3aJJaHHI0, MIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

OlieHKa «y/I0BJIETBOPHTEILHOY - aJITOPUTM
pa3paboTaH ¥ COOTBETCTBYET 3a/IaHHIO.

Ok3ameH/3a4eT B hopme
cobeceoBaHuUs:
[PaKTHYECKOE 3a/IaHUE 110
HOCTPOCHHIO AITOPUTMA B
COOTBETCTBHH C TEXHHIECKUM
3a/[aHAEM

3amura OTYETOB IO
MPaKTUYCCKUM U
1a60paTOPHBIM paboTam

IIK 1. 4. ITlpuanMaTh
y4acTue B IIPUEMO-
CIaTOYHBIX UCTIBITAHUSAX
KOMITBIOTEPHBIX CeTeH 1
CEeTeBOro 000pPy/I0BAHUS
Pa3IMYHOTO YPOBHS U B
OIIEHKE KauecTBa 1
SKOHOMHYECKOU

3¢ EKTUBHOCTH CETEBOM
TOIIOJIOT U H.

OleHKa «OTJIMYHO)Y - TEXHUYECKOE 3a/IaHne
NpOaHaIM3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYCT TCXHUYCCKOMY 3a1aHUIO U
0(OpPMIICH B COOTBETCTBHH CO CTaHIAPTAMH,
TIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBL.
OLeHKa «X0poII0» -aIrOPUTM pa3paboTaH,
0(hOpMIICH B COOTBETCTBUH CO CTaHIAPTAMH
U COOTBETCTBYET 33/IaHHUIO, TIOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

OlieHKa «yI0BJIETBOPHTEILHOY - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHHMIO.

Ox3ameH/3a4eT B popme
co0eceI0BaHUS:
MPaKTHYECKOE 3a/1aHKe 110
MOCTPOCHHIO aJIrOpUTMa B
COOTBETCTBHHU C TEXHHYESCKHM
3a/laHAeM

3amuTa OT4YETOB 110
MPaKTUYCCKUM U
1a60pPaTOPHBIM paboTam

TIK 1. 5. Bemmmomsars
TpeOOBaHNS HOPMATHBHO-
TEXHUYCCKOMN
JOKYMCHTAIHH, UMETh
OTIBIT O(OPMIICHHS

HpOGKTHOﬁ JAOKYMCHTAalHU.

Or1eHKa OTJIMYHOY - TEXHIUECKOE 3aaHNe
MIPOAHATIN3NPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
o(opMIIeH B COOTBETCTBHH CO CTAHAAPTAMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
OueHKa «XOpoII0Y -aIrOpUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBUY CO CTaH/IapTaMu
1 COOTBETCTBYET 3a/IaHUIO, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

OueHKa «y10BJETBOPHTEIBLHOY - AJITOPUTM

Dx3aMeH/3a4eT B popme
cobecenoBaHusA:
MPaKTHYECKOE 3a/1aHKe 110
MOCTPOSHHUIO aJITOPUTMA B
COOTBETCTBHH C TEXHHYECKUM
3a7aHNeM

SaHII/ITa OTYECTOB I10
IMMPAKTUYCCKUM U
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pa3pa60TaH 1 COOTBCTCTBYCT 3aJaHULO.

nabopaTopHbIM paboTam

OK 01. BeiOupats criocoOsr
pelreHus 3a1a4
po¢eCCHOHATBHOM
JeATENbHOCTH,
OPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM.

— 00OCHOBaHHOCTb IIOCTAHOBKH LIEJIH,
BBIOOpa ¥ IPUMEHEHNUS] METO/I0B U CIIOCO00B
peuieHust mpodecCHOHANBHBIX 3a71ad;

- aJIeKBaTHas OIICHKA M CaMOOLIEHKa

3¢ GEKTHBHOCTH ¥ Ka4eCTBA BHITOIHEHHS
npodecCHOHAIBHBIX 33134

OI1 02.0cymmecTBIATh
MIOHCK, aHAJIH3 H
HHTEPIIPETALHIO
nHpOpMAaNNH,
HEOOXOIUMOM IUIA
BBITIOJTHEHUS 33,14

- NCTIOJIb30BAHHE PA3INIHBIX HCTOUYHHUKOB,
BKJTFOUAst JJICKTPOHHBIE PECYPCHI,
Mmenuapecypcebl, MHTEpHET-pecypcHl,
MEPHOANIECKHUE U3IaHNSA TI0 CIICIIHAIBHOCTH
JUIS peteHns MpoeCCHOHATBHBIX 3a7ad

poeCCHOHATBHOM

JICSITCIIBHOCTH.

OK 03. [TnanupoBats u - IEMOHCTpaIusa OTBETCTBEHHOCTH 3a
PCaIN30BLIBATH MPUHATBIC PCUICHUA

CcOOCTBEHHOE - 000CHOBaHHOCTb CaMOaHaJIN3a U

npodeccuoHaNBHOE U
JIMYHOCTHOE Pa3BHTHE.

KOPPEKLUs Pe3yNbTaTOB COOCTBEHHOM
paboTHI;

OK 04. Paborats B
KOJUICKTUBE M KOMaHJE,

3¢ PeKTHBHO
B3aMMOJICHCTBOBATH C
KOJUIETaMH, PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMO/ICHCTBHE C 00YJIAIOIIIMHUCH,
MperoJaBaTeIMA U MacTepaMH B X0
00y4YeHHS, C PYKOBOIUTEISIMH YIeOHOH 1
TIPOM3BOJICTBEHHON MPAKTHK;

- 000CHOBaHHOCTP aHAJN3a PAOOTHI WICHOB
KOMaH/Ibl (TIOJJYMHEHHBIX)

OK 05. OcymiecTBiaTh
YCTHYIO U IUCBMEHHYIO
KOMMYHHUKAIIUIO Ha
TOCY/IapCTBEHHOM SI3BIKE C
y4eToM 0coOeHHOCTEH
COLMAJIBHOTO U
KYJBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U IIMCbMEHHOU peyH,
- ICHOCTh ()OPMYJIMPOBAHHUS U U3JIOKECHUS
MBICIIEN

OK 06. IlposiBasThb
rpaskAaHCKO-
MIATPHOTHYECKYIO TIO3UIINIO,
JIEMOHCTPHPOBATh
OCO3HAHHOE MOBEICHNE Ha
OCHOBE 00IIEYETIOBEUECKUX
LIEHHOCTEH.

- coOJIIoIeHNe HOPM TIOBEJICHHUS BO BpeMs
y4eOHBIX 3aHATHH U IIPOXOXKICHNS YIeOHON
1 TIPOM3BOACTBEHHOH NPAKTHK,

OK 07. ConeticTBOBaThH
COXPaHCHHIO OKPYKAIOIICH
cpensl,
pecypcocOepeReHuto,

3¢ (GEKTHBHO 1EHCTBOBATH B
YpEe3BBIYANHBIX CUTYAIUSX.

- 9 pexTUBHOCTD BBITIONHEHUS TipaBua Th
BO BpeMsI yUeOHBIX 3aHATHH, IPH
MIPOXOKIACHUU Y4eOHOH 1
IIPOU3BOJCTBEHHOU IIPAKTHK;

- 3HAHUE U UCTIOJIb30BaHHE
pecypcocOeperaroniix TeXHOIOTH B
00J1acTH TeIeKOMMYHHUKaINI

OK 08. Mcnonb3oBaTh
cpencTBa GU3NUECKOH
KYJIBTYPBI JJIsl COXpaHEHHS
U YKpEIUICHHS 3710pOBbs B
mporecce
npodeccruoHaTbLHOM
JIeATEIbHOCTH U

moiaep KaHue
HEOO0XOIUMOTO YPOBHS
¢buzmgecKoi
ITOJITOTOBJICHHOCTH.

- 3 dexTHBHO NCTIONB30BATH CPEACTBA
(u3MUeCcKOil KyJIbTYpHI 111 COXpaHEHHS U
YKpEIJIEeHUs 310pOBbs B IPOLECCE
npodeccHOHAIBHOMN NEesITeILHOCTH 1
Hojyiep>kaHie He00X0IMMOTO YPOBHS
(hM3M9IecKoil MOATOTOBICHHOCTH.

OK 09. Ucnons3oBars

- 3()EeKTUBHOCTH HCIIOJIB30BAHUS

WHTepnperamys pe3ynbTaToB
HaOJIIOAEHMI 3a
JeATEIEHOCTBIO
oOyuyaromerocs B mporecce
OCBOCHHS 00pa30BaTeIFHON
MIPOTpPaMMBbl

DKcrepTHOE HAOI0ICHHE U
OLICHKa Ha J1abopaToOpHO -
MPAKTHYECKUX 3aHITHSIX, [IPU
BBIMOJIHCHUH PAa0OT 10
yaeOHOIt 1
MIPOM3BOICTBEHHOMN
MPaKTHKaM

OKk3aMeH KBaTH()UKAITHOHHBIN
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uH(pOpMAaIMOHHbIE
TEXHOJIOTHH B
po¢heCCHOHATBHOM
JIeSITEIBHOCTH.

MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B PO ECCUOHATTEHOM
JIEATEIILHOCTH COTJIACHO (DOPMHUPYEMBIM
YMCHHSIM U TIOJTy4aeMOMY
MPaKTUYECKOMY OTIBITY;

OK 10. ITonp30oBaThCs
poeCCHOHATBHOM
JOKyMEHTaluen Ha
TOCYAapCTBEHHOM H
HHOCTPAHHOM SI3bIKE.

- 3(h(eKTUBHOCTH UCTIOJIH30BAHUS B
MpOoQeCCUOHANBHOM JCSITEIBHOCTH
HEOOXOIMMON TEXHHYECKOH TOKyMEHTAIINH,
B TOM YHCJIC HA aHTJIMHCKOM SI3BIKE.

OK.11. IlmanmpoBats
HpeIPHHIMATEIIBCKYIO
JeATeNbHOCTD B
npodeccronansHoichepe

- 3((heKTHBHO TITAHUPOBATH
NpeIIPHHAMATENCKYIO IS TEIILHOCTD B
npodecCHOHaNBHOM cepe IpH MPOBEICHUN
paboT 1Mo KOHCTPYUPOBAHUIO CETEBOU

UHQPaCTPYKTYpHI
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