AHHOTAIIUS PABOYEN ITPOT'PAMMBI ITIPO®ECCHUOHAJIBHOI'O MOJY.JIS

I1M.03. Dkcruryaranust 00bEKTOB CETEBOM HHPPACTPYKTYPHI

Ha36aHUe NPOPecCUOHATbHO20 MOOYIA

1. llesib ¥ MIAHUPYeEMBbIE Pe3YJIbTATHI 0CBOEHHS MPO(ecCHOHATIBLHOT0 MOIYJIs

B PE3YIbTATC U3YUCHUSA HpO(beCCI/IOHaJ'IBHOFO MOAYyJIA CTYACHT NOJI2KEH OCBOUTH OCHOBHOH BHUJ

npoeCCHOHATIBHON AEATENbHOCTH «JKCIUTyaTalusi OOBEKTOB CETeBOW HMH(PACTPYKTyphl» M

COOTBETCTBYIOIIKE eMY MPo(ecCHOHAIBHBIE KOMITIETEHIIUU 1 O0IINEe KOMITIETCHIINU:

ITepedyeHn oOUX KOMIETEHITUN

Koxa HaunMeHoBaHHe 001X KOMIIETEHIIUA

OK 1. Breibupare  cmocoObl  pemieHHss  3ajad  MpodeCCHOHATBHOM  JCATEIHHOCTH,
IPUMEHUTEIBHO K Pa3IMYHBIM KOHTEKCTAaM

OK 2. OcymiecTBISITh TOUCK, aHAIU3 U MUHTEPIPETAIio WHPOopMauu, HeOOXOAMMOM IS
BBINOJIHEHUS 3a/1a4 TPO(ECCHOHATBHON IEATEIIbHOCTH

OK 3. [lnanupoBaTh M pearm30BBIBaTH COOCTBEHHOE MPO(ECCHOHAIBHOE M JMYHOCTHOE
pa3BUTHE.

OK 4. Paboratp B KOJJIEKTHBE U KOMaH/1e, YPPEKTHBHO B3aUMOJICHCTBOBAThH C KOJUIETAMH,
PYKOBOJICTBOM, KJIMEHTAMHU.

OK'5. OcCylecTBIATh YCTHYIO M TNHCbMEHHYI0 KOMMYHHUKALMIO Ha TOCYAapCTBEHHOM
A3bIKE C YUETOM 0COOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOI'O KOHTEKCTA.

OK 6. [TposIBAATE IpaXk1aHCKO-NATPUOTHUECKYIO TO3ULUIO, JEMOHCTPUPOBATh OCO3HAHHOE
IOBEJICHHE HAa OCHOBE 00IEUeTI0BEYECKUX LIEHHOCTEH.

OK 7. CopeiicTBOBaTh  COXPAHEHUIO  OKPYXKaloIled  Cpelbl, pecypcocOepexeHHIo,
3¢ (eKTUBHO ACHWCTBOBATH B UPE3BbIYAMHBIX CUTYALUSX.

OK 8. Hcnonp3oBate cpencTBa (PU3MUECKOW KYJIBTYPHI JJISI COXPAHEHUS M YKPEIUICHUS
3I0pOBbs B Ipolecce MNpo(EecCHOHAIBHOW JEATEeIbHOCTH M IMOJEp)KaHue
HE00X0IMMOT0 YPOBHS (DM3UYECKOHN IMOATOTOBICHHOCTH.

OK 9. Vcnonb30BaTh MHPOPMAILIMOHHBIE TEXHOJIOTMH B IPOPECCHOHATBHOMN NeSTeIbHOCTH

OK 10. [Tonp3oBaTbess MpodeccHoHanbHOM JOKYMEHTallMel Ha TroCylapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK 11. [TnanupoBaTh NpeAIPUHUMATENBCKYIO IEATEIbHOCT B MPO(ecCHOHANBHOM chepe

Ilepeuenp npodeccnoHaTbHBIX KOMIETEHIUIH
Kon HaumeHnoBaHHe BUI0B 1eITEJIbHOCTH U MPOo¢ecCHOHATBHBIX KOMIIeTeHIHil

B/1 3. Dxcnayamayusi 005eKmoe cemesou UHPpPacmpyKmypuol

1K 3.1 'YcTaHaBiIMBaTh, HACTPAUBATh, IKCIUTYaTHPOBATh U OOCITY)KUBAaTh TEXHUUYECKHE U
[IPOrpaMMHO-aIapaTHbIE CPEACTBA KOMITBIOTEPHBIX CETEH.

[1K 3.2 [TpoBoauTH MpoduIakTHYecKne paboThl Ha 0OBEKTaX CeTeBON MH(PPACTPYKTYpHI U
pabouYnX CTAHITUSX.

[1K 3.3.  [YcranaBnuBaTh, HACTPAUBATh, IKCIUTYaTUPOBATh U OOCITY>KUBATh CETEBbIE
KOH(UTYpalnHu.

[1K 3.4.  [VuacTBOBaTh B pa3pabOTKe CXEMBI [TOCIEaBAPHUIHOTO BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH KOMIIBIOTEPHOM CETH, BBITIOJIHATH BOCCTAHOBIIEHUE U PE3EPBHOE
KOIMPOBaHUE MH(OPMAIIH.

[1K 3.5.  (OpraHu3oBbIBaTh MHBEHTAPHU3ALUIO TEXHUYECKUX CPEJICTB CETEBOU HH(PACTPYKTYPHI,

OCYHICCTBJIATH KOHTPOJIb OGOpy,Z[OBaHI/IH IMoCJIC €T0 pCMOHTA.




[1K 3.6.  [BBINOJHATH 3aMEHY PacXOIHBIX MaTEPUAIOB M MEJIKHI PEMOHT nepudepuitHOro
000pyIOBaHUS, OTIPEEIATH ycTapeBIee 000pyAOBaHUE M IPOTPaMMHBIE CPE/ICTBA
ceTeBOil HHPACTPYKTYPBHIL.

B PE3yJIbTaTC OCBOCHUA HpO(l)CCCI/IOHaJ'II)HOFO MOAYJIA CTYACHT JOJIKCH:

Nmets 00CITy’)KUBaHUH CeTeBOM UHPPACTPYKTYPHI, BOCCTaHOBJICHUU
MIPaKTUYECKHH PaboTOCIIOCOOHOCTH CETH TOcTIe OO0,
OTIBIT B yIQJIEHHOM aJMHUHUCTPUPOBAHUH U BOCCTAHOBJICHUU PabOTOCIIOCOOHOCTH
ceTeBoil UHPACTPYKTYpPHI;
MOAJEPKKE  IOJNb30BaTeNell  CeTH, HACTPOWKE  ammapaTHOro U
IPOTPaAaMMHOTO 00eCIIeUeHUs CETeBONH MHPPACTPYKTYPHI
Bueopsame mexanusmel cemesoti 6e30nacHocmu Ha 6MoOpoM ypo8He MoOelu
OSl.
Bueopsame mexanusmsi cemesoti 6e30nacHOCMU C NOMOUBIO MENCCEMesblX
9KPAHO8.
Bueopsams mexnonocuu VPN.
Hacmpausamo IP-menegonni
Buvinonnams  npoghunaxmuveckue pabomvl Ha 00vekmax —cemegoll
ungpacmpyxmypol u pabouux cmaHyusx.
Cocmasnsams naan-epaghux npogunakmudeckux pabom.
Obecneuusams 3auumy cemesvix yCmpoucms.
YMETh BBINOJIHATS MOHUTOPUHT U aHAIHM3 PaOOTHI JIOKATBHON CETH C TOMOIIBIO
MPOrPaMMHO-AIIAPATHBIX CPE/ICTB;
OCYIIECTBIISITh JUATHOCTUKY M TIOMCK HEUCTIPABHOCTEH BCEX KOMIIOHEHTOB
CceTH;
BBITIOJHATH ICUCTBUS M0 YCTPAHEHUIO HEUCTIPABHOCTEH
Onucvieams cogpemenHble MEeXHON02UU U aPXUMeKmypvl 0e30NaACHOCHIU.
Onucvieams xapakmepucmukuy u 1emeHmul KoHguzypayuu smanos VolP
360HKa.
Yemanaenusams, mecmuposamv u 3Kcniyamuposame UHGOPMAYUOHHBIE
cucmemvl,  CO2NACHO — MEXHUYEeCKOU  OOKyMeHmayuu,  obecneuusamy
AHMUBUPYCHYIO 3AUYUNNTY.
Onucvleams KOHYenyuu cemegou 6e30nacHoCmu.
Habnooams 3a mpaghuxom, 8binonHame onepayuu pe3eperoco KonuposaHus
U B0CCMAHOBIHUSL OAHHDBIX.
3HATh ApPXUTEKTYpy U (PYHKIIMH CHUCTEM YIPABJICHUS CETSMH, CTAHIAPTHI CHCTEM

yIpaBIeHUS;

CpEeIICTBA MOHUTOPHHTA U aHAIH3a JIOKATBHBIX CETEH;

METO/Ibl YCTPAHEHUSI HEHCTIPABHOCTEN B TEXHUYECKUX CPEICTBAX
OcHosHble mpebosaHus K CpedCcmeam u U0am mecmupo8arust 0is
onpeodeneHus MexHONI02U4eCKol 6e30NACHOCMU UHDOPMAYUOHHBIX
cucmen.

Ipunyuner pabomsi cemu anano2o60tl meieQoHuuU.

Hasnauenue 2010c06020 winiosa, e20 KOMNOHEHMbL U QYHKYUU.

OchnosHvle npunyunel mexronoeuu obecneuenus QoS 011 2010c08020
mpaghuxa cemetl.

OcHOBHbIE NOHAMUS, CPEOCMBA MOHUMOPUHRA U AHAIU3A JIOKATLHBIX Cemell.
Memoowl ycmpanenus neucnpagHocmell 8 MexXHUYeCKUx cpeocmeax, cxembl
nOCeasapuiiHozo 80CCMAHOBNIEHUsL  pabomocnocobHocmu cemu,
MEXHUYECKYI0 U  NPOEKMHYI0  OOKYMEHMAayuio, Cnocoobl  pe3epeHozo
KONUPOBAHUSL OAHHBIX, NPUHYUNBL PAOOMbL XPAHUTUL OAHHBIX.




2.Konu4vecTBO 4acoB, 0TBOIMMOE HA OCBOEHNeE NMPO(ecCHOHAIBLHOI0 MOTYJIsI

Bcero gacoB — 608 gacos, B TOM 4HCIIE:
- 274 vaca BapMaTMBHON YacTH, HAMPABJICHHBIX HAa yCHUJICHHE 0O0s3aTeNbHOW YacTh
pOrpaMMbl MPOPecCHOHATBHOTO MOTYJIS.

3. Conep:kanue npogecCHOHATBLHOTO MOIYJIsI

MK 03.01 Ixcruryartauusi 00beKTOB ceTeBOi MH(PPACTPYKTYPbI

Tema 1. Dkcruryaraiusi TEXHUYECKUX CPEACTB CETEBOM MHAPACTPYKTYpHI

Tema 2. [IpoBenenue npopuaakTHIeCKUX pabOT Ha 00BEKTAX CeTEeBOM HHPPACTPYKTYpHI
U pabouYuX CTAHIUSX.

Tewma 3. Dkcrnyaranus cuctem IP-tenedonun.

Tewma 4. CpencTBa MOHUTOPHUHTA U aHATTN3a JIOKAIBHBIX CETEH

Tewma 5. Xpanenue nndopmaiuu B UHPOPMAIMOHHON CHCTEME

Tewma 6. Cxema nocie aBapuitHOro BOCCTaHOBJICHHS

Tema 7. 3ameHa pacXOHBIX MaTEPHAIIOB U MEIKUI PEMOHT nepudepuitHoro
000py10BaHus, ONPEAEICHUE YCTapEBIIEro 000py10BaHUS U IPOTPAaMMHBIX CPEACTB CETEBOU
UHPPACTPYKTYPHI

MJIK.03.02. Be3onacHOCTh KOMIIIOTEPHBIX ceTel

Tewma 1. I[IpoGaemMbl nHGOPMAITMOHHON O€3011aCHOCTH

Tewma 2. TexHOJIOTHH 3aIIMUTHI JaHHBIX

Tema 3. TexHOTOTUH 3aIIUTHI MEKCETEBOT0 0OMEHA JaHHBIMHU.

Tema 4. TexHonoruu oGHapyKeHUs BTOPKEHUIN

Tewma 5. YpaBieHue ceTeBoil 6€30mMacHOCThIO

Y4yeOHasi NnpaKkTUKA

1. HacTpoiika npaB gocTyIa.

2. OdopmiieHHE TEXHUYECKOH TOKyMEHTALlUH, TpaBuiia 0(OpMIIEHUS JOKYMEHTOB.

3. Hacrpoiika amnmapaTHOTO ¥ IPOTrPaMMHOTO 00ECTIEeYeHUS CETH.

4. Hactpoiika ceTeBoil KapThl, UM KOMIIbIOTEpa, paboyast rpyIa, BBEIeHUE
KoMmIbioTepa B domain.

5. IIporpammHasl JUarHOCTUKA HEUCITPABHOCTEM.

6. AnnaparHasi AMarHOCTHKa HEUCIIPaBHOCTEM.

7. IlouCcK HEUCIIPABHOCTEW TEXHUYECKUX CPENCTB.

8. BeinosiHeHue AeiCTBUI 10 YyCTPAHEHNIO HEUCIIPAaBHOCTEH.

9. cnonb30BaHNe akKTUBHOTO, TACCUBHOTO 000PY/IOBAHUS CETH.

10. YcTpanenue napasuTUpyroIie Harpy3Ku B CETH.

11. TTocTpoenue Gpuznyeckoil KapThl JOKAIBLHOM CETH.

12. UccnenoBaHue CETEBBIX aTaK M MHCTPYMEHTOB IPOBEPKH 3aIUTHI CETH

13. Hactpoiika 6€301acHOro 10cTyna K MapuipyTu3aTopy

14. Obecnieuenne amMuHUCTpaTUBHOTO TocTyrna AAA u cepsepa Radius

15. Hactpoiika noauTuKu 6€30MacCHOCTH OpaHaMayspoB

16. Hactpoiika cuctemsl pefoTBpamennus Bropxxennit (IPS)

17. Hactpoiika 6€301acHOCTH Ha BTOPOM YpOBHE Ha KOMMYTaTopax

18. UccnenoBanue MeTo10B MH(ppOBaHUS

IIpousBoaCTBEHHAS NMPAKTHKA

1. YcraHoBka Ha cepBepbl U paboUHe CTAHLIMU: ONEPAIMOHHBIE CUCTEMBI M HEOOXOAMMOe
JUTsl pabOThI TPOrpaMMHOE OOecTieueHue.

2. OcymiecTBieHne KOH(PUTYPUPOBAaHUS POTPAMMHOI0 00ECTIeYeHHs Ha cepBepax U
pabouux CTaHITHSX.



3. [Tognepxka B pabOTOCIIOCOOHOM COCTOSIHUM MIPOTPaMMHOE 00€CTICUeHHE CEPBEPOB U
pabouyux CTaHLIUH.

4. Peructpanus nosp30BaTesel JOKaIbHOM CeTH U MOYTOBOTO CepBepa, Ha3HavaeT
UICHTU(PHUKATOPHI U TAPOITH.

5. YcraHoBKa MpaB I0CTyIa M KOHTPOJIb UCTIOJIb30BaHMS CETEBBIX PECYPCOB.

6. ObecnieueHre CBOEBPEMEHHOTO KOITMPOBAHMSI, ApXUBHUPOBAHUS U PE3EPBUPOBAHUS
JAHHBIX.

7. [IpuHsITHE MEp 1O BOCCTAHOBJICHUIO PAOOTOCIIOCOOHOCTH JTOKAILHOUW CETH MPU COOSIX
WJIH BBIXOJIE U3 CTPOSI CETEBOT0 000PYI0BaHMUSI.

8. BrisiBieHne ommOOK 1MoJIb30BaTeNeil 1 MPOrpaMMHOTO 00ECTICUeHHsI U IPUHSATHE MEp
[0 UX UCIIPABJICHHUIO.

9. IlpoBeneHre MOHUTOPUHTA CETH, pa3padaThIBaTh MPEIOKEHUS 110 PA3BUTHIO
UHGPaACTPYKTYPHI CETH.

10. OGecrieuenne ceTeBoi 6€30MacHOCTH (3aIUTY OT HECAHKIIMOHMPOBAHHOTO JOCTYIA K
uH(pOpMalU, TPOCMOTPA UM U3MEHEHHS CHCTEMHBIX (DailJIOB U JaHHBIX ), 0€30MaCHOCTh
MEXKCETEBOI'0 B3aUMOJACUCTBUA.

11. OcyiiecTBiieHrEe aHTUBUPYCHOM 3aIUThI JIOKAJIbHON BBIYUCIUTEIBHOMN CETH,
CEPBEPOB M pabOYMX CTAHIIHA.

12. JlokyMEeHTHpOBaHHE BCEX MPOU3BEICHHBIX JICHCTBUI.

13. AHanu3 BXOSIIEro ¥ ucxoasmero Tpaduka. KoHTpoiab yreuku KoH()UIeHINAIbHOM’
uHpopmanuu.

14. Pa3paboTka moimTHK 0€30IacHOCTH M BHEAPEHHUE UX B OTIEPALIMOHHBIE CUCTEMBI.

15. Hacrpoiika IPSec u VPN. Hactpoiika MeKCeTeBbIX IKPAHOB.

16. Ilpoepka mail u web Tpaduka Ha Hamuune BpenoHocHOTo [10 ¢ momMoniso
AHTUBUPYCHBIX CPECTB.

17. Hactpoiika 3amuTsl 0€CIIPOBOAHBIX CETEH C MOMOIIBIO CUCTEM MU (POBAHUSI.

18. ApxuBarus u Bocctanopnenue kimoueid B WindowsServer (PKI).



