AHHOTAIIUS PABOYEN ITPOT'PAMMBI ITIPO®ECCHUOHAJIBHOI'O MOJY.JIS
IIM.01.Beimonnenue paboT o NpOSKTHPOBAHUIO CETEBOM HHPPACTPYKTYPHI

Ha36aHUe NPOPecCUOHATbHO20 MOOYIA

1. llesib ¥ MIAHUPYeEMBbIE Pe3YJIbTATHI 0CBOEHHS MPO(ecCHOHATIBLHOT0 MOIYJIs

B PE3YIbTATC U3YUCHUSA HpO(beCCI/IOHaJ'IBHOFO MOAYJIA CTYACHT NOJIDKCH OCBOUTD OCHOBHOM BU

npoeCCHOHATBHON  JIeATeNIbHOCTH  «BbIoMHeHne paboT 1O MPOSKTUPOBAHHUIO CETEBOU

UHPPACTPYKTYPb» U COOTBETCTBYIOIIME €My Npo(ecCHOHANIbHbIE KOMIIETCHLIMH W OOIIHe

KOMIIETEHIINH:
[lepedenn 00X KOMIETEHITUHN
Kon HaunMeHoBaHHe 001X KOMIIETEHIIUMA

OK 1 Bribupars crocoObl pemeHusi 3amad  MpoecCHOHAIBHOW  JIeATEIIbHOCTH,
IPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTAaM

OK2 OCyIecCTBISITh MOUCK, aHAIW3 ¥ WHTEPIPETAINI0 WH(DOpPMAIIHU, HEOOXOIUMON
JUIs BBITIOJIHEHMSI 3a]1a4 IPO(EeCCHOHATIBHOM 1€ TeIbHOCTH

OK 3 [InanupoBaTh M  pealn30BbIBaTh COOCTBEHHOE NPO(ECCHOHATBHOE U
JMYHOCTHOE Pa3BUTHE.

OK 4 PaGotatp B KOJUIEKTHBE W KOMaHnae, >(PQEKTHBHO B3aWMOJEHCTBOBAThH C
KOJJIETAMH, PYKOBOJCTBOM, KJIMEHTAMH.

OK 5 Ocy1ecTBIATh YCTHYIO U MMCbMEHHYK0 KOMMYHHUKAILIMIO Ha TOCYJIapCTBEHHOM
A3bIKE C YUETOM 0COOEHHOCTEH COLMANIBHOTO U KYJIBTYPHOT'O KOHTEKCTA.

OK 6 [IposiBIATE  Ipa’KAAHCKO-NIATPUOTHUYECKYIO  MO3MIMIO,  JAEMOHCTPHUPOBATH
OCO3HAaHHOE T[IOBEJEHHWE Ha OCHOBE TPAJAULUOHHBIX OOIIEYETOBEYECKUX
LIEHHOCTEMN.

OK 7 CopelicTBOBaTh COXPAHEHUIO OKpYXalollell cpelpl, pecypcocOepekeHHtIo,
3¢ HEKTUBHO IEHCTBOBATH B UPE3BBIYAWHBIX CUTYAIUSX.

OK 8 Hcnonb30Bath cpeAcTBa (PU3NYECKON KYIbTYPBI 111 COXpPAHEHUS U YKPETICHHS
3I0pOBbsl B Ipoliecce NpOo(eCCUOHATBHOM JEeATENbHOCTH M TOAJEp)KaHue
HE00X0IMMOT0 YpOBHS (hM3HYECKON MOATOTOBIEHHOCTH.

OK9 Hcnonp3oBaTh  MH(POPMALIMOHHBIE  TEXHOJOTMM B  Npo¢ecCHOHATbHOU
JESITEIIBHOCTH

OK 10 [Tonb30BaTbes NMpoQecCHOHAIBHON JOKYMEHTAllMed Ha TrOCylapCTBEHHOM U
MHOCTPaHHOM SI3bIKE.

OK 11 [TnanupoBaTh NPEANPUHUMATEIBCKYIO JESITEIbHOCTh B MNPOGECCHOHATHLHON
chepe

[Tepedyens mpodeccroHATBHBIX KOMIETEHITUH
Kon HaumeHoBaHue BHI0B 1eATEILHOCTH H MPO(PEeCCHOHATBHBIX KOMIIETCH UM

B/ 1. Bvinonnenue pabom no npoekmuposanuio cemesou UHGpacmpykmypbol

I[IK1.1 BhINOTHATE IPOEKTUPOBaHNE KaOEIbHON CTPYKTYPhl KOMITBIOTEPHOU CETH.

K 1.2 Ocy1iecTBIATh BEIOOpP TEXHOIOIMH, MHCTPYMEHTAIBHBIX CPEJICTB U CPEICTB
BBIUMCIUTENbHON TEXHUKHU MPU OpraHU3all|H Ipoliecca pa3padoTKu U
uccieIoBaHusl 00BEKTOB MPO(ECCHOHATILHOM 1eTeIbHOCTH

K 1.3 ObecnieunBaTh 3alIUTY HHPOPMAIIUU B CETU C UCIIOIB30BaHUEM MPOTPAMMHO-
annapaTHbIX CPEJCTB.

[IK 1.4 [IpuHMMaTh ydacThe B IPUEMO-CAATOYHBIX UCIIBITAHUAX KOMIIBIOTEPHBIX CETEU

n CECTEBOI'O 060pyI[OBaHI/I${ Ppa3JIn4HOTO YPOBHS U B OIICHKC KA4CCTBA N




HKOHOMHUYECKON () (PEKTHBHOCTH CETEBON TOMOIOTHH.

IIK 1.5

BeinonuaATe TpeOGoBaHMsI HOPMAaTUBHO-TEXHUYECKOHN TOKYMEHTALUU, UMETh
OTBIT OYOPMIICHHSI TPOSKTHOM TOKYMEHTALIUH.

B PE3yJIbTaTC OCBOCHUA HpO(l)CCCI/IOHaJ'II)HOFO MOAYJId CTYACHT JOJIKCH:

Nmethb
MPAKTUYECKUI
OTIBIT B

MPOCKTUPOBAHUU APXUTEKTYPHl JIOKAJBHOM CETH B COOTBETCTBHH C
IOCTABJICHHOM 3a7aucii;

YCTAaHOBKE M HACTPONKE CETEBBIX MPOTOKOJIOB U CETEBOrO OOOPYAOBAHUS B
COOTBETCTBHMHU C KOHKPETHOM 3ajaueH;

BBIOOpE TEXHOJIOTUH, WHCTPYMEHTAIBHBIX CpPEACTB TIPU OpraHU3aIuu
poliecca uccieaoBaHusi 00BbEKTOB CETEBON HHPPACTPYKTYPHI;

obecrieueHn 0E30MacHOTrO XpaHEHHs U Mepeiaun MH(POPMAIK B JIOKATBHON
CeTu;

WCIIONB30BAHUH  CICIHMAIBHOTO  MPOTrPaMMHOTO  OOecredeHus  Jyis
MO/JICIMPOBAHMUSL, IPOSKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.
NPOEKMUpPOBAHUs U HACMPOUKU cemell C UCNOIb308AHUEM KOMMYmayuu 3-
20 YpOBH3l.

peanuzayuu cCOBMecmHol pabomuvl 8 pamMKax UHmMpaHema u SKCmpanema
op2aHu3ayu.

NPOEKMUpOBAHUs U HACMPOUKU cemeli C UCNOIb308aAHUEeM KOMMYmayuu 3-
20 YpOBH3l.

HACMPOUKU Ce2MeHMUpPOBAHHOU Cemu.

HACMPOUKU OUHAMUYECKOU MAPUPYMU3AYUL.

coemecmHo2o ucnoavzosarnus |Pv4 u IPV6 aopecayuu.

nacmpotiku DHCP, DNS.

AHANU3A BLIXOOHBIX OAHHLIX YIMUIUIM MOHUMOPUH2A.

yMETh

MPOCKTUPOBATH JIOKAIBHYIO CETh, BHIOUPATh CETEBBIC TOIOJIOTUH;
WCIOJIb30BaTh MHOTO() YHKITHOHAITBHBIE TPHOOPHI MOHUTOPHHTA,
MPOrPaMMHO-AIIAPaTHbIC CPEICTBA TEXHUUECKOTO KOHTPOJIS JIOKATLHON
CeTH.

Hacmpausams KOMMYmamop 3-20 ypoeHsL.

NIAHUPOBAMb U PEANU308bIBATNL COBMECIHYI0 pADOMY.
OCYUeCmesims CeecMeHmayuio cenu.

pazpabamuvleams Monoi02uI0 Mapuipymusayuu.

nacmpausams DHCP, DNS.

UCNONb308aAMb YIMUIUMbL MOHUMOPUHSA.

3HaTb

oO0IIMe MPUHIUIBI TTOCTPOCHUS CETeH, CETEBBIX TOMOJIOTUNA, MHOTOCIOWHON
Moenu OSI, TpeboBaHul K KOMITBIOTEPHBIM CETSIM;

APXHUTEKTYpy MPOTOKOJIOB, CTAaHAAPTU3AIMH CETEH, STAOB MPOSKTUPOBAHUS
CETEeBOUM MHPPACTPYKTYPHL;

0a30BbIe IPOTOKOJIBI i TEXHOJIOTHHU JIOKATLHBIX CETEH;

TIPUHITUTIBI ITOCTPOSHHSI BRICOKOCKOPOCTHBIX JIOKAJTBHBIX CETEH;

CTaHJapTHI Kabeneil, OCHOBHBIE BUIbl KOMMYHUKAITMOHHBIX YCTPOICTB,
TEPMHUHOB, IIOHITHH, CTAHAPTOB ¥ TUIIOBBIX 3JICMEHTOB
CTPYKTYPUPOBAHHOM KaOENbHON CHCTEMBI.

opeanusayuu no cmanoapmuzayuu ISOC, IAB, IETF, IEEE, ISO.
paspabamuvlgaemvie CIMAHOAPMbL OPLAHUZAYUAMU NO CIAHOAPMU3AYUU.
KOMMYmMayuto mpemvbe2o YPOGHsL.

co8peMenHble cemegble MexHOI02UM.

MeHOeHYUU pa3sumust cemel.

KOMMYmMayusi mpemve20 YPOGHSI.

IPv4 u IPV6 aopecayuro.




cecMeHmayuio cemu Ha OCHO8e MACKU NepemMeHHOU OUHb.
NPOMOKOIbL OUHAMUYECKOU MAPULPYMUAYUU.

CepBuUCbl OUHAMUYECKOU pa30ayu aopecos, OOMEHHbIX UMEH.
VIMUIUMbL MOHUMOPUHZA.

2. KosinuecTBO 4acoB HA OCBOEHHE NmporpaMmmbl HpO(l)eCCI/IOHaJILHOFO MOAYJIdA

Bcero gacos — 700 yacoB, B TOM 4HCIIE:
- 190 w4yacoB BapuaTUBHOM 4YacTH, HANpABJICHHBIX Ha YCUJICHUE
00s13aTeJIbHON YaCTH MPOTrPpaMMbl MPO()ECCHOHATBEHOTO MOTYJIA.

3. Conep:kanue npogecCHOHATBHOTO MOIYJIsI
M/K.01.01. Opranmsanmusi, NPUHOMIBI MOCTPOEHUS] M (PYHKIHOHMPOBAHMS
KOMIIbIOTEPHBIX ceTel

Pa3zgen 1. BBenenue B ceTeBbI€ TEXHOJIOTHMH

Tema 1.1. KomnbroTepHsle cetu

Tema 1.2 OnepannoHHas cucTeMa CETeBOr0 B3aMOICHCTBUS
Tema 1.3 CereBble IPOTOKOJIBI 1 KOMMYHHUKALUU

Tema 1.4 CereBoii focTyn

Tema 1.5 CereBble TexHonoruu Ethernet

Tema 1.6 CereBoil ypoBEHb

Tema 1.7. TpancnopTHbIN ypOBEHb

Tema 1.8 [P-agpecanus

Tema 1.9 Pazouenue IP-cereit Ha moacern

Tema 1.10 YpoBeHb NpUI0KEHUM

Tema 1.11 Co3ganue u HacTpoiika HEOOJIBIION KOMIIBIOTEPHON CETH

Pa3nen 2. MatemaTnueckuii annapar Ui IOCTPOEHUsI KOMIIbIOTEPHBIX ceTei
Tema 2.1 Teopus rpados
Tema 2.2 Teopusi KOHEUHBIX aBTOMAaTOB

M/K.01.02. Opranusanusi, NPUHUOMIBI  NOCTPOEHUS] M (PYHKIHOHMPOBAHMA
KOMIILIOTEPHBIX ceTeill

Pazpenl. IlpuHUMIB MapmIpyTH3alMu U KOMMYTAllUH
Tema 1.1 BBeneHne B KOMMyTHpYEMBIE CETU

Tema 1.2 OcHOBHBIE KOHIIENIIMH U HACTPOIIKa KOMMYTalluU
Tema 1.3 Buptyanbhsie nokanbHble cetd (VLAN)

Tema 1.4 Konuenmus MapupyTusaniuu

Tema 1.5 Mapmpyruzanusa mexny VLAN

Tema 1.6 Cratuyeckas MmapupyTHu3anus

Tema 1.7 Jlunamuueckas MapIIpyTU3aLus

Tema 1.8 OSPF nns ogHolt o6nactu

Tema 1.9 Cniucku xonTpons nocryna (ACL)

Tewma 1.10 IIporoxon DHCP

Tema 1.11 IIpeoGpa3zoBanue ceTeBbIxX aapeco [Pv4

Pa3nes 2. MapmpyTusanusi 1 Kommyranus. MacmradupoBanue cerei
Tema 2.1 BBenenue B macirabupoBaHue cerei

Tema 2.2 U30piTounocts LAN

Tewma 2.3 ArperupoBaHue KaHAJIOB




Tema 2.4 becipoBOIHbIE TOKAJIBHBIE CETH

Tema 2.5 Hactpoiika u yctpaneHue Hernoia ok B padore OSPF nns ogHoit obnactu
Tema 2.6 OSPF s Heckobkux oOJ1acTe

Tema 2.7 EIGRP

Tema 2.8 PacuiupeHHbie HaCTpOKu U ycTpanenue Henonagok EIGRP

Tema 2.9 O6pa3sl IOS u nunen3uposanue

Pa3nen 3. Coenunenne cereit

Tema 3.1 IIpoexkTrpoBaHuE HEPAPXUUECKOUN CETH
Tema 3.2 [MoakiroueHue K T100aTbHON CETH
Tema 3.3 CoenuHeHUST «TOUKA-TOUKA)

Tema 3.4 Frame Relay

Tema 3.5 PemreHust IIMpOKOIOJIOCHOTO JOCTYIA
Tema 3.6 3amuTa MexxpUIaTHLHON CBSI3U

Tema 3.7 MOHUTOPUHT CETH

Tema 3.8 OTnanka cetu

YuyeOHas npakTHKa
Co3naHne KOHCOJIBHON ceccuy ¢ MoMoIbI0 TeraTerm
Coznanue npocToit cetu
Kondurypauus aagpeca ynpaBieHuss KOMMyTaToOpamMH
[Moctpoenue nepekpéctHoro kadens Ethernet
[TpocmoTp nHpOpMaLMKU O ceTeBoi HHTEpEICHOI MIaTe NPOBOAHBIX U OECIIPOBOAHBIX CeTEH
00630p MAC-anpecoB ceTeBbIX YCTPOUCTB
Paccmotpenne ARP ¢ momomisro Windows CLI, 10S CLI u Wireshark
Hcnonp3oBanue uatepdeiica komanaHoii ctpoku [0S ¢ tabmumamu MAC-anpecos
KOMMYTaTopa
N3yuenne Hpu3NIeCKNX XapaKTEPUCTUK MapIIpyTHU3aTopa
Co3znanue cetu, COCTOSILIEN U3 KOMMYTaToOpa U MapuIpyTu3aTopa
Ucnonb3oBanue nporpammel Wireshark st ananu3za 3axBara ceancoB FTP u TFTP
Hactpoiika [Pv6-anpecoB Ha CETEBBIX YCTPONCTBaX
TectupoBaHue ceTEBOro MOJKIOYEHHS C TOMOIIBI0 KOMaH I «ping» U «traceroute»
Pa3paboTka u BHepeHue CTpyKTyphl aapecanuuu [Pv4-cetn, pa3nenéHHoi Ha mojiceTH
PazpaboTka u BHeipeHue CTPYKTyphI anpecanuu VLSM
Joctyn K ceTeBbIM ycTpolicTBaM depe3 mpoTokos SSH
ObecnieueHne 0€30MaCHOCTU CETEBBIX YCTPOHCTB
Hcnons3oBanue untepdeiica komananoit crpoku (CLI) mist cOopa cBeeHHi 0 CeTeBbIX
YCTpOMCTBAX
VYnpasienue ¢aitnamu KOHQUTypai MapUIpyTU3aTopa ¢ MOMOIIBIO TPOrPaMMHOTO
oOecrneyeHus dMYJISALUN TepMUHAIa
VYnpasnenue daitnamu KoHGUTypauu ycTpoicTs ¢ ucnonb3oBanueM TFTP-cepsepa, duem
namsatu u USB-Hakonurens
ba3oBas HacTpolika KOMMyTaTOpa
HacTtpoiika napameTpoB 6€30MacHOCTH KOMMYTaTopa
Kondurypauus cereit VLAN u TpaHKOBBIX KaHAJIOB
[Touck u ycTpaneHue Henonaaok B koHpurypauuu VLAN
Peanuzanus cucremsl 6e3onacHoctu cetn VLAN
Hacrpoiika 6a30BbIX MapaMeTpOB MapIIpyTH3aTOpa ¢ TOMOIIBI0 HHTEpdeiica KoMaHTHOU
ctpoku (CLI) cuctemst Cisco I0S
Hacrpoiika 6a30BbIX mapaMeTpoB Mapuipytuzatopa ¢ momompbo CCP
Hacrpoiika mapmpytuzanuu mexxay VLAN it kaxkaoro uarepdeiica
Hactpoiika mapmpyruzanuu mexay VLAN Ha ocHoBe cranapta 802.1Q u TpaHKOBOTO KaHana


https://static-course-assets.s3.amazonaws.com/ITN50RU/files/6.4.3.5%20Lab%20-%20Building%20a%20Switch%20and%20Router%20Network.pdf
https://static-course-assets.s3.amazonaws.com/ITN50RU/files/11.4.2.7%20Lab%20-%20Managing%20Device%20Configuration%20Files%20Using%20TFTP,%20Flash,%20and%20USB.pdf
https://static-course-assets.s3.amazonaws.com/ITN50RU/files/11.4.2.7%20Lab%20-%20Managing%20Device%20Configuration%20Files%20Using%20TFTP,%20Flash,%20and%20USB.pdf

ITorck u ycTpaHeHHE HEMOJIAIOK B MapUIpyTH3alu Mexay ceTsiMu VLAN
Hactpolika ctatnueckux MapupyTos u MmapupyTtos IPv4 o ymonuanuto
Hacrpoiika ctatnueckux mapuipyroB [Pv6 u mapuipytoB [IPv6 no ymonyanuio
Pa3zpabotka u peanuzanus cxemsl aapecanuu [IPv4 ¢ ucnonszoBanuem VLSM
Pacuér cymmapubix mapuipytoB IPv4 u [Pv6

[Touck u ycTpaHneHue HEMoOJAAA0K cTaTuueckux MapupytoB [Pv4 u [Pv6
Hacrpoiika npotokonoB RIPv2 u RIPng

Hactpoiika 6a3zoBoro nporokosna OSPFv2 nis ogHolt obnactu

bazosas nactpoiika nporokona OSPFv3 mns ognol obnactu

Hacrpoiika u nmpoBepka cranaaptabix ACL-cniuckoB

Hacrpoiika u npoBepka orpanundenuii VI'Y

Hacrpoiika u nmpoBepka pacumpeHHbix ACL-ciiuckoB

[Touck u ycTpaHeHHE HEMOJIaI0K B HacTporke u pazmenieHnu ACL-crinckoB
Hactpoiika u npoBepka ACL-cniickoB s IPv6

bazoBas nactpoitka DHCPv4 na mapuipyruzarope

bazoBas nacrpoitka DHCPv4 na kommyrarope

[Touck u ycTpaneHnue Hernonaaok B pabore DHCPv4

Hacrpoiika cepsepa DHCPv6 6e3 oTCiie:)xuBaHusi COCTOSIHUS M C OTCJICKMBAHUEM COCTOSIHUS
[Touck u ycTpanenue Hernozianok B pabore DHCPv6

Hacrpoiika nunamuueckoro u crarudeckoro NAT

Hacrpoiika NAT-niyna ¢ neperpyskoit u PAT

[Touck u ycTpanenue Henonanok KoHpurypammii NAT

IIpon3BoacTBeHHasI IPAKTHKA
VYyacTue B IpOEKTUPOBAHUU CETEBOW HHPPACTPYKTYPHI;
VYyactue B opraHu3aluy CeTeBOro aIMUHUCTPUPOBAHMS;
OKcIutyatanusi 0ObeKTOB CETEBOM MHPPACTPYKTYpPHI;
VYyactue B ynpaBiIeHUH CETEBBIMU CEPBUCAMU;
VYuacTtue B MOJIepHU3ALMH CETEBON MH(PACTPYKTYpHI;
COop naHHBIX Ul aHAIW3a MCIOJBb30BaHUS M (DYHKIIMOHMPOBAHUS MPOrPaMMHO-TEXHUYECKUX
CPEICTB KOMITBIOTEPHBIX CETEH;
VYyactue B pa3pabOTKe METOIOB, CPEICTB U TEXHOJOTUHA TPUMEHEHUs OOBEKTOB
npodeccuoHaIbHOMN J1eSTeTbHOCTH;
[TpoBenenune npoduiakTuyeckux paboOT Ha OOBEKTaX CeTeBOW MHQPACTPYKTYpbl M padbOUmMx
CTaHLMSIX;
VYyacTue B HHBEHTApU3allMU TEXHUUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI, OCYILIECTBICHNE
KOHTPOJIS TOCTYIUBILIETO U3 PEMOHTa 000pyJOBAHUS;
3aMeHa pacXo/IHbIX MaTEpHUaIOB U MEJIKUN PEMOHT NepUPEepUiHOT0 000pyI0BaHUS, ONIPEIEISTH
ycrapeslee 000py10BaHHE U POTrpaMMHBIE CPEJICTBA CETEBOW HHPPACTPYKTYPHI.



