4 MHWHUCTEPCTBO OGPA30BAHMA 1 HAYKH PECITYBJIMKA

' 4 BAIIIKOPTOCTAH
I'ocynapcTBeHHOE OrOIKETHOE MTPO(eCCHOHATBHOE 00pa30BaTEIbHOE YUPEKICHUE
YKPTB Y hUMCKUI KOJIICIK PaMOICKTPOHUKH, TSICKOMMYHHUKAIIMK U 0€30IIaCHOCTH
YTBEPX/AIO
Hupexrop
N.B. Hyiikun
«__» 2021 r.
PABOYAS ITPOI'PAMMA

IMPOPECCHUOHAJIBHOI'O MOAYJIA
IM03 OBECIHEYEHHE HH®OPMAILIHOHHOH BE30ITACHOCTH
HHDOKOMMYHHUKAIIHOHHBIX CETEH H CHCTEM CBA3H

COI'JTACOBAHO
3aB. kadenpoit
Kabupona 3.P.

PA3PABOTAJIN:
IIpenonaBarenu
Kucnummu H.A.
Kabuposa 3.P.

Vipa, 2021 1.



CocraBureib:
Kucanunn Hukura Anekceesny, npenogasarens 'BIIOY YKPTH

KabupoBa Jabmupa PunaTtoBHa, npenogaBareib Boiciieid kateropuu I'BIIOY YKPTH

COJIEPKAHME

TTACTIOPT TTPOI'PAMMBI ITPO®ECCHUOHAJILHOTO MOTYJIS
PE3VJILTATHI OCBOEHUS [TPOGECCUOHAJILHOTO MOJYJIS
CTPYKTYPA U COJIEPYKAHUE ITPO®ECCUOHAJILHOT'O MO JIS
VCJIOBUS PEAJIM3ALIVSI ITPOT'PAMMBI ITPO®ECCUOHAJIEHOT'O
MOJIYJISI

5. KOHTPOJIb ¥ OLIEHKA PE3VJIbTATOB OCBOEHUSI
[TPO®ECCUOHAJIBHOTO MOTYJIS

A W o

29

33



1. TACHHOPT ITPOI'PAMMBI ITPO®ECCHOHAJIBHOI'O MOAYJIA

I[IM03 OBECIIEYEHUE HH@OPMAHMOH@OPI BE3OITACHOCTU
NHO®OKOMMVYHUKAIMOHHBIX CETEWU 1 CUCTEM CBA3U1

HazgaHue npopeccuonarbHo20 Mooyis

1.1. Heas ¥ nJIaHMPYeMBble pe3yJabTaThl 0CBOeHHS NMPOG¢eCcCHOHAIBHOI0 MOIYJIs

B pesynbrate u3ydeHus: NPO(ECCHOHAIBHOTO MOZYIS CTYACHT JO/DKCH OCBOMTH OCHOBHOW BHJ
npodeccHoHATbHON NIeATETbHOCTH «OBECHEYEHME MHOOPMAIMOHHOUN BE3OITACHOCTH
NHOOKOMMYHUKAIIMOHHBIX CETEM U CUCTEM CBA3M» ¥ COOTBETCTBYIOIIME €MY

npodeccroHaTbHBIC KOMITETESHITUH U OOIIUE KOMITETEHITUH:

[Tepeuensb 00X KOMITETCHITHIA

Koo Haumenosarnue obuux xomnemenyutii

OK 01 Buibupame  cnocobwt  pewenus  3a0au  npogeccuoHanrvHol  OesmenbHOCMmU,
NPUMEHUMENILHO K PA3TUYHBIM KOHMEKCMAaM.

OK 02 Ocywecmenams HOUCK, AHAIU3 U UHMEpnpemayuro ungopmayuu, Heoobxooumou 0l
8bINOIHEHUS 3a0a4 NPOPeCCUOHANbHOU 0esTMeNbHOCHIU.

OK 03 IInanuposamv u peanuzogvieams coOCmMeeHHOe NpPopeccuoHarvHoe U JAUYHOCIHOE
pazeumue.

OK 04 PaboTath B KOJJIEKTUBE M KOMaHze, 3(pPeKTUBHO B3aMMOIECHCTBOBATH C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTaMH.

OK 05 OcymiecTBISATh YCTHYIO M HUCbMEHHYI0O KOMMYHHKAIMIO Ha TOCYJJApCTBEHHOM SI3bIKE C
y4€TOM 0COOEHHOCTEH COLIMAIIBHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 06 [IposiBNATE TpPaXAAHCKO-NATPHUOTUYECKYIO IO3HIHI0, JEMOHCTPUPOBATH OCO3HAHHOE
HOBEJICHHE Ha OCHOBE O0IEUeTI0BEYECKUX IEHHOCTEH.

OK 07 CopeiicTBOBaTh COXpAaHEHUIO OKPY’KAIOLIEH Cpelibl, pecypcocoepexeHuto, 3pHEeKTUBHO
JIeCTBOBATh B YPE3BbIUANHBIX CUTYAIHIX.

OK 08 Hcnonp3oBath cpeactBa (U3NYECKOM KyJIbTYphl [UIsl COXPAaHEHUS M YKpEIUICHHUS
3I0pOBbsI B Ipoliecce MPO(ECCHOHANBHON  AEATENbHOCTH M MOAJIEp)KaHHe
HE00XOAMMOT0 YPOBHS (DU3UYECKOM MOTOTOBICHHOCTH.

OK 09 Vcnonb30BaTh MH(POPMAIIMOHHBIE TEXHOJIOTHU B MPO(ECCHOHATBHOMN IesITEIbHOCTH.

OK 10 [Tonb30BaTbes  mpodeccHOHANBbHOM — JOKYMEHTalMell Ha TOCyJAapCTBEHHOM U
UHOCTPAHHOM SI3bIKE.

Ilepeuens npoghpeccuonanbHbix KOMREMeHYul

Koo Haumenosanue 61006 desimenvHocmu u npo@eccuoHaIbHbIX KOMNemeHyuil

Bl Obecneuenre MHGOPMAIIMOHHON 0€30MacHOCTH HMH()OKOMMYHHMKALIMOHHBIX CeTell u
CHCTEM CBSI3U

IIK 3.1. BuIABAATE YIPo3bl M YA3BUMOCTH B CeTE€BOM HH(PPACTPYKTYpe ¢ HCIOIb30BAHUEM
CHCTEeMbI AHAJIM3A 3alIUIIIEHHOCTH.

IIK 3.2. PaspabarbiBaTh KOMILIEKC MeETOA0B M CPEACTB 3allUThl HMHPOPMAUMH B
HHPOKOMMYHUKALHOHHBIX CETAX U CHCTEMAaX CBSA3M.

IIK 3.3. OcyuiecTBaATH TeKyliee aJIMHMHUCTPHPOBaHUE I 3alHUThI

HHPOKOMMYHMKAIMOHHBIX CeTeii M CHCTeM CBSI3M € HCHOJb30BAHHEM
CHEHAIM3UPOBAHHOTO IPOrPaMMHOr0 obecreueHus: 1 000pyI0BaHHUsL.




B pesynbrare ocBoeHUs MPO(PECCHOHATBHOTO MOTYJISl CTYACHT JIOJIKEH:

Nmets - aHaJIM3€e CETeBOW MHPPACTPYKTYPHI,
MIPAKTUYECKHIA | BBISBICHUU YIPO3 U YSI3BUMOCTHU B CETEBOU HH(MPACTPYKTYPE;
OTIBIT B: pa3paboTKe KOMIUIEKCa METO/I0B U CPEICTB 3aIIUThl MHPOPMAIIUH B

MH()OKOMMYHHUKAIIMOHHBIX CETSX U CHCTEMaX CBSI3U;

OCYIIECTBICHUH TEKYIIETO aIMUHUCTPUPOBAHUS JIJIS 3AIIUTHI
MH()OKOMMYHHUKAIIMOHHBIX CETEH U CHCTEM CBSI3H;

WCIOJIb30BAaHUHU CHEIHATU3UPOBAHHOTO IPOrPAMMHOT0 00ecTieyeHHs U
000pyI0BaHus AJIs1 3alUTHl ”HHOKOMMYHHUKAIIMOHHBIX CETEH U CHCTEM CBSI3H.
YMmeTs: KJIacCU(UIUPOBATH YTPO3bl HHPOPMAIIMOHHOM 0€3011aCHOCTH B
MH()OKOMMYHHUKAIIMOHHBIX CHCTEMaX M CETSAX CBSI3U;

OTIpeEIISATh ONTUMAJbHBIE CIIOCOOBI 0OecreueHus: HGOPMaIMOHHON
0e30I1acHOCTH;

OCYIIECTBISATH MEPOMIPHUATHS 10 MPOBEICHUIO aTTECTAIIMOHHBIX paboT U
BBISIBJICHHIO KAHAJIOB YTCUKU;

BBISIBJISITH HEJIOCTATKH CUCTEM 3AIIHUTHI B CHCTEMaX U CETSAX CBS3U C
WCIIO0JIb30BAaHUEM CIICIIMAIM3UPOBAHHBIX IPOTPAMMHBIX TTPOYKTOB

BBITIOJTHSATH pacyeT U yCTaHOBKY CIIEUAIN3UPOBAHHOTO 000PYIOBAHUS IS
obecrnieueHrs MaKCUMaIbHOM 3aIUIIICHHOCTH CETEBBIX AJIEMEHTOB M JIOTHYSCKUX
ceTei;

3aIUIIaTh 0a3bl TaHHBIX TPU TOMOIIH CIICIIUATH3UPOBAHHBIX TPOTPAMMHBIX
MIPOJYKTOB.

3HaTh: MIPUHIIMITBI TIOCTPOSHUST HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;
MEXIyHapOAHbIE CTAHIAPTHI HHPOPMAIIMOHHOI 6€30MacHOCTH;

aKyCTHYECKHE U BUOPOAKYCTUUYCCKUE KaHAIBI YTEYKH MHPOPMAITUH, OCOOSHHOCTH
WX BOSHHUKHOBEHMSI, OpTaHU3AINH, BBISIBJICHHUS, U 3aKPbITHSI;

TEXHUYECKHUE KaHAJIbl yTEUKH HH(POPMAIINH, peau3yeMbIe B OTHOIIIEHUN 00BEKTOB
nH(OPMATHU3AINN U TEXHUYECKUX CPEJCTB MPEIIPUITHIA CBSI3U, CIIOCOOBI UX
0OHapy>KeHHS U 3aKPBITHUS;

KJ1acCU(UKALIHIO YTPO3 CETEeBOI 0€30MacHOCTH;

METO/IbI U CITOCOOBI 3aIUTHI UHPOPMAIIUU, TIepeAaBaAEMOM MO KabeTbHBIM
HAMPAaBIIAIONIUM CUCTEMAaM;

MpaBujIa MPOBEICHUSI BO3MOXKHBIX MIPOBEPOK COTIACHO HOPMATHUBHBIM JJOKyMEHTaM
denepalbHOI CITyKOBI M0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJTIO;

CpelICTBA 3aIIUTHI PA3TUYHBIX OTIEPAIIMOHHBIX CUCTEM U CPEbI TIepeaaun
uHpOopMaluu.

1.2. KoainuyecTBO 4acoB, 0OTBOJAMMOE HA 0CBOEHHUE MPO(PECCHOHATBLHOI0 MOAYJIs

Bcero gacoB — 482 gaca, B TOM 4HCIIE:
- 122 yaca BapuaTUBHON YacTH, HalpaBJICHHBIX HA YCUJIEHHE O00s3aTEIbHOU
4acTH MPOrpaMMbl IPO(HECCHOHATEHOTO MOJTYJISL.



2. CTPYKTYPA U COAEPKAHUE ITPO®ECCUOHAJIBHOI'O MOAYJISA
«OBECIIEYEHME UH®OPMAIIMOHHOM BE30ITACHOCTU HHOOKOMMYHUKAIIMOHHBIX CETEN 1 CUCTEM CBSI31»

O0beM mpodeccHoHaIBLHOTO MOTYJIA, Yac.
Cymma Obyuenue no MJIK
Kozt HanmenoBanust pa3ienoB | pHBI T B mcfw yucne Ilpaxmuru Camocros
npodeccHoHabH
BIX OGIIIX po(hecCuoHaIbHOTO 00BemM Beero JlaGopatopHs! | KypcoBbl Mpomssoacracin TenLHasll
KOMITCTEHITHiA MOZYJIA Harpysk X | X paboT VYuebHas s pabora
H, 9ac. MpakTHYecku | (TPOEKTO
X 3aHATHIA B)
[IK 3.1, 3.3 Pa3nex 1. [IpumeHenne
OK 01-10 POrpaMMHO-aNIapaTHBIX
CPEICTB 3aIlUThI 166 142 70 i i 14
uH(pOpMaIK B
UH(POKOMMYHHKAIIMOHHBI
X CUCTEMaXx U CETSX CBS3U -
I1K 3.1-3.3 Pa3nex 2. [IpumeHenne - -
OK 01-10 KOMIUIEKCHON CHCTEMBI
3aIuThl HHHOPMAITUH B 164 140 70 14
MH()OKOMMYHHKAIIHOHHBI
X CHCTEMaXx U CETSX CBS3U
IK 3.1-3.3 Y4aeOHas mpakTuka (no -
OK 01-10 npogunto 72 72
cneyuanbHoCmu), 4acos
(KOHYEeHmPUpPOBanHo)
IIK 3.1-3.3 [IpousBoacTBEeHHAS
OK 01-10 MIPAKTHKA (110 npoduiro
cneyuanrbHOCmu), 4acog 72 72
(Konyenmpuposanuas)
npakmuxa)
[TpomexyTouHas arrecTaiys (IK3aMeH) 8
Bcero: | 482 | 282 | 140 - 72 72 28

YCamocmosamenvnas paboma 6 pamkax 06paz0eamenvroll NPOPAMMbL NAAHUPYEMCs 06paA306amenbHol opaanusayueii 6 coomeemcemeuu ¢ mpebosanusmu @IOC CIIO 6 npedenax
o0bvema npogheccuoHanbHo20 MOOYIsl 8 KOAUUeCmee 4acos, HeoOX00UuMoM OJi 6bINOJHEHUs. 3A0AHUL CAMOCTNOSMENbHOU pabomyl 00yuaArOWUXCsl, NPe0yCMOMPEHHbIX MeMAMU4ecKUM
NJIAHOM U COOePIICaHUuem nPOPecCUOHATbHO20 MOOYIIS.



2.2. TeMaTHUeCKHIi IIJIAH U COJ ﬁma}me n[h ﬁeccnonanbnoro voayJas (IIM) OBECIIEYUEHHUE I/IHQ)OPMAIII/IOHHOI/I

BE3OITACHOCTN THO®OKOMMYHUKAIINMOHHBIX CETEU U CUCTEM CBA3U
IV cemecTp
HaumeHoBaHue pa3jie/ioB Conep:xanue y4ye0OHOro MaTepuasia, JJadopaTopHbie padoThl M NPAKTUHYECKUE 3AHATHS, Oo0bem
U TeM CcaMoCTOsITe/ILHAsI padoTa o0yuaouuxcs, KypcoBasi padoT (IIpoeKT) 4acoB
npogeccHoHAIBLHOT0
moayJs (ITM),
MEKTUCHUTITHHAPHBIX
kypcos (M/IK)
1 2 3

Paznen 1. 166
[IpumeHeHne NporpaMMHO-aNNapaTHbIX CPEACTB 3alUThl HH(OpMalMi B ”HPOKOMMYHUKALIMOHHBIX CUCTEMAX U CETSIX CBA3H
M/IK 03.01 166

TexHnonorus MMPUMCHCHUS IMPOTrpaMMHO-alIapaTHbIX CPCACTB 3alllUThI I/IH(l)OpMaIII/II/I B I/IH(bOKOMMYHI/IKaIII/IOHHI)IX CHUCTEMAX U CCTAX
CBA3HU

Tema 1.1. Ob6ecnieuenue Coaep:xanue 12
6e3011acHOCTH 1 | IIpobaembr  oOecrmeyeHusi  0e30MACHOCTH  ONEepPaAlMOHHBIX  cucreM. IlomHOCTBIO 2
OTIEPALIMOHHBIX CHCTEM KOHTpOJIUpyeMbIe cucTeMbl. YacTuuHo-KOHTposupyemsbie cuctembl. Windows XP. Windows 7.
Windows8. Linux. QNX u sipyrue onepanuoHHbIe CHCTEMBL.
2 | TexHosorum ayTeHTHUKATMT 2
AyTeHTH(UKaLKS, aBTOPU3ALIUS M a]IMUHUCTPUPOBAHHE JeHCTBUH MMOJIb30BaTeNsl.
3 | ApXHTeKTypa NoacucTeMbI 3alIIMTHI ONepaluoHHoi cuctembl Windows7 2
Ocobennoctu OC Windows7. Bo3MOKHOCTH aIMUHHCTPATOPA.
4 | daiinoBbIe CUCTEMBbI 2
CrpykTypa, (haiisl, mpaBa
5 | 3arpy3ka OC, TexHoJiornu BUPTYaIn3alUH 2
BIOS, Bupryanuzanus
6 | Hage:xkHoe xpaHeHue uHGopManuu 2
RAID maccuBbl
IIpakTHyeckune 3aHATHSA 18
1-2 | TarHble cpencraa 3ammtbl Windows 4
3-4 | N3yuenue cpeaCTB UACHTU(DUKALIUYN ayTEeHTU(HUKAIIMK ONIepallMOHHBIX cucTteM HacTpoiika 4
nokanbHOM noauTtuku 0ezonacHoctn Windows. [lonutuka naposeit. [lonutukn yueTHbeIx
3anuceil. Haznauenue npas nonb3oBarens. HacTpoiika J0KaabHOM MOJUTHKY 0€3011acCHOCTH
Windows. [Tapamerpsl 6e3omacuoctu. [lonmtuka ayaura




5-6 | [Iporpammel HaiexKHOTO yaaneHUs: nHPpopmaii. BocctaHoBlieHHe HHPOPMAITUN TUITOBBIMH 4
cpeactBamu Ilporpammel BOCCTaHOBIIEHHE HHPOPMALIHH
7-8 | AIIM/I3 KpunToH-3aMOK WHUITHAIH3AIMS CHCTEMHOTO aIMUHUCTPATOPA, HHUITHATH3AIUS 4
10JIb30BATENS], IPOBEPKA LIETOCTHOCTH CPEbI
9 | AnmapatHsble cpencta mudpoBanus Kpunron4,8 HacTpoiika, SKCITyaTamys 2
Tema 1.2 Ob6ecrieucHue Conep:xanue 16
0e301acHOCTH 1 | Pa3rpannyeHue 10CTyNa K 00bEKTaM ONEePALlMOHHOM CHCTEMBI 2
MH(POPMALMOHHBIX Mopenu nocryna. JluckpenuonHast Mmoaesb. MannatHas Mozeis. Pomu.
TEXHOJIOTHI1 2 | IIpoTOKOIBI CETH, TOMEHbI 2
IPv4, IPv6, DHCP, DNS
3 | Active Directory 2
KomiuiekcHas cuctema opranusanuu ynpasiaeHus gocrynom. Muacrausinus. Hacrpoiika
4 | I'pynnoBble MOJUTUKH 0€30MACHOCTH 2
GPO
5 | Ioura 2
SMTP, POP3, IMAP
6 | [IpoTokoabl ayTeHTH(IUKALUH U T0CTYIA 2
LDAP, SAMBA, Kerberos
7 | OYHKIUN MEKCETEBbIX IKPAHOB 2
OrpaHnueHue J0OCTyna BHEIIHUX TMojJb3oBarened. Pasrpannuenue npoctyna. @uibTpanus
Tpaduka.
Anamu3 uHpopmanuu. [laketnas ¢unbrpamus. [Tocpennudeckue GyHkuu. J[omomTHUTENbHbIE
Bo3MOokHOCTH MD. Mogens OSI. Dxpanupytromuii Mapmpytusarop. 1103 ceancoBoro ypoBHs.
[Tpuknagaon nuiro3. 1103 3KCnepTHOro ypoBHSL.
8 | IIpobaembl HH(POPMANIMOHHO 0€30MACHOCTH ceTel 2
BBenenue B ceteBoil mH(opmanmoHHBI oO0MmeH. Mcnons3oBanue cetu MHTepHer. Monenb
ISO/OSI u crek nporokosioB TCP/IP.
IIpakTHyeckne 3aHATHSA 18
9 | ba3oBas HacTpoiika cepBepa 2
1101' [TogHsiTHE KOHTpOJIIIEpA TOMEHA 4
12 | Co3nanue u Hactpoiika posn DHCP Ha 0CHOBHOM KOHTpOJIIIEpE JOMEHA 2
13 | Co3nanue u HacTtpoiika pon DNS Ha 0CHOBHOM KOHTpoJIIepe IOMEHa 2
14 | BBox MammmHEI B TOMEH 2




15- | JloGaBieHue TOMONHUTENFHOTO KOHTPOJUIEPa JOMEHA B CyIIECTBYOMUI 1oMeH ActiveDirectory 4
16
17 | llognsitue u HacTpoiika Web-cepsepa IIS 2
18 | Hacrtpoiika MeKCETeBOTO dKpaHa. 2
Tema 1.3 Copep:xxanue 26
CpenctBa 3aliuThl 1, | IIpobJieMbl HH(POPMALMOHHOI 0€30MACHOCTH ceTeil 4
uHpOpPMAaLIUU OT 2 | 3ammTa nadopmManuu Ha (GU3NIECKOM M KAHATHHOM YPOBHE
HECAHKLIMOHUPOBAHHOTO 3, | Ipo6sembl nHpOPMALHOHHOI 0€30MACHOCTH ceTeil 4
nocryna 4 | BamuTa nHOpMAaIMK HA CETEeBOM M TpaHcnopTHOM ypoBHe IPSec, AH, ESP.
OCHOBBI TEXHOJIOTHH 5, | IIpo6JemMbl HHPOPMAMOHHOI 0€30MACHOCTH ceTeil 4
BUPTYaIbHBIX 6 | 3ammra nHGOpPMAIIMK HA CEAHCOBOM, MTPUKJIAJHOM H YPOBHE TIPEICTABICHUS
3alMIIEeHHbIX ceTeir VPN OpraHmauHﬂ YIAJICHHOTO JOCTyIa. YIIpaBJICHUE Hz[eHTI/I(bI/IKauHeﬁ U JOCTYIOM. CpeI[CTBa
yrpasienus gocrynom.Web-noctyn. [Iporokosst PAP, CHAP,S/Key, SSO, Kerberos.
7, | Ilpo0JemMbl HH(pOPMALMOHHOI 0€30IACHOCTH ceTeil 4
8 | Ocuosubie nmpoTokonsl Moaean ISO/OSI u creka npotokonos TCP/IP. IP, DHCP, DNS, LDAP.
9, | Ipo6aembl nHpOPMAIHOHHOI 0€30MACHOCTH ceTeil 4
10 | Ocuosusie npotokoisl Mojenu ISO/OSI u creka mporokonos TCP/IP. FTP, HTTP, SMTP.
11, | KoHuenuusi nocTpoeHusi BUPTYAJIbHBIX 3alIMIIEHHBIX ceTeil 4
12 | Hagexxnas mepenaya wuHopManuu 1O HeE3alIMIIEHHBIM KaHanam cBsi3u. [lludposanue.
Aytentudukanus. Bepudukaums. U30b1TouHOE KOAMPOBAHUE.
13 | VPN — pemeHusi Aj1sl NOCTPOeHHS 3alUIIEHHBIX ceTeil 2
Bupryansusie 3amuimennsie cetu. TyHenupoBanue. MHkancysius naketoB. CTpyKTypa nmakera.
CrpykTypa 3allMIIEHHOrO MakeTra. BapuaHThl MOCTPOSHMs  3aLIMIIEHHBIX  KaHAJIOB.
Knaccudukanmus.
IIpakTHyeckune 3aHATHSA 24
19 Pabota ¢ nokanbHbIM XpanwmiuiieM ceptudukaro 8 OC WINDOWS 2
20 VYcranoBka u HacTpoiika [10 eToken PKI Client 2
21 Hacrpoiika I10 eToken PKI Client c moMomipro rpynmnoBbIX MOJUTHK 2
22 PasseptriBanne TMS B cpene Active Directory 2
23 Hacrpoiika TMS B cpene Active Directory. Hactpoiika momutuk TMS 2
24 HacTtpoiika ucnosabp30BaHusi BUPTYaJIbHOIO TOKEHA 2
25 Mcnonb30BaHue TOKEHA HA pabodyeM MecTe aIMHUHHUCTPAaTopa 2
26 Ycranoska u Hactpoiika CK3U «Kpunrollpo CSPy 2
27 PaboTta ¢ KoHTeliHepamMM 3aKpbITOTO KJ04a M cepTU(UKATAMHU IOJIH30BATENS CpPEACTBAMHU 2

Kpunro ITpo CSP




28

[Tpumenenue SecretDisk4. ITpumenenue SecretDisk Server NG

29

N3zyuenne ocnoBHbIX Bo3moskHocTei [10 VipNet Client Mzyuenue nactpoek ITOVipNet Client

30

N3ydenue Bo3moxknoctel [10 JlemoBast moura

NIN(N

Tema 1.4. OGecnieuenne
0€e301acHOCTH
KOMITBIOTEPHBIX CHCTEM U
cereil. Texnonoruu Data

Leakage Prevention (DLP).

Conepxanue

1

3amura uHopManuu 0T BHYTPEHHHUX YIPo3 HH()OPMAINMOHHOI 0e30NMacHOCTH. BrisBiieHne
yTeYeK ¢ ucrnoyib3oBaHueM texHosnoruu Data Leakage Prevention (DLP). Teopust u mpakTuka
npuMeHeHust DLP-cucrem.

YcranoBka, KOHGUrypUpPOBaHNEe U YCTPAHEHHE HEHCIIPABHOCTEH B CHCTEMe
KOPNOPATHUBHOM 3aIIIUTHI OT BHYTPEHHUX YIPoO3.

YcranoBka DLP IWTM B BuUpTYya/ibHOM OKpY:KeHUH. Pesxxumbl pOrt mirroring u proxy.

Kondurypuposanne DLP IWTM
HcnipaBneHue TUIIOBBIX HEMCIIPABHOCTEH.

TexHo0J10rMH areHTCKOr0 MOHUTOPHHIA
HazHaueHune areHTCKOro MOHUTOPUHTA. Y CTAHOBKA U HACTPOMKA ar€éHTCKOT0 MOHUTOPHUHTA.
Wntepodeiic koncomu DLP IWDM. PaboTa B KOHCOH yIpaBICHUS areHTOM

Ilo1MTHKH areHTCKOr0o MOHMTOPHMHIA, 0COOCHHOCTH MX HacTpPoiku. Co3JaHue U MpoBEpKa
nonutuK. Co3aHue MOJIMTHK 3aIIUThI HA areHTax; OuibTpaius COObITHI;

HacTtpoiika coBMECTHBIX COOBITHI ar€HTCKOTO U CETEBOI0 MOHUTOPHHTa; PaboTa ¢ HocuTensIMu
u yctporictBamu; Pabora ¢ daiinamu; Kontpons npusnosxennii; VIckiatoueHue U3 coObITHIMA
nepexsara.

Pa3paﬁoTKa MOJIMTUK 6C3OHaCHOCTI/I, AHAJIN3 BBIABJICHHBIX HHIIUACHTOB

Pa3paGorka u TectupoBanue nojauTuk B cucreme DLP IWTM. Pa6ora ¢ pa3nenom
TEXHOJIOTUU CUCTEMbI KOPIIOPATUBHON 3aIIUTHI: KATETOPUU M TEPMUHBI, TEKCTOBBIE OOBEKTHI;
Pabora ¢ coObITHsIMH, 3a1IPOCHL, OOBEKTHI NTEpeXBaTa, UACHTU(UKALNSI KOHTAKTOB B COOBITUH;
Pabota co cBoikaMu, BHJDKeTaMu, cBojikaMu; PaboTa ¢ mepconamu; Pabora ¢ o0bekTamu
3amuThl; [IpoBecTn mMuTaNMIO Mpoliecca yTeuyku KOH(UISCHIIMATbHON HH(OPMAaLIUK B CUCTEME;
Co31aTh HEMPOTUBOPEUNBBIE MOJUTUKH, COOTBETCTBYIOIME HOPMATHBHOI 0aze u
3aKOHOJAATEIbCTBY; 3aJ0KyMEHTHPOBATh CO3/IaHHBIE TOJUTUKU UCIIOJIb3YSl B COOTBETCTBHUH C
TpeOOBaHUSAMHU COBPEMEHHBIX CTAHIAPTOB B 001acTH 3amuThl HHPOpMaruu. Padora ¢
KaTeropusiMu 1 TepMUHaMHu; Vcrionb3oBaHue perysspHbIX BelpakeHuii; Micnonb3oBanue
Mopdosoruueckoro noucka; * Pabora c rpapuueckumu oobekramu; Pabora ¢ BeIrpy3kamMu u
0a3 nannHeix; PaboTa ¢ meuatsmu u O1ankamu; PaboTa ¢ (haioBEIMHU THIIAMU;

Monurtopunr tpaduka. [IpoBepka npuMeHeHHs MOJUTHK 4-X BUAOB: TpaduK, NepcoHsl, Oydep
oOMeHa, 1BHKeHue ¢aitos. PaboTa ¢ kpayiepoMm.




IIpakTHYecKHe 3aHATHSA

20

31- | YcraHoBka, KOHGUTYpUPOBAHUE U
32 yCTpaHEHUE HEUCIIPABHOCTEH B CCTEME
KOPITIOPATHBHOH 3aIIUTHI OT BHYTPEHHHUX YIPO3

33- | Pa3zpaboTka moauTuk 06€30MMacHOCTH B
34 CHCTEME KOPIOPATUBHOM 3alUThI HH(POPMAIIUU OT
BHYTPEHHHUX YIPO3

35- | Ilouck u mpenoTBpalicHue

36 UHIUACHTOB. TEeXHOJIOTHH aHAIH3a CETEBOTO
Tpaduka B CHCTEME KOPIIOPATUBHOMU 3aIIUTHI
uH(OpMAIIMK OT BHYTPEHHHUX YIPO3

37- | TexHONOTHH areHTCKOTO MOHUTOPUHTA
38

39- | AHanu3 BBIABICHHBIX UHIMICHTOB

40

CamocrosiTesibHast paboTa npu u3ydenuu pasaena 1 IIM 03.

- JlonoNHUTEIPHOE KOHCIIEKTUPOBAHUE MaTepUalla 10 TeMaM M3 PEKOMEHyEMOH MPENo1aBaTesIeM JIUTEPATyPHI.

- CaMOCTOSTENbHOE N3YUYEHHE [TOCTAHOBJICHUH NTPaBUTENBCTBA, 3aKOHOB U JPYTHX PYKOBOJSIINX TOKYMEHTOB B 00J1aCTH 3alUThI
uHpopmanuu.

- U3yuenue crienmanu3supoBaHHON JIUTEpaTyphl, HEPUOANUYECKON MeUaTH 10 BOIPOCaM OKa3aHMs HOBBIX YCIYT B cepe
MH(POPMALIMOHHOM 0€30MacHOCTH.

- N3yueHne BO3MOKHOCTEN M TEXHUYECKUX XapaKTEPUCTUK ITPOrpaMMHO-alapaTHIX CPEACTB 3aIUThl MH(POpPMAaLIUH.
IIpumepHas TeMaTHKA BHEAYAUTOPHOH CAMOCTOATE/IBLHOM padoThI:

1. CocraBnenue A0KJIaja 10 NePCHEKTUBE U HAPABICHHUIO Pa3BUTHSI POTPaMMHO-aNNapaTHIX CPEJCTB 3aIlUThl HHPOpPMAIK Ha
OCHOBe ITyOMKalui B IEPHOAMYECKON CIelMaIn3UPOBaHHOMN anmaparype.

2. IIpakTHyeckoe NpUMEHEHNE aHTUBUPYCHBIX MPOTPAMM JUIs 3alllUThl HH()OPMALIUK OT HECAaHKLIMOHUPOBAHHOTO JJOCTYTIA.

3. IlpumeHeHue pa3MyHbIX BUJOB MK (poBaHus nHGpopManuu, xpansiueiics Ha 1K 1 BBIHOCHBIX HOCUTENSAX HH(OPMAIIMHU C LIETbIO
IPEeIOTBPALEHHs] HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

4. [IpuMeHeHHne Pa3IUUHBIX POTPaMM JUIsl OIIEpAaTUBHOIO M FApaHTHPOBAHHOTO BOCCTaHOBIEHUs HH(opmarun Ha [1K.2

5. IlpumeHeHne mporpaMMHO-aIapaTHBIX CPENICTB UId 00ecIiedeH sl pa3rpaHUyeHHs 10CTyIa K 3aliiaeMoi nHpopMaIuH.

6. Pa3zpaboTka KOMILJIEKCa OpraHU3allMOHHO-aIMUHUCTPATUBHOMN 3aIIUTHI OT BPEJOHOCHBIX MPOTPAMM.

7. CamocTtosiTenbHas pa3padoTKa MPeII0KEHHH 110 TPOorpaMMHO-anmnapaTHON 3amuTe HHPOopMaIuy Ha OTPeIeTIEHHOM O0BEKTE.
8. [Ipumenenue noacucremsl 6ezomaciocty WINDOWS XP/Vista/7 st npeaoTBpaiieHns HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K
3almIaeMon nHpopmaIum.

14

IIpomexxyTouHasi aTTecTan M (3a4eT)

10

10



Pazpea 2.

IIpuMeHeHNe KOMILIEKCHOM CHCTeMbI 3alIUThI HHGOpPMALMH B HHPOKOMMYHUKAIIMOHHBIX CHCTEMAX M CeTAX CBA3H

164

MJIK 03.02

TexHoorus IMPUMCHCHHA KOMIIJICKCHOM CHCTEMBI 3allIUThI I/IHq)OpMaI_II/II/I B I/IH(i)OKOMMYHI/IKaI_II/IOHHI)IX CUCTEMAX U CCTAX CBA3U

164

Tema 2.1. OcHOBEI
UH(POPMALIMOHHOM
0€30I1aCHOCTH

Conep:kanue

33

1. OcHoBHBIE OHATHS HH(POPMAIMOHHOH Oe30macHOCTH. CYIIHOCTD U MOHATHS 33U ThI HH(POPMAIIHH.
3HayeHue MH(POPMALIMOHHON 6€30IaCHOCTH U €€ MECTO B CUCTEME HallMOHAJIbHON 0€301aCHOCTH.

2. Bujpl ¥ ICTOYHUKH yTpo3 HHPOpMaLMOHHOM Oe3onacHocTH Poccuiickoit @enepanunu. JJokTpuHa
nHpopmarnmonHoi 6e3omacHoctu Poccutickoit denepanmm.

3. OcHOBHBIE COCTABISIONINE HAIIMOHATIBHBIX HHTEpecoB Poccuiickoii deneparuu B ”HPOPMAIMOHHON
cdepe. Koncturynus PO u apyrue ocHOBOIOIararonye JOKyMEHTHI, 3aTparuBaoniie narepecs! PO B
uHpOpPMaAMOHHOM cdepe.

4. Cocrosiaue uHpopmaronHoii 6e3omacHocTy P 1 ocHOBHBIE 3a/1a4M 110 €€ 00eCIIeYEHHIO.
[NocynapctBenHas cuctema obecrieueHus nHpopManoHHoi 6e3onacHoctu Poccuiickoit deneparumu.
Perynsropsl B o0acTi nHGOpMAIIMOHHON 0€3011aCHOCTH.

20

TemaTnka NPaKTUYECKUX 3aHATHIA M J1a00PATOPHBIX padoT

1. TpeboBaHus Kk 6€30MaCHOCTH HHPOPMAITMOHHBIX CHCTEM

2. TpeboBanus K 6€301acCHOCTH MH(GOPMAIIMOHHBIX CHCTeM B Poccum

3. Onpenenenue TpebOBaHMH K 3a11UTe HHPOPMALIUU

CamocrosiTesibHasi padora

1. VI3yueHue ocHOBOMOMAraloUMX JOKYMEHTOB, 3aTparuBarolux nHrepecsl PO B nHpopManimoHHoOI
cdepe.

WIW(h|A~IN

Tema 2.2.
OpranuzairoHHO-
MIPABOBBIE ACTICKTHI
3amuThl HH()OpPMALIUU

Conep:xanue

44

1. CtpykTypa npaBoBoii 3auutsl uHGopMmaryu. CucreMa JOKyMEHTOB B 00J1aCTH 3allUThl HHPOPMALIUH.

2. OpraHu3alvOHHbIE OCHOBBI 3aIIUThHI HHGOpManuu. [IpHHINITEI OpraHU3alMOHHON 3aIIUTHI
UHpOpMaLIUH.

3. T'ocynapcTBEeHHBIE PEryIATOphl B 00JIaCTH 3alUThl HH()OpMAIUK, X TOTHOMOYHS U cdepa
komneTeHuu. O030p CTaHIAPTOB U METOJUYECKUX JOKYMEHTOB B 00J1aCTH 3alIUTHI HH(GOpMAIUH.
Perynupyrone opranu3aiuy B 06JacTy 3alIUThl HHPOPMALIUH.

4. Knaccudukanus nadopmanuu no kareropusim goctyna. Kpurepuu ouenku napopmanuu. Kareropuu
HapyIIEHUH MO CTeNeHU BaKHOCTH. OTBETCTBEHHOCTH 3a MpaBOHAPYIIEHUsS B MH(OpMaIinoHHOH! cdepe.
PykoBogsimme 1OKyMEHTBI, pErJIaMEHTUPYIOIINE OTBETCTBEHHOCTh. BUbI OTBETCTBEHHOCTH 3a
IpaBOHAPYIIEHUs B MHPOPMAILIMOHHOMU cdepe.

30

TeMaTHKa NPaAKTHYECKUX 3aHATHI U JIa0OPATOPHBIX padoT

10

1. TITpaBoBoe perynupoBaHie B MHPOPMALIMOHHOM cdepe
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2. UccnenoBaHue NPUHIMIIOB paOOThl HHIMKATOPOB noJs (Hanpumep, PUY-8 / MFP-8000, ST-107, ST-
165)

3. MccrnienoBanre BO3MOXKHOCTEH paOOThI PHIBTPOB CETEBBIX TOMEXOIOIABIISIOIINX

4. UccnenoBanue paboThI reHepaTopa nryma s 3anmTsl ot [IDMUH

CamocrosiTesibHas padoTa

1. IToaroroBka MMpe3CeHTalU 110 3aJaHHOM TeME C MOCJICAYIOIUM IMPEACTABIICHUECM IIPCIIOAaBaTCIIO B
QJICKTPOHHOM BHJIC.

Tema 2.3.KommaekcHas
CHCTEMa 3aIlUThI
uHpOpMaLUn

Conep:xanue

1. O6mas xapakTepucTHKa KOMIIEKCHON 3aIuThl nHpopMamu. OCHOBBI 00ecIeueHNsT KOMIUIEKCHON
3anuThl nHGopMaryu. CyIHOCTh U 33J]a4i KOMIUIEKCHOM 3amuThl nHpopMaruu. Ctparerun
KOMIUTEKCHOH 3amuThl nHpopMarmu. CTpyKTypa U OCHOBHBIE XapaKTEPUCTUKNA KOMIUICKCHOM 3aIUTHI
uHpOpMaLUH.

2. Kondunenuuanbuble cBefeHus. Buapl koHbuaennuansHoi nHGopmaruu. [lepcoHanbHble JaHHbIE.
Kommepueckas Taiina. baHkoBCKas TaliHa.

3. Cucrema ¢pusudeckoil 3aumrsl. O6001IEHHas CTPYKTypHas cxeMa oxpaHbl 00bekTa. IocThl 0XpaHbl.
IToncucrema nHxeHepHOU 3aUThI. [lepumerpoBas curnanusanus u orpaxaeHue. llepumerposoe
OCBEILICHUE.

4. CriocoOsbI 1 cpeicTBa 0OHapyskeHus yrpos. KomruiekcHoe o0cieioBaHue 3alIMIIEHHOCTH
nH(GOpMaIMOHHOHN crcTeMbl. CpecTBa HEUTpaIH3AI|H YTPO3.

TemaTnka NpaKTHYECKUX 3aHATHI H JIa00PATOPHBIX padoT

1. MccnenoBanue ysi3BUMOCTEN M IOCTPOEHHE MOJAETH YIPO3 00bEKTA 3aLUTHI.

2. Pa3pa60TI<a KOMIIJIEKCHON CUCTEMBI PIH)KGHCpHO-T@XHH‘ICCKOﬁ 3alllUThI I/IH(l)OpMaI_II/II/I Ha 00BEKTE.

3. MccnenoBanue BOZMOKHOCTEN YCTPOMCTBA /ISl 3alIUThl 00BEKTOB MH(POpMATU3AINH

CamocrosiTesibHasi padora

1. CocraBnenue q0KIJIa1a O NEPCHEKTUBE U HANPABJIEHUIO PA3BUTHUSI KOMIUIEKCHBIX CPE/ICTB 3aIlUTHI
MH(OpPMAaLMU Ha OCHOBE MMyOJIMKalMi B IEPUOJUUECKON JIUTEpaType.

Tema 2.4. InxeHepHo-
TEXHUYECKas 3aIlluTa
UHpOpMaLIUU

Conep:xanue

1. OcHOBBI HH)KEHEPHO-TEXHUUECKOH 3amuThl nHGopmanuu. [loapasnenenns TeXHUYECKOM 3aIUThI
UHOPMALIMU M UX OCHOBHBIE 33/1a4i. MeXaHMUECKHE CUCTEMBbI 3allUThI.

2. IloHaTHE HECAHKITMOHUPOBAHHOTO JIOCTYMA K 3amnuinaemoi napopmanuu. [Toustne HCJI x
unpopmanuu. Bunet HCI k nundopmarn. OcHoBHbIE criocoOb! 1 cpeactBa HC/I k 3amuriaemoit
nHpopmaruu. AkruBHbie criocodbl HCJI k nadOpManym.

3. Texuudeckue kaHabl yTeuku nHPopmaruu. O0Ias CTpyKTypa KaHala yTeUKd HHPOpMAIIH.
Knaccudukanus kananoB yredky nHpopmaiuu. 3amura “HPOPMaud OT YTEUKH 110 TEXHUIECKUM
KaHajam nepenayu uHdpopmarmu. [laccuBaoe npotusoaeiicteue HCJI.
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4. ObecnieueHne 6e30mMacHOCTH Tene(OHHBIX IeperoBopoB. IIpoTuBoAeHCTBIE HE3aKOHHOMY
HOKJIIOYEHUIO K JTMHUAM CBs3U. [IpoTHBOIEiicTBIE KOHTAKTHOMY M OECKOHTAaKTHOMY ITOJKIIOUCHHIO.
3amuTa oT nepexsara. [IpoTHBOCHCTBHE HECAHKIIMOHUPOBAHHOMY JIOCTYITy K HCTOUHHKAM
KoH(puaeHManpHON MHGOpManuy. 3amuTa HHPOPMAIMK B KaHAIAX CBS3U. AKYCTHUECKHIA KOHTPOIIb.
[TonsiTe pazbopuuBOCTH peun npu nepexsate nHpopmarmu. CriocoObl U cpeacTBa HHPOPMAITUOHHOTO
CKpBITHS peueBOM MH(OPMAIUH OT TOACTYILIUBAHUSI.

5. Jlemackupyromye Npu3Haky 3akiIaHbIX ycTpoicTB. Kitaccudukanus cpeacts oOHapyXeHuUs U
JIOKaJIM3aIM1 3aKJIaIHBIX YCTPOUCTB M UX u3nydeHuid. Kimaccudukanms cpeacTs oOHapyKeHus
HEU3JIydaronux 3aKiagok. KoHTposb JIMHUH CBA3H, OTXOJAUIMX OT TEXHUUYECKUX cpeacTB. [IpuHnmmb
KOHTPOJIS Telne(hOHHBIX JTUHUHN U LENeH AIeKTPONUTAHUS U 3a3eMIIeHHs. [IpUHIMITBI KOHTPOJIS 1ereit
anekTponuTanus. KoHTpouib ci1aboTouHbIX Lenel. IIpuHIMIbI KOHTPOJIs JIMHUM 3a3eMJIICHHUS.

6. CpencrBa HenMHEHHON paanonokanuu. [[puHIHITEI paboThl YCTPOWCTB HETMHEHHOW PaHOTOKAIIH.
Henunelinble paguonokaropbl. COBpeMEHHBIE CPEICTBA PAAUOIOKAMU. MeToIbl MOMCKa
pazruoM3ITydYeHHH 3aKJIaIHbIX yCTpoiicTB. MHnuKkaTops! monst. OOHapyKeHUE paiiOn3ITydeHHH.
ITanopamuble paguonpueMHuky. CkaHMpyronye NIPUEMHHKH.

TemaTHKka NpPaKTHYECKUX 3aHATHI H JIA0OPATOPHBIX padoT 20
1. AHanM3 UCTOYHHUKOB, KAHAJIOB PacPOCTPAaHEHHsI U KaHAJIOB YTEUKU MHPOPMALIUU 2
2. N3mepenne mapamerpoB BOCII ¢ moOMOIIbI0 CUCTEMBI OLIEHKH 3aIUIICHHOCTH ONTHYCCKUX JTMHHIMA 2
CBSI3U
3. OreHKa 3aIUIEHHOCTH ONITUYECKUX JIMHUNA CBSI3U C IIOMOIIBIO CHCTEMBI OIICHKH 3alHIIEHHOCTH 2
ONTUYECKUX JIMHUN CBSI3U
4. OneHka 3alUIIEHHOCTH € UCIIO0JIb30BAaHUEM CHCTEMbI OLIEHKHU 3aIIMIIEHHOCTH TEXHUUECKUX CPEACTB OT 4
yTeuku nHdopmanuu no ka"any [IDOMUH
5. UccnenoBanre BO3MOXKHOCTEH CUCTEMBI OIIEHKH 3alIMIIEHHOCTH BbIJICJIEHHBIX TOMEICHUH 2
6. M3mepenre ypoBHsi BHOPOYCKOPEHHS B OTPaKJAOIINX KOHCTPYKIHAX 4
7. Pacyer u olleHKa 3aIIMIIEHHOCTH MOMEIIEHHs [0 aKyCTUYECKOMY KaHaly 2
8. Pacuer u olleHKa 3aIIMIIEHHOCTH MOMEIIEHHSI [0 BUOPOAKYCTHUECKOMY KaHAITy 2
CamocrosiTesbHasi padora 4
1. Pa3paboTka npeanox)eHuid o HHXEHEPHO-TEXHUYECKO 3amuTe nHPOpMalliy Ha ONPEIEICHHOM 4
00BEKTE.
Tema Conepixanue 36
2.5 Kpunrorpapuueckas | 1. OcHoBsl kpunrorpaduu. CTpykTypa KpunrocucteMbl. OCHOBHBIE METOIBI KPHUIITOIPa(hUIECKOTO 26

3anMTa HHPOpMaLuu

npeoOpa3oBaHus JTaHHBIX.

2. Cummetpuunble kpunrocucteMsl. Llndpposanue meronom 3amensl. [lludposanue Mmeroiom
nepectanoBku. [lludposanue merogoM raMmupoBanusi. KpunrocucreMsl ¢ OTKPHITHIM Ki1F0UOM. OCHOBBI
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U (POBaHUS C OTKPBITHIM KIIIOYOM. AITOpuTM ooMeHa kimouamu uddu-Xemnmmana. Arropurm
mmmdposanus Rivest-Shamir-Adleman (RSA) ¢ OTKPBITBIM KJIFOUOM.

3. Cuctemsl anekTpoHHoi noanucu. [Ipodiaema ayTeHTH(DUKALUY TaHHBIX U 3JEKTPOHHAs u(poBast
noAnuck. TexHomorust paboTsl 3IEKTPOHHOM noAnucH. bezonacHbie Xem-(yHKINH, alrOPUTMBI
xempoBanusa. KoHTponbHOE 3HaYeHHe IuKiInyeckoro n3osirounoro koga CRC. Ludpossie
ceprudukatel. OTeyecTBEHHBIN cTaHAapT nudpoBoil moanucu. [ToHsTHE KpUIITOAHATIH3A.

TemaTnka NPaKTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT 10
1. ITouck M JIOKaIM3aLMsi CKPhITHIX BHJIEOKaMeEp 4
2. HccnenoBaHue METOI0B 3aILUThI COTOBBIX T€JIS(OHOB OT HECAHKLIMOHUPOBAHHOI'O IPOCIYLIMBAHUS 4
3. Co3nanue ckpbITOi HH(OpMALIUU. Y CTAHOBKA MAPOJICH. 2
Tema 2.6.AtrecTanus u Conep:xanue 22
JTUIEH3UPOBAHNE 1. O6mue Bonpocs o arrectammu OU o TpedoBanusiM 6e3omacHocTr nHGopmanuu. OCHOBHBIE CTATUU 14
00BEKTOB 3aIUTHI CO3J1aHus cucTeMbl 3auTsl HHGopmarun Ha OU. Ilopsiiok npoBeneHus aTTecTaliii 00bEKTOB
uHpopmaruzanui. OpraHu3avoHHAas CTPYKTYpa CHCTEMBI aTTeCTallud 00bEKTOB HH(POPMATH3AIIHH.
ITporpamMmMa ¥ METOMKA MPOBEICHHSI ATTECTALIMOHHBIX HUCIBITAHUM.
2. JInneH3npoBaHue AEATEILHOCTH B 00JIACTH 3alIUTHl KOHGUACHINATEHONH HHPOpMaun. JlIOKyMEeHTHI,
pa3pabaTbiBaeMble Ha 00beKkTax nH(popMaTU3auuu. JJoKyMeHThI, pa3pabaTbiBacéMble Ha aTTECTyEMOE
nomenieHue. [lopsaok AeMCTBU IPU JIMLICH3UPOBAHUH.
TemaTHKka NpPaKTHYECKUX 3aHATHI H JIA0OPATOPHBIX padoT 8
1. OOHapy>xeHue, UACHTUDUKALMS U JIOKAIU3aLUs U(PPOBBIX PAIUONIEPEAAIONIUX YCTPOHCTB € IOMOIIBIO 4
MHAMKATOPOB IOJIsI
2. Ilouck 1 0OHapyKEeHUE PaJIUON3ITYYAIOLINX CPEICTB 4
IIpome:kyTo4yHas aTTecTanus (IK3aMeH) 10
CamocrosiTesibHas padoTa npu u3y4enuu pasaena 2 IIM 03.: 14
- U3y4YEHHE OCHOBOTIOJIATAOIINX IOKYMEHTOB, 3aTparuBaroiux natepecsl PO B nndopmanmonHoit cdepe;
- 03HaKOMJIEHHE C HOPMaTUBHBIMU JJoKyMeHTamu 1o 1b;
- U3YYEHHE CIIEIUAIN3UPOBAHHON JIUTEpaTyPhl, IEPUOANYECKOI MeyaTH 10 BOIIPOCaM OKa3aHUs HOBBIX YCIYT B cepe
UH(POPMALIMOHHOM 0€30M1aCHOCTH;
- COCTaBJIEHHUE JI0KJIa/1a MO MEePCIEKTUBHBIM HAIIPABJICHUSAM Pa3BUTHUS CPEJICTB KOMIUIEKCHON 3alIUThl MH(GOpMaIUY;
- pa3paboTKa MakeTa JOKyMEHTAIMH N0 MH)KEHEPHO-TEXHUYECKOH 3a1uTe nHpOopMaluy Ha 0OBEKTE;
- U3Y4YEeHHE BO3MOXHOCTEH HH)KEHEPHO-TEXHUYECKUX CPE/ICTB 3aIUThl HH(POpMAIUK;
- U3yYeHHUE TeXHUYECKUX XapaKTePUCTUK MHKEHEPHO-TEXHUUECKUX CPEJICTB 3alUThl HH(pOpMaIuHy;
- pa3zpaboTKa NpeUI0KEHUH 110 MHKEHEPHO-TEXHUYECKON 3aluTe UHPOpMAaIMK Ha ONIpeIeIEHHOM 00BEKTE;
YyeoHas npaxktuka(no npodpuio cnenuanabuoctu) no 1M 03 72

Buasl pador:
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- YCTaHOBKA, HACTPOIKa U O0CITYy)KHBaHHE TEXHHUYECKUX CPEACTB 3aIIUTH HHPOPMAIUHU U CPEJICTB OXPAHBI O0HEKTOB;

- YCTaHOBKA M HACTPOIKa TUIIOBBIX MPOTrPAMMHO-ANMAPATHBIX CPEACTB 3alIUThI HH)OPMAIIHH;

- MCIOJIb30BaHKE IPOTPAMMHO-AIIAPATHBIX U WHXCHEPHO-TEXHUUECKUX CPEJICTB.

- HACTPOMKa, PEeryJIUpOBKa H PEMOHT 000pYI0BaHUS CPEICTB 3aIUTHI;

- BBIOOD CITOCOOOB | CPEJICTB  MHOT'OYPOBHEBOH 3aIIMTHI TEIEKOMMYHHUKAIIMOHHBIX CETEH B COOTBETCTBUU C HOPMATUBHO-TIPABOBOI
0a3oii;

- IPOBEJICHUE THITOBBIX OMEPaIly HACTPOUKH CPEJICTB 3aLTUTHI OTIEPAITUOHHBIX CUCTEM;

- IPOBEJICHUE ATTECTAIUU OOBEKTOB 3allUTHI;

- OTIpE/ICIICHNE UCTOYHNUKOB HECAHKITMOHUPOBAHHOTO JIOCTYIIA, UCXO/S U3 MOJACIH YIPO3;

- ONpEe/ICIICHNE THIIA CUTHAJIA M TEXHUYECKOT'O CPEJICTBA B COOTBETCTBHH C aJITOPUTMOM IPOTPAMMHOI0 ITPOIYKTA;

- 0OHapyKeHUe ¥ 00€3BPEIKUBAHNE PA3PYIIAOIINX POTPAMMHBIX BO3JICHCTBUN C UCIIOIH30BAHUEM MPOTPAMMHBIX CPE/ICTB;

- 3aIMTa TeIEKOMMYHUKAIIMOHHBIX CETe TEXHUYECKUMU CPEJICTBAMH B COOTBETCTBUU U3 HOPMATUBHBIX JOKyMeHTOoB DCTOK;
- 3amuTa HHPOPMAITMH OPraHU3alMOHHBIMU METOJAMH B COOTBETCTBUHU C MHCTPYKITUSIMU Ha OOBEKTE.

IIpou3BoacTBeHHAsA NPaKTUKA (10 PO cnenuaabuocTt) no [IM

Buasbi pador:

1. Yuactue B cO3/1aHUU KOMIUIEKCHON CHCTEMBI 3aIIUTHI HAa MIPEANPUSATHH.

2. IlpuMeHeHne mporpaMMHO-aNIIapaTHBIX CPEICTB 3aIUTHI HHPOPMALIUU HA TPEIIPUSTHH
3. [IpuMeHeHre UHXEHEPHO-TEXHUYECKUX CPEICTB 3alUThHI HH()OPMALIUY Ha MPEANPUITHH.
4. I[TpumeHeHne KPUNTOrpaQUIECKUX CPEICTB 3AIIUTH HHPOPMALIMU HA TPEANPHUSITHH.

72

IIpomexyTouHas arTecTanus (3K3aMeH)

Bcero

482
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3.YCJOBUSA PEAJIM3AIIMU TIPOTPAMMBI ITPO®ECCHOHAJIBHOTO
MOJIYJIS

3.1. TpeboBaHuUsI K MUHMMAJBLHOMY MATEPUAIBLHO-TEXHUYECKOMY 00ecneyeHuIo
Peanuzanust mporpamMmbl MOJyJis TpeanosiaraeT Haiauuuve ydeOHOo#l nabopaTopuu
IPOrpaMMHO-AIIAPATHBIX CPEACTB oOecredeHus: HHOPMAIIMOHHON O€30TaCHOCTH.

O6opynoBanue yueOHOro kabruHera u pabo4ynx MecT KaOUHeTa:
- IOCA/I0YHBIE MECTA MO KOJUYECTBY 00YUYaIOUTNXCS;
- pabodee MecTo MpenoaaBaTelis;
- KOMIUICKT Y4eOHO-METOANYECKUX TOKYMEHTAITUH;
- TUJAKTHYECKUE MaTePUAIbI.
- yueOHO-HamsIAHbIe mocobus mno jaucuumuinHe «MubopManmonHas
0€30MacHOCTh U 3alluTa UH)OPMALTUN:
- IJIAKAThI:
- «Monenb nHOpMaAITMOHHON OE30MTACHOCTH;
- «TexHHUeCcKre KaHaJbl YTEUKU UH(GOPMAITTNY,
- «OgHOCTOpOHHE (PYHKITMH MHUPPOBAHUS;
- «Monenb yrpo3 uHGOpMaIIMOHHON 6€30IaCHOCTI;
- «CepTuduKaThl OTKPBITHIX KIHOYEI»
- IPE3EHTAal1H:
- «TexHMYeCKue CpeICTBA 3aMUTH HHPOPMAITHI;
- «IHXeHepHO TEXHUYECKUE CPEICTBA 3aIIUTHI HH(pOpMaImny;
- «CpenctBa kpunrorpaduueckoil 3aiuTbl HHMOpMALTINY,;
- y4eOHbIN (HUITBM:
- «3ammppoBaHHas BOHHA»
- MyJIbTUMEUATIPOEKTOP, KOMITBIOTEP MPEIoIaBaTess;

O6opynoBanue J1abOpaTOpUM MPOTrpaMMHO-AMNMAPATHBIX CPEICTB oOecreueHus
nH(OPMAITMOHHON 0€30MaCHOCTH:
TexHuueckue cpeacTBa 00ydeHHUs:

- MepCOHAaJbHBbIE KOMIBIOTEPHI (ammapaTHoe oOecreyeHHue: HE MEHEee 2 CETEeBBIX
miat, mpoueccop He Hrke Core 15, onepatuBHas namsite DDR4 o6bemom He meHee 16
I'6; HD 1000 Gb Buneokapta, BIT 650 BatT), o0benuHeHHbIE B yUeOHYIO JIOKATBHO-
BBIYHCIIUTENBHYIO CETh C BBIXOJIOM B ceTh IHTEpHET, O KOJIMYECTBY 00YyHaIOLIUXCS C
JIMIIEH3UOHHBIM TIporpamMMHbIM obOecnieuenrem: OC Windows 10, Windows Server
2012, OC Unix;

- cuctema Infowatch;

- MOHUTOP C BO3MOXHOCTBIO IMMOBOPOTA 3KpaHa He MeHee 90 rpagycoB, HE MEHEe
23,8 mroiima, HDMI, USB;

- kpunrointio3 [TAK ViPNet Coordinator HW100;

- kommyTtarop L2 yposens, 16 moptoB Ethernet cranmapra 1000BASE-T;

- mapuipytusarop 4 nopra Ethernet crangapra 1000BASE-T;

- AIIMZ13 Co6oms PCI-E.

- yuebHo-naboparopubiii koMiuieke «Kpunton» (Ilmatel «Kpunron-zamox»,
anmapaTHble a0OHEHTCKHUE U CeTeBbIE MU(PATOPHI, MPOrpaMMHOE 00eCIIeUeHHE);



- yueOHO — J1Ta00paTOPHBIN KOMILIEKC OecrpoBoaHO# cetn Wi-Fi;
-mabopaTopHOe U3MEPUTENHEHOE 000pyIOBaHHUE:
- ocriuutorpad -2 mirt.;
- 4acTOTOMEp — 2 IIT.;
- reHepatop — 1 mr.;
- MyJIbTUMETp — 4 LIT.;
- ICTOYHUK NUTaHUs — 6 1IT.;
- MasyIbHAsA CTAHLUSA — 2 IIT.;
- IEMOHTa)KHasl CTaHUMs -1 T.;
- aHaIM3aTop noJis — | mwr.;
- U3MEPUTEIIb AJIEKTPOMArHUTHOIO MOJIsA — | T,
- IETEKTOp U3Iy4eHHil -1 mrT.;
- uaaukarop CBY -1mir;
- TecTep KaOeNbHBIX JIMHUM -1 1IT.;
- TabOpaTOPHBIE CTEH/IbI:
- «MI3ydeHune cucrteMbl BUICOHAOTIOCHUSY;
- «MI3ydenue cucteM KOHTPOJISL JOCTYTay;
-«13yuenune OecrpoBOAHOM CHUCTEMBI OXPaHHO-TI0KAaPHON
CUTHATU3ALINY;
- «CBETOUYBCTBUTEJIbHASI CUTHAIU3AIUSY
- «MHKpPOKOHTPOJJIEPHOE YCTPOMCTBO YIPABICHUS UCIOJHUTEIbHBIMU
OJIOKaMH JJIs1 PEKUMHBIX 0OBEKTOBY
- «MHUKpOIpOIECCOPHOE aBTOMATHYECKOE YCTPOMCTBO YHpPAaBJICHUS
CUCTEMOW MPUHYIUTEIBHOTO OXJAXJICHUS TEJICKOMMYHUKAIIMOHHOW CTOMKOM
anmapartypsl 1o 4 KaHaJlaM U3MEPEHHS B pealibHOM MacITabe BpEeMEHM
- «I3yuenne OMOMETPUIECKUX CUCTEM KOHTPOJIS TOCTYTa
- «CTpykTypupoBaHHbie ka0benbHble cucTeMbl NIKOMAX)»

Peanuzauus nporpaMMbl MOyl IPEAIIOIAaraeT 00A3aTeNIbHYI0 YUEOHYIO PAKTHKY.

3.2. UudopmannoHHoe odecnevyeHue 00yueHust
Ilepeyens  pexoMeHayeMbIX  y4eOHbIX  u3aaHuil, HHTepHeT-pecypcos,
JAOIOJHUTEJIbHOM JIUTePaTypPbI

OCHOBHBIE HCTOYHUKHU:

1. ®opoyzan Bb.A. Kpunrorpaduss m Oe3zomacHOCTh cereii: YdebHoe mocooue/
®opoy3an b.A.; nep. ¢ anrn. [lox pen.A.H. bepnuna. - M.: IHTepHEeT-Y HUBEpCUTET
Nudopmarmonnsix  TexHomoruii: BHWHOM. JlaGopatopus 3uanuii, 2015.-
784c.:mn.,Tab.-(OcHOBBI HHPOPMAITMOHHBIX TEXHOJIOTHN).

2. Makcumenko B.H., AdanacrseB B.B., Bonko H.B. 3amura nndopmanuu B cetsix
coroBoi monaBwxkHOW cBs3u/ Iloxg pen. mokropa texH. Hayk, mpodeccopa O.b.
MakapeBuua. — M.: ['opsiuas munaus — Tenexom, 2014. -360c.: u.

3. lllanprun B.®. 3amura kommnbeioTepHod nHpopManuu. IPGHEeKTUBHBIE METOABI U
cpeactBa —M.: JIMK Ilpecc, 2016. — 544c.:um.
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4. Pognues FO.A. UndopmarimonHas 6€30macHOCTh: HOPMaTUBHO-TIPABOBBIE aCHEKTHI:
Yuaebnoe nocobue. —CI16.:2016.-272¢.:um.

5. BacunbkoB A.B., BacunskoB A.A., BacuibkoB 1. A MTHpOpMaLIMOHHBIE CUCTEMBI U
ux  OeszomacHOCTh:  yuebHoe mocobue —M.: DOPYM, 2017.-528c.-
(ITpodeccronanpaoe 0Opa3zoBaHue)

6. 3aitue A.Il, HlenymanoB A.A., MemepsakoB P.B. TexHuueckas 3ammura
nHpopmaruu. Y4eOHUK JJI BY30B -5-€ u3., mepepad. u gom. — M.: - ['opsyast tuHus
— Tenexom, 2015. — 616¢:mmn.

7.PomanoB O.A. OpranuzaiiuoHHoe odecrnieueHue nHPOpMamoHHOM 0e30MacCHOCTH:
y4eOHUK IS CTYJCHTOB BbICHI. y4eO. 3aBeicHuid —M.: M3paTenbCkuii 1IEHTP
«Axagemus», 2015. — 192c.

8. CamyitnoB K.E, [llanumoB U.A., Bacun H.H., Bacunesckuit B.B, Kynsa6o0s JI.C.,
KoponbkoBa A.B. CeTu u cucteMsbl riepeiaund MUHPOpMaIUU: TEIIEKOMMYHUKAITMOHHBIC
ceTH: YUeOHUK U MpaKkTUKyM Juist By30B / — M.: M3marensctBo FOpaiit, 2016. — 363 c.
9. InfoWatch Traffic Monitor PykoBoncTBo nois3oBatens — M.: 3A0 "UudoBoty",
2017. - 178 c.: ni..

JlomoTHUTEIbHBIE HCTOYHUKH:

1 PykoBoacTBo anMunuctpaTropa Kpunron-zamok

2. PyxoBoactBo ammunuctparopa [IITKOIT «Actpay

3. PykoBoactBo anmunuctparopa KTM-256

4. YuebHoe nocodue CtpykrypupoBaHHas kadenbHas cuctema NIKOMAX»

HNnTepHeT pecypcsl:

1. DnekTpoHHO-OUOIMOTEeYHAsI crcTeMa [DIEKTPOHHBIA pecypc] — peKUM J0CTyma:
http:// www.znanium.com/ (2019).

2. http://www.fstec.ru caiit ®CTOK PD

3. http://www.ancad.ru caiit komnanuu AHKA ]

4. https://lwww.cryptopro.ru/ caiit kommanuu Kpunrollpo

5. https://infotecs.ru/ caiit OAO «UupoTeKCx»

6. LlenTp okazaHust 00pa30BaTENbHBIX YCIYT U MOATOTOBKH CIIEIIMATMCTOB B 00J1aCTH
MH(OPMAIMOHHOW 0€30MacHOCTH W 3KCIUTyaTallud CPENCTB 3allUThl MH(pOpMaluu
ViPNet. [DOnekrpoHHbIii pecypc] — pexkuMm noctyna: https://edu.infotecs.ru/learning/
(2019)
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4. KOHTPOJIb U OLIEHKA PE3YJIBTATOB OCBOEHUA
HPOPECCHUOHAJIBHOI'O MOAYJIA (ITIO PA3AEJIAM)

Kon un
HAaUMCHOBaHUE
po¢eCCHOHATBHBI
X M 001X
KOMIIETCHITUH,
(bopmMHpyeMBIX B
pamMKax MOIYJIs

Kpurepuu onenku

MeTtobl OLICHKH

IIK 3.1. BeiaBasars
YIpO3bI U
YSA3BUMOCTH B
CEeTeBOM
UH(pPaCTPyKType C
HCITOJIb30BaHUEM
CHCTEMEI aHalIn3a
3aIIMIITCHHOCTH

1K 3.2.
Pa3pabaTbIBaTh
KOMILIEKC METO/I0B
U CPEJICTB 3allUThI
uH(popMaluu B
UH(POKOMMYHHUKAI]
MOHHBIX CETSIX U
cUCTeMax CBS3H.

IIK 3.3.
Ocy1iecTBIATh
TEKyIIee
aIMHUHUCTPUPOBAH
W€ TS 3aIUThI
WH(OKOMMYHHUKAII
MOHHBIX CEeTeH 1
CHCTEM CBSI3U C
HCIIOJIb30BaHHEM
CHeIUAIN3UPOBAHH
Or0 MPOTPAMMHOTO
obecrieueHus 1
000pyI0OBaHUS.

O1neHKa «OTJMYHOY» - TEXHUYECKOE 3aaHne
IPOaHAIM3UPOBAHO, AITOPUTM Pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U 0(OPMIICH
B COOTBETCTBUU CO CTAaHAAPTAMU, IIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBI.

O1eHKa «XO0POII0Y -aNTOPUTM pa3paboTaH,
0(OpMJIICH B COOTBETCTBUH CO CTaHIAPTAMU U
COOTBETCTBYET 3aJaHHUIO, IIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBHI.

O1eHKa «y10BJIETBOPUTEIbHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJaHHIO.

TECTUPOBAHUE,

9K3aMeH,

HKCIIEPTHOE HAOJII0ICHHE
BBITTOJTHEHHSI
1abopaTOpHBIX padoT,
IKCIEPTHOE HAOIIOICHUE
BBITIOJTHCHUA
NPaKTUYECKUX padoT,
OIICHKA PEIICHHSI
CUTYaIlMOHHBIX 33]1ad,
OLIEHKa Tporecca u
pe3yJIbTaToB
BBITIOJTHEHUA BUI0B
paboT Ha MPaKTHKE

TECTUPOBAHUE,
JK3aMeH,

JKCTIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS
n1abopaTOpHBIX padoT,
JKCIIePTHOE HaOII0IeHIE
BBITIOJTHCHUA
MPaKTUYECKHUX padoT,
OIICHKA PEIICHUS
CUTYallMOHHBIX 33124,
OIIEHKa Tporecca u
pe3ynbTaToB
BBITTIOJTHEHUA BUI0B
paboT Ha MPAKTUKE

TECTUPOBaHUE,

9K3aMeEH,

AKCTIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS
nabopaTOpHBIX padoT,
JKCIIEPTHOE HAOII0IeHHE
BBITIOJTHCHUS
MPAKTHYECKHUX padoT,
OIIEHKA PEeIICHUS
CUTYallMOHHBIX 3a/1a4,
OIIeHKa Tporiecca u
pe3yIbTaToB
BBITTOJTHEHHSI BUJIOB
paboT Ha MpaKTHKE
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OK 01. Berbupatp
CIIOCOOBI peLIeHUs
3ama4

— 00OCHOBAaHHOCTbH ITOCTAHOBKH 1IEJH,
BbIOOpA M MPUMEHEHHSI METOA0B U
croco00B perieHus: IpohecCHOHATBHBIX

npo(ecCHOHATBHON | 3a71ay;

JeATeIIbHOCTH, - aJICKBaTHas OLICHKA U CaMOOLICHKa
IIPUMEHHUTENBHO K 3 PEKTUBHOCTH U KaYECTBA BHIIOJIHECHUS
Pa3IUYHBIM npohecCHOHATBHBIX 3a/1a4

KOHTEKCTaM.

OK - UCIIOJIb30BAHUE PA3JINYHBIX UCTOUHHKOB,

02.0cy11ecTBIsATh
TIOWCK, aHATTN3 U
MHTEPIIPETALNIO
uHpopManuu,
HEeoOX0AUMOM IS
BBITIOJTHCHMS 32/1a4
npodeccuoHanbHOM
JIESITCIIbHOCTH.

BKJIIOYAs QJIEKTPOHHBIE PECYPCHI,
Meauapecypcebl, IHTepHeT-pecypcehl,
MEePUOUYECKHE U3/IaHus 1O
CHEIUATBLHOCTH JJIsl PEIICHUS
npodeccnoHanbHbIX 33124

OK 03. ITnanupoBatb
U pealiu30BbIBAThH

- IEMOHCTpanus OTBETCTBEHHOCTH 3a
MIPUHSATHIE PEIIEHUS

coOCTBEHHOE - 000CHOBaHHOCTh CaMOAHaIN3a U
po(heCCHOHATIBHOE U | KOPPEKLUS PE3YIbTATOB COOCTBEHHOM
JUYHOCTHOE paboTHI;

pa3BUTHE.

OK 04. PaboTaTb B
KOJIJICKTUBE U
KOMaHje,

3¢ (HeKTUBHO
B3aMMOJICHCTBOBATh C
KOJIJIETraMu,
PYKOBOJICTBOM,
KJIIMEHTAMH.

- B3aMMO/ICHCTBHE C 00YYarOIUMHUCS,
[penojaBaTesiIMU U MacTepaMu B XO/1€
00y4yeHHUs1, C pyKOBOAUTEISAMHU YUeOHOH U
IIPOU3BOJCTBEHHOM IPAKTHK;

- 000CHOBaHHOCTb aHAJIN3a PaOOTHI YWICHOB
KOMaH/Ibl (TIOYNHEHHBIX )

OK 05.
OcymiecTBISITh
YCTHYIO U
MMMCbMEHHYO
KOMMYHHUKAIUIO Ha
roCyJIapCTBEHHOM
A3BIKE C YUYETOM
0COOEHHOCTEH
COIIMAILHOTO K
KYJBTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOM ¥ IUCbMEHHOU pEYH,
- SICHOCTh (POPMYJTUPOBAHUS M U3JTOKEHUS
MBICIIEN

OK 06. IIposBiATH
IpaXJIaHCKO-
NaTPUOTHIECKYIO
MTO3HIIHIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE
MTOBEJEHNE HAa OCHOBE
00111eYeIOBEYECKHUX
IIEHHOCTEMH.

- COOTFOZICHUE HOPM TTOBEJICHUS BO BPEMS
y4eOHBIX 3aHSATUI U IPOXOKICHHS
y4eOHOU 1 TPOU3BOICTBEHHOM MPAKTHK,

OK 07.
ConeiicTBOBaTH

- 3(peKTUBHOCTH BBHIMOJTHEHUS TTpaBui Th
BO BpeMsl yUeOHBIX 3aHATHI, IpU

HNutepnperanus
pE3yJIbTaTOB HAOIIOICHHIA
3a JIeATEIbHOCTHIO
oOyuJaroierocs B
nporecce OCBOCHUS
o0pa3oBaTenbHOM
IPOTrPaMMBbI

DKcnepTHOE HAaOII0ICHUE
1 OIICHKA Ha JJa00paTOPHO
- IPAKTUYECKHUX 3aHATHSX,
IIPU BBIIIOJIHEHUH padoT
1o y4eOHOil u
MPOU3BOJACTBEHHOMN
MPAaKTUKaM

DK3aMeH

20




COXPaHEHUIO MIPOXOXKICHUH YIeOHOU 1
OKPY’KaIOIIEeH cpefibl, | MPOU3BOJACTBEHHOM MPAKTHK;
pecypcocOepeKeHuIo, | - 3SHAHUE U UCTIOIb30BaHHE

a3 pexTrBHO pecypcocOeperarwmmux TEXHOIOTUH B
JICUCTBOBATH B 00JacTH TEIEeKOMMYHUKAIIAN
Ype3BbIYANHBIX

CUTYyalusIX.

OK 08. - 3()eKTUBHOCTH BBINIOJHEHUS MTpaBuil Th
Hcnonp3oBath BO BpeMs YU€OHBIX 3aHSATUH, IPU
cpencTBa MIPOXOKICHUH YUeOHOM 1
dusnueckoit IIPOU3BOJCTBEHHOM IIPAKTHK;

KYJBTYpbI JJIs
COXpaHEHU U

YKpEIJIeHUs
310pOBBS B IIPOLECCE

npodeccuoHanbHOM

JIeATEIIbHOCTH U

MoJ/IepKaHUE

HE00X0JUMOT0

yYpOBHS (hU3HUECKON

IIOATOTOBJICHHOCTH.

OK 09. - 3 (heKTUBHOCTD HCIOIH30BAHHS
Wcrmoap30BaTh “H(OPMAITMOHHO-KOMMYHHKAIIHOHHBIX
HH(POPMALIOHHBIC TEXHOJIOT Ui B IpoeccHOHaNnbHOM
TEXHOJIOIMH B JESITEIbHOCTH COTJIACHO (DOPMHUPYEMBIM
npodeccHOHATBHOR YMEHUSIM U [I0Iy4aeMOMY IIPAKTHYECKOMY
JIeSATEIbHOCTH. OIRITY;

OK 10. - 3¢(eKTUBHOCTH HCIIOJIb30BAHMS B
ITonb3oBaTbcs npoeccnoHalbHOM 1eATEeNbHOCTH
npodeccuoHanbHOM HE00X0TMMOM TeXHHUYECKOH

JIOKyMEHTallMeH Ha
rOCyJapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

AOKYMCHTAllMHU, B TOM YHUCJIC Ha
AQHTJIMKMCKOM SI3BIKE.
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