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CTpyKTypa U colep:KaHHe NPAKTHKH
(2 kypc, 4 cemectp)

Ne HaumeHoBaHue BHI0B, Pa3/1eJi0B U TeM NPAKTHKHA KoanuyecTBoO

n/n 4acoB

1 [TpoBeeHNe HHCTPYKTaXKA 110 TEXHUKE OE30MaCHOCTH. 6
O3HakoMJIEHHE C IJIAHOM MPOBEICHUS yUeOHOH MPaKTHKH.
IToyyenue 3aJaHu 110 TEMATHKE.

2 YcraHoBKa MpOrpaMMHOTO Komiuiekca Secret Net Ha paboune 6
KOMIIBIOTEPHI T0JIb30BaTeNneil. bazoBast HacTpoika.

3 Hactpoiika napameTpoB paboThl IPOrpaMMHOT0 OOecIIeYeHus, 6
BKJIIOYasl CUCTEMBI yIpaBiieHus 0a3aMu 1aHHbIX (Y CTaHOBKA
Windows Server 2019 momennsix cayx0 AD. Hactpoiika DNS )

4 Co3naHue y4eTHBIX 3anuceil nonp3oBateneil B fomene. Hacrpoiika 6
pasrpaHryYeHU 1ocTyna. Y craHoBKa cepBepa 0a3bl JaHHbIX SQL n
Postgresql. Ycranoska SNS, co3ganue noJuTHK.

5) N3yuenue, ycranoBka u Hactpoiika IIAK «Co0oiby. 6
WMunnuanusanus, co3JaHue Nojab30BaTeield U Ha3HaYeHHue KITroueH.
O0benuuenne padbotel «Cobosby u SNS.

6 Pa6ora ¢ «Cobomnb» ¢ Bepcuu 3.0. CpaBHutensHblii ananu3 [TAK 6
«Co6omp» Bepcuu 3.0 u 4.0. [TepenpommBka «Cob60b» 10 Bepcun
4.0.

7 HacTtpoiika KOHTpOJIs LIEJOCTHOCTH oneparuonHoit cuctem Windows 6
10 c npumenenuem [TAK «Coboab» Bepcuu 4.0

8 BeinonHenue pe3epBHOro KOMUPOBaHUS U aBapUITHOTO 6
BOCCTAHOBJIEHMsI paOOTOCTIOCOOHOCTH ONEPALMOHHON CUCTEMBI U
0a3bl JaHHBIX

9 Hacrpoiika cpencts apxuBanmu nanabix Windows Server 2019 6

10 | IlpoBeneHue ayIuTa 3alIMIIEHHOCTH aBTOMAaTU3UPOBAHHOMN CHCTEMBbI 6

11 | YcranoBka, HacTpoiika u skciutyatanus Ubuntu Server u Ubuntu 6
Desktop.

12 | Hacrpoiika pa3rpaHiueHus JOCTyIa MTaTHBIME cpeacTBamu Ubuntu. 6

13 | Opranuzamus paboT ¢ yJaJIeHHBIMHU XPaHWIAIIAMU JaHHBIX U 0a3aMu 6
JTAaHHBIX.

14 | Pabora B VMware ESXI. YcranoBka BUpTyaIbHBIX MAIIUH. . 6
Hactpoiika ceTu, NogHATHE CeTeBOW HHPPACTPYKTYPBHI.

15 | Vlan. Hogusitue 12tp Tynuens na Mikrotik RouterOS 6

16 | Pabora c Netstat, Nmap u Wireshark. OcyiecTBiienue uarHocTuKu 6
KOMIIBIOTEPHBIX CETEeH, ONpeielIeHe HEeMCIIPaBHOCTEHN U cO0eB B €€
pabore.

17 | CocraBieHre MHOTOYpOBHEBOM CXEMbI TOIOJIOTMH CO3JaHHON CETH. 6
3arosHeHNE OTYETHOM JJOKYMEHTAIUH 110 TEXHUYECKOMY
00CITy’)KHBaHUIO 1 PEMOHTY KOMITBIOTEPHBIX CETEH.

18 | Odopmuenue otyera. Yyactue B 3aueT-KOH(PEPEHIUH 10 Y4eOHOM 6
PaKTHKE

Bcero: 108




[Inanupyemble pe3y/bTaThl 0CBOEHHS TPOrPAMMBbI PAKTHKHU

®opmMoii 0TUETHOCTH 00YUAIOIIEroCs M0 MPAKTHKE SBISETCS JHEBHUK C MIPUIIOKECHUIMHU K

HEMY B BHIAC

rpaduuecKux,

aynuo-, ¢Goto-, BUAcO- H(WIM) JAPYTUX MaTEPHAJIOB,

HOJTBEPKIAIOIIMX TPUOOpEeTeHHE 00YYaIOIMCS PAKTHUECKUX MPO(PECCHOHATBHBIX YMEHUH 1O

OCHOBHBIM BHUJaM TpO(ECCUOHATBLHOW JEATEeIbHOCTH W HampaBieHa Ha (OPMUPOBAHUE Y

obOyyaromerocst 00mmx U MpoPecCHOHATBHBIX KOMIIETEHITUH.
KoHTposb 1 o1ieHKa pe3yIbTaTOB OCBOCHHS MTPAKTUKH OCYIIECTBIISETCS MPErogaBaTeieM

— PYKOBOJUTECJIEM ITPAKTUKH.

Koapl 1 HauMeHoBaHUs
MPOBEPAEMBIX KOMIIETCHIUI
WJIM UX COYETAHUU

Bunpl 1 06beM paboT, BBIMOIHEHHBIX 00YYarOIIUMCS BO BpEeMs
MIPaKTUKU

IIK 1.1. TIpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
ABTOMATHU3UPOBAHHBIX
(uH(MOPMAITOHHBIX) CHCTEM B
3alUIIEHHOM HCIIOJIHEHUH B
COOTBETCTBUHU C
TpeOOBaHUSAMHU
AKCIUTYyaTallMOHHOM
JIOKYMEHTAIUU

VYcranoBka u Hactpoiika C3U.

Hanucanue nonutuk 6e30MacHOCTH.

Pasrpannuenne nocryma.

Hactpoiika apxuBUpOBaHUS U PE3ECPBUPOBAHHUSL.
Hacrpoiika aBToHOMHO#1 paboter C3U.

Ob6ecnieuenne Oecrepe0OMHOCTH pabOThl CUCTEMBI 3aIIUTHI
nHpOpMaIHH.

I1K 1.2. AnMuHHCTpUPOBATH
porpaMMHBbIE U
IPOTpaMMHO-aIapaTHbIE
KOMITOHEHTHI
ABTOMAaTU3UPOBAHHON
(MH(pOPMAIIOHHOI ) CUCTEMBI
B 3aIIMIICHHOM HCIIOJHEHUH.

VYcraHoBKa NpOrpaMMHO-AIIIAPATHIX CPEACTB 3aLIUTHI.
Opranuzanus AByX(aKTOpHOM ayTeHTH(PHUKAINH.
Pasrpannuenne nocryma.

Ycrpanenue HencnpaBHocTell B padore C3U.

OK 1. BeiGupats crioco6bt
pereHus 3a1aq

- pa36HBaeT IMNOCTABJICHHYIO LECJIb HAa 3aJ1a4H, n0ﬂ61/1pa;1 n3 4qucia
MU3BECTHBIX TCXHOJIOI'MH (BHGMCHTI)I T€XHOJ’IOFI/H71), IMO3BOJJIAOIINEC

npodeccuoHaIbHON PELINTh KAKIYIO U3 3a/1a4;

JIeSATEIbHOCTH, - BbIOMpaeT crnoco0 (TEXHOJOTHIO) pelIeHHs] 3aladd B
IIPUMEHHUTEIBHO K COOTBETCTBUM C 3aJaHHBIMH YCIOBUSIMH M HMEIOLIUMUCS
Pa3IUYHBIM KOHTEKCTaM. pecypcamy;

OK 2. Ocy1iecTBiATh IOUCK, | -  (QOpPMYJIHpPYeT BONPOCHI, HAIlEJCHHbIE Ha  MOJy4YeHHE

aHaJIN3 ¥ HHTEPITPETAIHIO
uHpopMannu, HeoOXOAUMOM
JUTSL BBITIOJTHEHUS 32,149
npodeccCHoHaNBHOM
NeSITETTHHOCTH.

HezocTaroueil nHpopmanuy;

- XapaKTepu3yeT MPOU3BOIBHO 3a/IaHHBI UCTOYHUK HH(POPMAIUH
B COOTBETCTBUHU C 33/1a4eii HHPOPMAIIIOHHOTO ITOUCKA;

- U3BIIeKaeT MH(OPMAILIHIO TIO IBYM U 00Jiee OCHOBAHUSM U3 OJTHOTO
NN HECKOJIBKUX NCTOYHHUKOB nu CI/ICTeMaTI/ISI/IpyeT cc B
CaMOCTOSITEJIBHO OIPEJIECIICHHOWM B COOTBETCTBUU C 3aJadyeud
WH(POPMAITMOHHOTO TTONCKA CTPYKTYPE;

- 3a/1aeT KPUTEPUU JJIsi CPABHUTEIHLHOTO aHaIH3a MHPOPMAIINH B
COOTBETCTBHUH C IIOCTABJICHHOM 3aJaueH JesITCIIFHOCTH,

- JlelnaeT BBIBOJ O MPUMEHHMOCTH OOIIeld 3aKOHOMEPHOCTH B
KOHerTHBIX yCJ'IOBI/IﬂX;

OK 3. [InanupoBats u
peann30BbIBATH COOCTBEHHOE
npodeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE.

- aHanu3upyeT /HopMyIUpyeT 3ampoc Ha BHYTPEHHHE pPECypChl
(3HaHMA, YMEHHUs, HaABBIKM, CIIOCOOBI AEATENbHOCTH, LEHHOCTH,
YCTQHOBKH, CBOMCTBA ICUXUKH) JUIs pelIeHHsI MpodhecCHoHAIbHOM
3a/1a4y;
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OK 4. PaGoTaTh B KOJUIEKTUBE
1 KoMaH/1e, 3 (HEKTUBHO
B3aHUMOJCHCTBOBATh C
KOJUIETaMU, PYKOBOJICTBOM,
KJIIMEHTaAMH.

- TMpUHUMAeT M (PUKCHpPYeT pelIeHHE IO BCEM BOMpPOCAM IS
IPYIIIOBOTO OOCYXICHUS;

- MpU TPYNIOBOM OOCYXKIIEHUU: PAa3BUBAET U JOIOIHSACT HICH
Ipyrux (pazpadaThIBacT 4yKYH HICHO);

- HCIIONIB3YET CPEJCTBA HATJISAHOCTH WM HEBEpOAIbHBIE CPECTBA
KOMMYHUKaIIH,

- 3ampaliiBacT MHCHUE TApTHEPA M0 TUAJIOTY;

OK 5. OcymiecTBisATh YCTHYIO
Y IUCbMEHHYIO
KOMMYHHKAIIIO Ha
roCyJJapCTBEHHOM SI3BIKE C
y4eTOM 0CcOoOeHHOCTEN
COIIMAIBHOTO U KYJIbTYPHOTO
KOHTEKCTA.

- W3BJIEKAET U3 YCTHOW peun (MOHOJIOT, AMANIOTr, IUCKYCCHS)
(haKTHUYECKYIO U OIICHOYHYIO MH(POPMAIUIO, OTIPECIIsisi OCHOBHYIO
TEMY, 3BYYaBIIHE IPEAIOJIOKEHUS, apIyMEHTBI, JOKa3aTeJIbCTBa,
BBIBOJIbI, OLICHKU;

- CO34AaeT MPOAYKT IHMCbMEHHOM KOMMYHHUKALUU CIIOKHOU
CTPYKTYpPBI, COJCPI)KAIMI COIMOCTABICHUE TIO3UIMH W \ WK
apryMEeHTaluI0 33 U NPOTUB MPEIbSABICHHOW Uil OOCYXICHUS
MIO3ULUH;

OK 7. CogneiicTBOBaThH
COXPAHEHUIO OKPYXKaIoLEn
Cpelbl, pecypcocOepeKeHHIO,
3¢ (HeKTHBHO ACHCTBOBATH B
Ype3BhIYANHBIX CUTYAIIHSIX.

- CIOCOOHOCTh OPUEHTHUPOBATHCS B OCHOBHBIX METOJIaX U CUCTEMAaX
obecnieueHuss  TexHochepHOit  Oe30macHOCTH, OOOCHOBAaHHO
BBIOMpATh YCTPONCTBA, CUCTEMBI U METOJbI 3aIUTHl YEJIOBEKa U
IIPUPOIHOM Cpelbl OT OIACHOCTEH;

OK 8. Ucnonb30BaTh
cpeacTBa (PU3HYCCKOM
KYJIBTYPBI IJIS1 COXPaHEHUA U
YKPEIUICHUS 37I0POBbS B
mporecce mpoPpecCHoHATBHON
EeITEILHOCTH U
HOI[I[Gp)KaHI/ISI H€O6XOJII/IMOFO
yYpOBHS (hH3HUECKON
IIOTOTOBIIEHHOCTH.

- OBJIAACHHUEC TCXHOJOIUsAMH COBPECMCHHBIX O3I0POBUTCIILHBIX
CHUCTEM (1)14314%01(01“0 BOCIIMTaHUA, 060F8.H16HI/IC HHAWBUYaJIbHOT'O
OIIbITa 3aHATUH CIICHUAJIbHO-TIPUKIIAAHBIMHU (bHSI/I‘-IGCKI/IMI/I
YHOpa)KHCHUAMHA U 0a30BBIMH BHUAaMH CIIOpPTa,

OK 9. Ucnonb3oBath
MH(pOpPMallMOHHbIE
TEXHOJIOTHH B
npodeCCHOHAILHON
JIESITEIbHOCTH.

- IPUMCHSCT UKT ITPU BBITIOJTHCHUH TBOPYCCKUX BaﬂaHHﬁ;

OK 10. ITomp30BaThCs
npodeccuoHanbHOM
JIOKYMEHTallUe Ha
TOCy/apCTBEHHOM U
WHOCTPAHHOM SI3BIKAX.

- OCYILIECTBIEHME MEXKYJIbTYpHOH KOMMYHHKAluu B cdepe

OCHOBHOI MpoQeCCHOHANBHOMN 1eATeIbHOCTH;

OK 11. ITnanupoBats
PEINPUHIMATEICKYIO
JeSITebHOCTD B
npodeccuoHanbHOM cepe.

- IpUOOpETEHNE HABBIKOB aJIaNTal[ii TEOPETUYECKUX 3HAHUN K
POCCUICKOM ITPaKTUKE NMPEAITPUHUMATEIBCTBA;

- U3y4aeT OCHOBBI CO3/1aHUsI COOCTBEHHOTO JIeNa;

- 3HAKOMCTBO CTYJICHTOB C TEOPHEN U MPAKTUKON
NPEANPUHUMATENLCTBA.




TpeOoBanusi K 0()OPMIICHUIO OTYETA

[To 3aBeprIeHHIO TPOXOKACHUS MPAKTUKH 00yYaIOIIUIACS T0JKEH cPOPMUPOBATH U MIPEJICTABUTh
PYKOBOJUTEIO MTPAKTUKU OTYET, CONCPIKALITHII:

1. TuTynbHBIN TUCT

2. ATTecTalMOHHBIN JHCT, B KOTOPOM MPECTABICHBI 3aJJaHKs HA MIPAKTUKY B BUJIC BUIOB
1 00BeMOB pabOT U KOTOPBIH NMpeAcTaBisieT cOO0N JTHEBHUK MPAKTUKH.

3.0T4er, conepkamuii MOAPOOHOE OMUCAHHE BBIMIOJHEHUS BUIOB U O0OBEMOB padoOT
00y4aromuMcst BO BpeMs MIPOXOKIACHUSI TPAKTUKH.

Otyer 10 00BeMy AODKEH 3aHUMaTh He MeHee 10-15 crpanun dopmara A4 u comepkarb
WLTIOCTpAIMK (KPaHHbIE POPMBI), IEMOHCTPUPYIOIINE BCE BU/IBI BHIIOJIHIEMbIX pabOT COrfIacCHO
TEMaTHYECKOMY IIJIaHYy MTPOrPaMMBbl IPAKTUKH.

TpeGoBanwust K PUPTY:

- 3aTOJIOBKH BBINTOTHSAOTCS 14 mipudToM (KUPHBIM);

- OCHOBHOM TeKCT BbInosiHgeTcs 12 win 14 mpudrom (0ObIYHBIM);

- HAMMEHOBAHMUSI Pa3/IEIOB BHIMOIHSIIOTCS MO LEHTPY;

- BBIpaBHUBAHHE 110 NIMPHHE.

OT4er Mo MpakTUKE JOHKEH ObITh MPEACTABICH PYKOBOJUTENIO MPAKTUKUA OT KOJUIEIKa He
no3aHee 3-X JOHEH mocie ee 3aBeplieHHs Ha OyMakHOM (MOAIIMTOM B Mamnky) U (Win)
3JICKTPOHHOM (JTUCKE) HOCUTEIISX.



TpeOoBaHus K COOIOIECHUI0O TEXHUKH 0€30MMACHOCTH H MOKAPHOH 0€30IMaACHOCTH

B pamkax npoxoxaeHusi ydeOHON NpPakTUKH (B IMEpPBBIM JCHb) B y4E€OHBIX, Y4eOHO-
NPOM3BOJICTBEHHBIX MAacCTEPCKHX, JA0OpaTOpHsX, Y4YEOHO-OMBITHBIX XO3AHCTBAaX, Y4YEOHBIX
MOJIMTOHAX, YUYEOHBIX 0a3ax MPAKTUKU U MHBIX CTPYKTYPHBIX MOAPA3ICICHUIX 00pa3oBaTeIbHON
OpraHu3anyi 00yYaroIuecs: MPOXOAAT WHCTPYKTaX MO TEXHHKE OE30MacHOCTH M TOXKAPHOH
0€30IaCHOCTH, O YeM B COOTBETCTBYIONIEM IKYpPHaj€ CBHICTEIbCTBYIOT  IOIITHCH
UHCTPYKTUPYIOLIETO U HHCTPYKTHPYEMOTO.

B pamkax mpoxosKaeHUs IPOU3BOJICTBCHHOM MPAKTUKH (B TICPBBIN JCHD) B OpraHU3aIMsIX
— 0azax MpakTHKH 00ydJaronIrecs MPOXOoIAT HHCTPYKTaX MO TEXHUKE 0€30IaCHOCTH U MOXKAPHOH
0€30IIaCHOCTH, O YeM B COOTBETCTBYIONIEM IKYpPHaJ€ CBHICTEIbCTBYIOT  IOIIHCH
UHCTPYKTUPYIOLIETO U HHCTPYKTHPYEMOTO.

TpeGoBanus 6e30macHOCTH BO BpeMsl padoThI

1.1. lIpenogaBatens (PyKOBOAUTENh MPAKTHKH) TOJDKEH KOHTPOJIUPOBATH OOCTAHOBKY BO
BpeMsI 3aHATHI U 00ecTiednTh Oe30MacHoe MPOBEACHUE POLIECCca MPAKTHKH.

1.2.Bo BpemMs NpaKTUKH B IMOMEIIEHWN (KaOWHETE) MOJKHA BBIMOIHATHCS TOJIBKO Ta
pabota, KoTopast MpeayCMOTpEHa MPOTrPaMMON TIPAKTUKH.

1.3. Bce Buabl JOMOJHUTENBHBIX 3aHATHH MOTYT TPOBOAUTHCA TOJBKO C BeaoMma
PYKOBOJUTEIISI WIIM COOTBETCTBYIOLIETO JOKHOCTHOTO JIMIIA 00Pa30BaTEIBLHOTO YUPEKICHHS.

1.4.Tlpn mnpoBeneHUWU AEMOHCTPALMOHHBIX pPabOT, JaOOPATOPHBIX W MPAKTHUYECKUX
3aHATUH B TOMOUIb NPENOoJaBaTeN0 (PYKOBOJUTEIIO IPAKTHKH) JODKEH OBITh Ha3HA4YCH
MOMOITHUK (J1a0OpaHT, aCCUCTEHT, MHXeHep). DyHKINUY MOMOIHUKA 3aMpeniaeTcs BBITOIHATh
oOyyaroiemMycs.

1.5. [IpenogaBatento (PyKOBOAUTENIO MPAKTUKU) 3aMPEIIACTCs BHIMOIHITH JHOObIC BHIbI
PEMOHTHO-BOCCTAHOBUTEIBHBIX Pa0OT Ha pabouemM MecTe 00yJaromerocst Wik B TIOMEIIEHUH BO
BpeMs NpPaKTUKA. PEMOHT JOJKEH BBINONHATh CIELUATIBHO MOJATOTOBJICHHBIM MepcoHal
yupexJIeHus (3JEKTPOMOHTEP, Cliecapb, EKTPOMEXAaHUK U p.).

1.6. Ilpu mpoBefeHUH MPaKTHKH, BO BPeMs KOTOPOW BO3MOXKHO OOIIEee MM MECTHOE
3arpsi3sHEHUE KOXKU 00YyUaroIIerocs, mpernoiaBareib (PyKOBOAUTEINb MPAKTHUKHU ) TOJKEH 0COOCHHO
TIIATEIBHO COOII0IaTh TUTHEHY TPYAA.

1.7. Ecniu mnpenojaBatenb (PYKOBOAMTENb MpPAaKTHUKU) WIM 0OO0ydYarolmuiics BO BpeMms
3aHATUI BHE3allHO IIOYYBCTBOBAJ ce0sl HE3JAOPOBBIM, IIpenojaBaTesieM (pyKOBOAMTEIEM
NPaKTUKH) TOJKHBI OBITH IPUHSTH SKCTPEHHBIE MEPHI:

IpU HapyIIEHUH 3]I0pOBbs oOydarouierocs (roJ0BOKpYKEHHE, OOMOPOK, KPOBOTEUCHHE
U3 HOCA | JIp.) MPEToAaBaTelb (PyKOBOANUTENb MPAKTUKH) JOJDKEH OKa3aTh eMy HEOOXOIMMYIO
NEepBYI0 JOBpauyeOHYI0 MOMOIb, BbI3BaThb MEAPAa0OTHUKA WJIM MPOBOJUTH 3a00JEBLIET0 B
MEIITYHKT 00pa30BaTeIbHOTO YUPEKACHUS (JIeueOHOE YUPEIKICHUE);

OpU BHE3aITHOM YXYJIIEHWH 370pOBbs IMpernojaBaTens (pPyKOBOAMUTENS IPAKTHKH)
MIOCTaBUTh B U3BECTHOCTH YEPE3 OJTHOTO U3 00YUAIOMIETOCs PyKOBOAMUTEIS YUPEIKACHUS (MITH €r0
npeicTaBuTeNsl) O ciyduBlieMcs. JlanpHeimue AeWCTBUS MpEICTaBUTENS aJMUHHUCTpAIUN
CBOJIAITCSI K OKa3aHUIO TIOMOIIM 3a00JIEBIIEMY IPETOIaBaTeNt0 (PYKOBOIUTENIO MPAKTHKH) U
PYKOBOJICTBY TpYIITION 00yUYaromuxcsi B TeUEHUE BPEMEHU PAKTUKH.

1.8. IlpenonaBarens  (PyKOBOAWTENb  TPAKTHKH)  JOJDKEH  MPHUMEHSATh  MEpHI
JUCHUTUTMHAPHOTO BO3JICHCTBUS Ha 00YyYaromUXcs, KOTOPble CO3HATEIbHO HAPYIIAIOT MpaBUIla
0€3011aCHOTO TIOBEICHHUS BO BPEMsI TPOBEICHUS TIPAKTHKH.

1.9. IlpenonaBarens (pyKOBOIUTENb NPAKTUKU) JIOJDKEH JOBOJAUTH JO CBEJICHHS
PYKOBOJIUTEIST YUPEXKIECHHSI O BCEX HEOCTATKaX B 00ECIIEYCHUH OXpaHbI TPY/la MpernoiaBareinen
U 00yYaroIuXxcs, CHIDKAIOIIMX )KU3HEAEATETbHOCTh U pab0TOCIOCOOHOCTh OpraHMu3Ma YeJI0BeKa
(3aHIDKEHHOCTh ~ OCBEIIEHHOCTH,  HECOOTBETCTBHE  ITyCKOPETYJIHPYIOIIeH  ammaparypbl
JFOMHHECHEHTHBIX JIaMII, TPAaBMOOIIACHOCTb U JIp.)

OcHoBHbBIE TPeOOBaHUSI NOKAPHOI 0€30I1aCHOCTH



OOyuaromuiicsi TOJDKEH BBITIOJHSTH MPaBWIa MO MOKApHOW O€30IacHOCTH, a B CiIydae
BO3HMKHOBEHUS II0Kapa JIOJDKEH BBINOJHATH OCHOBHBIE TPeOOBAaHUS MPOTHUBOIOKAPHOTO
pexxuma:

- 3HaTh, I/I€ HAXOATCS IEPBUYHBIE CPE/ICTBA MOKAPOTYLICHUS, @ TAKKE KAKUE [TOIPYYHbIE
CpeACTBa MOYXHO IIPUMEHSTH IIPU TYLIEHUH 1103Kapa;

- Ipu paboTe ¢ OTHEONACHBIMH MaTepHallaMH COOJII0IaTh IPOTUBOIIOKAPHBIE TPEOOBAHUS
U UMEThb BOJIM3M HEOOXOMMBbIE CPEACTBa JUIsl TYLICHHUs MoXapa (OrHETYLIUTENH, IECOK, BOAY U
ap.);

- YXOZs1 MOCJIEHUM U3 pabodero MoMeLeHusl, He0OOX0AUMO BBIKJIIOUUTh JIEKTPOCETh, 3a
UCKJIIOYEHHEM JI€)KYPHOT'O OCBEILEHUSI.

O00 Bcex 3aMEUEHHBIX HAPYLIEHUAX MOXKApHON 0€30MaCHOCTH cOO0IATh PyKOBOAUTEIIO
IIPAKTUKH, aIMUHUCTPALIUN OPraHU3ALMH, YUPEKICHUS.

IIpy BO3HMKHOBEHMH IOXKapa HEMEJICHHO MPHUCTYNUTh K €ro TYLIEHUIO WMEIOIIMMUCS
cpeacTBamMu, cooomuTs 1o tenedony 01 u aaMuHHCTpauuy npeanpusaTus (MOpsSAOK AeHCTBUN
OIPENIeIUTh CAMOMY B 3aBUCUMOCTH OT CTETIEHU YIPO3bl).

B pacnosnoxenun o0pa3oBaTeIbHOIO yUpEKISHUS 3alpeLacTcs:

- 3arpoOMOXJaTb W 3aKpbIBaTh IPOE3[bl M MPOXOAbl K I0XXKapHOMY HHBEHTapIO
000pyI0BAaHHUIO U NIOKAPHOMY KPaHY;

- OpocaThb Ha IOJ M OCTaBJIATH HEYOpaHHBIMH B pPabOUYMX MOMELIEHHUSIX Oymary,
IIPOMACIJICHHbIE TPSAIKH U JP.;

- oOBeIMBaTh MIEKTPOJIaMIIbl OymMarod M TKaHbO, BELIaTh Ha 3JIEKTPOBBIKIIOYATEIN U
AIIEKTPONPOBOJA OJIEKY, KPIOKH, MPHUCIIOCOOJICHHUS U Jp., 3a0MBaTh METAIIMYECKUE T'BO3IU
MEXIY 3JEKTPONPOBOAAMH, MOJKIOYATh K JJIEKTPOCETH HENPEIyCMOTPEHHbIE HarpysKH,
3aMEHSITh [IEPErOPEBIINE MPEIOXPAHUTENHN KYCKAMU ITPOBOJIOKH — «KYUKaMU;

- HUCNOJNb30BaTh HA CKJIAJax, Y4YeOHBIX W BCIIOMOIaTENbHbIX MOMEIIEHHUSIX JUIs
IIPUTOTOBJICHUS MMUIIU U 000rpeBa IEKTPOIUIUTKH, JIEKTPOUaHHUKH, KEPOCUHKH;

- YUCTUTh pabouyto ofekay OeH3MHOM, pacTBopHUTeaeM min Apyrumu JIBX



IlepeyeHb pekoMeHayeMbIX y4eOHbIX U31aHuil, UHTepHeT-pecypcoB, 10NOJIHUTEIbHON

1. KoctpoB b. B. , Pyukun B. H. Cetm um cucremsl nepenaum wHbopmamuu — M.:
W3narenbckuit eHTp «Akagemusi», 2021.

2. Munocnasckass H.I'., Toncroii A.M. VYmnpaBnenwe puckamu HHOOPMAIMOHHON
6e3omacHOCTH. - 3-¢ 3.~ M.: I'opsiuas nmunus-Tenexom, 2022.

3. Menwpuukos /JI. Madopmanmonnast 6€30MacHOCTh OTKPHITHIX cucTeM.- M.: ®opym, 2019.

4. Omudep B., Omudep H. Kommbrorepusie cetu. [IpuHIUIIBI, TEXHOIOTHH, TPOTOKOJBI.
VYuebnuk, 5-¢ uzmganue — [Murtep, 2020.

5. baraes A.B., Cununpm C.B. , Hamotun H.}O. Onepamumonsnsie cuctembl — M.:
N3naTensckuii neHTp «Akagemusi», 2021.

6. Cxpunauk /. A. OGmirie BOMpoChl TEXHUYECKON 3aUTH HH(popManmu: yueOHoe mocodue
/ Cxkpunauk Jl. A. —-M.: Uatepuer-Yuausepcurer Madopmanuonnsix Texnomoruit (MHTYUT),
2020.

7. Tanenbaym 3., Yazepoin [. Kommbrorepasie cetu. 5-¢ u3n. — [Tutep, 2022,

8. BacunbkoB, A. B. be3onacHOCTb U yripaBieHHEe 1OCTYIIOM B MH()OPMALIMOHHBIX CHCTEMAaX :
yuebHoe nocobue / A.B. Bacunbkos, .A. BacuibkoB. — Mocksa : @OPYM : UHOPA-M, 2020.
— 368 c. — (Cpennee npodeccronaibHoe oopazoBanue). - ISBN 978-5-91134-360-6. - Tekcr :
anekTpoHHbed. - URL: https://znanium.com/catalog/product/1082470 (mata oOpameHus:
26.02.2023).

JlonoIHUTeIbHBIE TeYATHbIEe HCTOYHHUKH:
1. Kywmckosa U.A. ba3sl nanssix. YueOnuk. CIIO. /M3narensctBo «KnoPyc» 2022. — 400c.

2. CogetoB b., Llexanosckuii B., UepToBckoii B. ba3el nannbix: yuebuuk/ MU3ngarens: FOpaiit
112022 — 421c.

3. OcHOBBI TpoeKTHpOBaHUS 0a3 naHHBIX: yueOHoe mocobue / utoB B.II. — Mockga:
NH®PA-M, 2023.

4. Hecrepo C. A., ba3sl nannbix. Yueonuk u npaktukyM st CITIO/ Tlpodeccrnonansrnoe
o6pasosanue /M3marens: KOPANT,2019.

5. Mapteika, T. JI. OnepannoHHble CUCTEMBI, Cpebl U 000104KH : yueOHOoe nocodue / T.JL.
[Tapteika, N.W. TTonoB. — 5-e u3zn., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2021.
— 560 c. — (Cpennee npodeccuonanbHoe oopazoBanue). - ISBN 978-5-00091-501-1. - Tekcr :
sanekTponnbii. - URL: https://znanium.com/catalog/product/1189335 (mara oOparieHus:
26.02.2023). — PexxuM 0CTyIIA: 11O TOAMKCKE.

6. Pynakog, A. B. OnepaninoHHbIe CHCTEMBI U cpejibl : yueOHuK / A.B. PygakoB. — Mocksa :
KYPC : UH®PA-M, 2022. — 304 ¢. — (Cpennee npodeccroHanbHoe oopazoBanue). - ISBN 978-
5-906923-85-1. - Tekcr : anekrponnsiid. - URL: https://znanium.com/catalog/product/1843025
(mata obpamenus: 26.02.2023).

7. Xopes, I1. b. [IporpammHo-anmnaparsas 3ammra nHGopmaiun : yuedHoe nocooue / I1.b.
XopeB. — 3-¢ u3f., ucnp. u gon. — Mocksa : UH®PA-M, 2022. — 327 c. — (Beicuiee
obpazoBanue: bakanaspuat). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - Tekcr :
anektpoHHbld. - URL: https://znanium.com/catalog/product/1865598 (mata oOparmeHus:
26.02.2023).  ITlporpaMmMHO-ammapaTHble  cpeiAcTBa  obecrmedeHuss  HHGOPMAIIMOHHON
6e3onacHocTH. [IpakTukym : yaedHnoe nocooue / A. B. Jlymkun, O. M. bapcyxkos, E. B. Kpasiios
[v mp.] ; mox. pen. A. B. lymkuna. - Mocksa : ['opsiuas nmunaus-Tenexkom, 2020. - 412 c. - ISBN



978-5-9912-0797-3. - Teker : 3JICKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1911636 (nara obpamenus: 26.02.2023).

8. Jlanonuna O.P. OcHOBBI ceTeBOH 0€30MAaCHOCTH: KpUNTOrpadUUecKUe aaropuTMbl U
IPOTOKOJIBI B3aUMOJeHCTBUSA: YueOHoe mocodue.- 2-¢ u3., ucnp.- M.: IHTepHeT-YHUBEpCUTET
NT; BUHOM. JlaGopatopus 3uanuii, 2020.- 605 C.

9. Mak-Knap C., CxemOpeit JIx., Kyptn JI. Cekpersl xakepoB. be3omacHocTh cereid —
rOTOBBIE pelieHus, 4-e uza. — M.: Bunesamc, 2004. — 656 c.

10. Mamok A.A., [Tazuzun C.B., IToroxxun H.C. Benenue B 3ammuty nHGOpMaINK B

aBTOMATHU3UPOBAaHHBIX cucTemMax: Yueb. [Tocobue s By30B.- 3-€ u3a., crep. M.: ['opsuas nunus,
2011.- 147 c.

Ilepuoauyeckue M31aHuA:

1. Xypnaner Chip/Yun: XypHam o KOMIBIOTEPHOH TEXHUKE I NMPO(ECCHOHAIOB M
ONBITHEIX IOJIB30BATENCH;

2. Kypuans! 3amura nadopmarmn. Mucaiin: MadopMamoHHO-METOAMYECKHI Ky pHAI

3. NndopmannonHas 6e30nacHOCTb peruoHoB: HayuHo-nipakTuueckuil sxypHai

4. Bonpocsl  kubepOesonacHocTH. Hayusblif, nepuonudeckuii, uHGOPMALUOHHO-
METOAMYECKHH sXypHall ¢ 6a30BOM crienuanu3anueil B 06JacTi MHPOPMALMOHHOM 0€30aCHOCTH..
URL.: http://cyberrus.com/

5. be3omacHocTh MH(OPMAIMOHHBIX TEXHONOTUH. [leproanyeckuii  pereH3upyemMbIi
Hay4HbIi xypHan HUAY MU®U. URL: http://bit.mephi.ru/

DJIEKTPOHHbIC HCTOYHHUKH:
1. HudopmannoHHO-cIpaBOYHas cUCTEMa MO0 JOKYMEHTaM B 00JIaCTH TEXHUYECKON 3alUThI

uHdopmarmu WwWw.fstec.ru
WudopmarmoHHsIi opTai mo 6e3omacHoctd WWW.SecurityLab.ru.

w

OOpazoBarenbHbIE MOPTAIBI MO Pa3IMYHBIM HANpaBICHUSM OOpa30BaHUS U TEMAaTHKE
http://depobr.gov35.ru/

Poccuiickuii Gnomerpuueckuii mopran WWWw.biometrics.ru

Caiit xypHana MudopmarmonHas 6e3omnacHocTs http://www.itsec.ru —

Caiit HayuHo# 31ekTpoHHO# 6ubimorexun Www.elibrary.ru

CnpaBouHo-mipaBoBas cuctema «["apant» » wWww.garant.ru

CnpaBouHo-nipaBoBas cucrtema «KoncynpranT [Imroc» www.consultant.ru

© o N0k

@enepanbHas ciyk0a Mo TeXHUYECKOMY U 3KcnopTHOMY KoHTposo (PCTIK Poccun)

www.fstec.ru

10. ®enepanbubiii  nmopran  «MHpOpMaMOHHO-KOMMYHHMKAIIMOHHbIE  TEXHOJOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®enepanbubiii mopran «Poccuiickoe oopazoBanre WWw.edu.ru
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ATTECTAIIAOHHBIN JINCT IO YYEBHOM ITPAKTUKE

(BAIAHME HA TIPAKTHKY)

OHO

obOyuatonuiics(asicsa) Ha 2 Kypce 1o cneruainbHoctu CI1O

10.02.05

OOecnieueHue HH(bOpMaHHOHHOﬁ 0€e30macHOCTH ABTOMATU3HUPOBAHHBLIX CHUCTEM

K00

yCIIenIHo npoiuien(Jia) yaeOHyIo IpaKkTUKY M0 MPo(hecCHOHATEHOMY MOJIYIIIO

HAumeHoearue

:‘)KCHJ'IyaTaI_[I/IH ABTOMATHU3HWPOBAHHBIX (HH(bOpMaL[I/IOHHBIX) CHUCTEM B 3allITMIIICHHOM HMCIIOJIHECHHU

B 00beMe 108 yacoB ¢ «

HauMeHO8aHue npoghecCUOHaIbHO20 MOOYIA

» 20 r.mo« »

20 r..B

I'BIIOY Y pumckuil KoJuieK pagroIeKTPOHUKHY, TEIEKOMMYHUKAIMI U O€30I1aCHOCTH

HaumeHosarnue opzanuayuu

Buabl 1 kauecTBO BHINOJHEHHS PAdOT C b0 OlleHKH ¢hOPMUPOBAHHOCTH OOIIMX

KOMIIeTeHI Ui

Pe3yabTarsl
(ocBOEeHHBIE 001IIHE
KOMIIETEHIIMH)

OcCHOBHBIE MOKA3aTeJIH ONEHKH
pe3yJabTara

@DopMBbI U METOABI
KOHTPOJIA M OLlEHKH

BoiGupath criocoObl petieHus 3ama4
npodecCHOHATEHOM 1A TEIILHOCTH,
MPUMEHUTEIBHO K Pa3IHYHBIM
KOHTEKCTaM.

- pa3OuBaeT MOCTABICHHYIO IIEJIb HA 3aja4H,
oI0Upast U3 YHUCIIa U3BECTHBIX TEXHOJIOTHH
(371eMEHTBl  TEXHOJIOTHIi),  TO3BOJIIONINEC
PEIINTh KOKIAYIO U3 3a/1a4;

- BBIOMpaeT crnocol (TEXHOJIOTHIO) PEIIeHUs
3aJjJadd B COOTBETCTBUU C 3aJIaHHBIMH
YCIIOBUSIMU U IMEIOIIMMHUCS PECYPCAMH;

Ocy1ecTBIATh MOUCK, AaHATTN3 U
MHTEpIpEeTaIHIo HHPOpMAIIHH,
HEO0OXOTUMOM 7Sl BBITTOTHEHUS
3a/1a4 mpodeccruoHambHOM
JeSITEIbHOCTH.

- (opMynupyeT BONpPOCHI, HalleJIEHHbIE Ha
MOJIyYeHHEe HeJloCTarome HHPOopMaIuy;

- XapakTepu3yeT NPOM3BOJIBHO 3aJaHHBIN
HUCTOYHHUK I/IH(i)OpMaHI/II/I B COOTBETCTBUU C
3ajjaueil ”HHOPMAIIMOHHOTO TIOUCKA;

- U3BJIeKaeT MHGOpPMAIUIO IO ABYM U Oosee

OCHOBAHHUAM H3 OAHOIO HJIIM HCECKOJIBKHUX
HCTOYHHUKOB HW CHCTCMATHU3UPYET €€ B
CaMOCTOATCIIbHO onpeﬂeneHHoﬁ B

COOTBETCTBHUU C 3aJa4eii HHPOPMAIIMOHHOTO
MOUCKA CTPYKTYPE;

- 3a4ac€T KpI/ITepI/II/I JJISA CpaBHI/ITeJ'IBHOFO
aHanu3a UH(pOpMAaIK B COOTBETCTBUU C
MOCTaBJIICHHO 3a7aueil NeaTeIbHOCTH,

- JeNmaeT BHIBOJ O MPUMEHUMOCTH OOIIen
3aKOHOMepHOCTI/I B KOHerTHI)IX yCJ'IOBI/ISIX;

[TnanupoBaTh U pearTn30BLIBAThH
coOcTBeHHOE MPOECCHOHATHHOE U
JTUYHOCTHOE Pa3BUTHE.

- a”anu3upyer /(opMyIHpyeT 3ampoc Ha
BHYTPEHHUE peCypchl (3HAHUS, YMEHHS,
HaBBIKH, CIIOCOOBI JeSITeIbHOCTH, IIEHHOCTH,
YCTaHOBKHM,  CBOMCTBA  IICUXMKM)  JJIs
peneHus npohecCuoHaIbHON 3a1a4H;

PaboTath B KOJIJICKTHBE U KOMaHJIE,
3¢ (HEeKTHBHO B3aMMOJICHICTBOBATH C

- IPUHUMAET U PUKCUPYET pelIeHHe 0 BCeEM
BOIIPOCAM JIJIsl TPYIIIOBOTO OOCYKICHHUS;

HNuTepnperanus
pe3yJIBTaTOB
HaOJIFOJEeHU 3a
JESATSIIbHOCTHIO
oOyuJaromerocs B
npoIiecce OCBOCHUS
o0Opa3oBaTenbHOI
IPOTPaMMBI
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KOJUIETaMH, PYKOBOJCTBOM,
KIINEHTAMH.

- TIpU TPYTIIOBOM OOCYKICHUU: Pa3BUBACT U
JOTIONTHSIET HJeU JApyrux (pa3padarbiBaeT
YYKYIO UJICI0);

- HUCHOJB3YeT CpEACTBA HATJISATHOCTH HIIH
HeBepOaIbHBIC CPEICTBA KOMMYHUKAIIHH,

- 3ampaimuBaeT MHEHHE [apTHepa 110
JIMAJIOTy;

OCyIIeCTBIIATh YCTHYIO U
HI/ICbMeHHYIO KOMMYHI/IKaLII/IIO Ha
rOCYJIapCTBCHHOM SI3BIKE C YIETOM
0COOEHHOCTEN COIUAIBHOTO U
KYJIbTYPHOTO KOHTEKCTA.

- W3BJEKaeT M3 YCTHOHW peuyu (MOHOJIOT,
Manor,  JTUCKyccusi)  (pakTHYecKyro U
OLICHOYHYI0O  MH(pOpMAIUIO,  ONpeesiss

OCHOBHYIO TEMY, 3ByYaBIlINE
MPEATONOKEHHUS, apryMEHTHI,
JI0Ka3aTeJIbCTBA, BHIBO/IbI, OLICHKU;

- CO3JaeT MPOAYKT MMMChbMEHHOM

KOMMYHUKAIIU CJIOJKHOM CTPYKTYPHI,
COJICP KAIIMI COMOCTABICHHE IMO3UIMIA U \
WIM  apryMEHTallMi0 32 U T[POTUB
IPEABSIBICHHOM JIs1 00CYKJICHHUSI TIO3UITUH;

CopeiicTBOBaTh COXPAHEHHUIO
OKpYKaroIle Cpebl,
pecypcocoepexeHuto, 3PPeKTUBHO
JIECTBOBATh B UPE3BbIYANHBIX
CUTYaLUsX.

- CHOCOOHOCTH  OpUEHTHPOBATHCS B
OCHOBHBIX METOAax u cucTeMax
obecrieueHust TeXxHochepHOU OE€30MacHOCTH,
000CHOBaHHO BBIOMPATH yCTPOHCTBA,
CHUCTEMBI W METOJbl 3allMThl YEIIOBEKA U
IIPUPOJIHOM CPeJibl OT OACHOCTEH;

Hcnonb30Bath cpeicTBa
(bu3nyecKoil KyJabTyphl Ui
COXPAHEHUS U YKPEIUICHUS
3JI0pOBbs B IIpoOIIECCE
npo¢ecCHOHATILHOM 1EeATEIbHOCTH
U TIOJIIepyKaHUsl HEOOXOAUMOT 0
ypoBHsI pruznueckont
MIO/ITOTOBJIEHHOCTH.

- OBJIAJICHUE TEXHOJIOIUSAMH COBPEMEHHBIX
03JIOPOBUTENIBHBIX ~ CUCTEM  (DU3UUYECKOTO
BOCIHUTaHUSI, 00OTaIlIeHNEe UHIUBUIYaTIbHOTO
ONbITa 3aHATUN CHEUUATBHO-IPUKIIAHBIMU
bU3MYECKUMU YIPaXKHEHUSIMH U 0a30BBIMU
BHUJIAMU CIIOPTA;

Hcnonp3oBath HHGOPMAIMOHHbBIE
TEXHOJIOTUH B MPO(hecCHOHATbHON
JESITEeIbHOCTH.

- npumenser MWKT mnpu BemonHenun
TBOPYECKUX 3aJaHUN;

[Tonp30oBaTbes MpodeccnoHaTbLHON
JNOKyMEHTaluen Ha
roCyJapCTBEHHOM U UHOCTPAaHHOM
SI3BIKAX.

- OCYILECTBIICHHUE MEXKYJIbTYPHOU
KOMMYHHMKaliMi B  cdepe  OCHOBHOMU
npodecCHOHATBLHOM 1A TeNbHOCTH;

[InanupoBats
NPEANPHUHUMATEIBCKYIO
JeATEILHOCTD B
npodeccruoHaIbHOM chepe.

- MPUOOPETEHNE HABBIKOB a/IallTAIlUH
TEOPETUUYECKUX 3HAHUN K POCCUMCKON
MPaKTUKE MPEANPUHUMATEIIbCTBA;

- U3y4aeT OCHOBBI CO3/IaHUS COOCTBEHHOTO
zena;

- 3HAKOMCTBO CTYJIEHTOB C TEOPUEHN U
MPAKTUKOW MPEIMPUHIMATEIHCTBA.
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Bunbl 1 kauecTBO BBIMOIHEHUS padOT C 1EbI0 OIIEHKH CPOPMUPOBAHHOCTU MPO(HECCHOHATBHBIX

KOMIIETEHIIUI
Konap! 1 HauMeHOBaHUS Buast 1 06beM paboT, BBIIOJHEHHBIX KauectBO
BBIITOTHEHUS

MPOBEPSAEMBIX KOMIIETCHIIMN WU
UX COYEeTaHUN

o0yJaromuMcst BO BpeMs ITPaKTUKU

pabot (oreHKa)

IIK 1.1. BBITTOJIHATE MOHTaXK
KOMIIOHEHTOB U MOJyJIEH
MEXaTPOHHBIX CUCTEM B
COOTBETCTBHUH C TCXHHYECKOM
JIOKYMEHTaIUe

VYcranoBka u HacTpoiika C3H.
Hanucanue noautuk 6€30nacHOCTH.
Pasrpanunuenue nocryma.

IIK 1.2. OcyuiecTBiATh HACTPOUKY
U KOH(UTrypupoBaHue
IIPOrPaMMHUPYEMBIX JTOTMYECKUX
KOHTPOJUIEPOB U
MUKPOINPOLIECCOPHBIX CUCTEM B
COOTBETCTBHUHM C
MPUHLMITHAIBHBIMU CXEMaMU
HOJIKITFOUEHUS

YcTaHoBKa pOrpaMMHO-aNapaTHBIX CPEICTB
3aIIUTHI.

Opranuzanus AByX(akTOPHOH ayTeHTHU(PHUKAIHIH.

Pa3rpaHI/IquI/IC A0CTYyIIa.

Nrorosas oueHka (8v1600umcst
HA OCHOB8E OUECHOK 34 KAXNCObLU GUO
pabomul o NAMUOANTLHOU WIKAle)

CTyAeHTOM MpoiiieH HHCTPYKTAX [0 TEXHUKE 0e30MacHOCTH U oxpaHe Tpyaa. CTyJeHT 03HaKOMJICH
IIpaBWJIaMU pacriops/ika U UHPOPMAMOHHON 0€3011aCHOCTH.
XapakTepucTiKa NpohecCHOHATBHOM 1esITeJIbHOCTH CTyIeHTa BO BpeMs Y4eOHO#l NPAKTUKH
(ommnowenue k pabome, 1uunble Kauecmaa u m.o.)

Hata«__ » 20 r.
[Toanucu pykoBoauTene MPakTUKU / /
0T 00pa3oBaTeNIbHON OpraHu3aluu
[Toanuck pykoBoauTens 0a3bl MPAKTUKH / /
MIIT
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